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I. INTRODUCTION

Te manage is to plan for, to alleocate, and to conserve resources,
Information is a resource. It has the same characteristics of cost,
value, and scarcity, as do the more familiar material, financial and
human resources. As the recognition of the value and cost of
information increases in the Army, the effective management of this
resource becomes increasingly important to Headquarters, Department
of the Army (HQDA). During the last twenty year period numerous computer
systems have been installed throughout the Army and at HQDA to process
ever increasing volumes of data, The expanding use of computers has
provided a means to exploit the potential value of automated
information resources and manage them in a manner never before
possible.

Considering the size and complexity of Army operations, the
management structure, and the impact of its decisions, the Army needs
to have the best information available for decision-making. Effective
management of information entails understanding what data is available,
keeping track:of where the data is, and knowing who is responsible for
it. In a large organization, such as HQDA, this is extremely difficult.
Each individual staff Agency is capable of managing its own data, but
there is no explicit management of the data that flows among groups.
Furthermore, the individual groups each manage their own data in
different ways, making the correlation of data at higher levels
difficult or impossible. Who has access to the data, who actually uses
the data, under what conditions are the data valid, when can it be
released by an organization, when can it be removed or changed, how
can it be shared among organizations, and how much does it cost to
collect, store, and process the data are all questions relevant to the
management of the information resource.

Such questions are, at best, difficult and, sometimes, impossible
to answer consistently across HQDA. And yet, the answers to such
questions are central to information sharing to achieve improved
management reporting and more effective decision-making, To accomplish
this objective, we believe HQDA must establish an effective program
for information resource management. Arthur Young & Company has
studied the need for, and the implications of such a program.

The problems associated with managing the information resource
can be grouped loosely into two ca'.egories: management and technical,
In the management category are tre issues of setting information
management goals and directions, of establishing information
management policies and plans for achieving those goals, of managing
the execution of the information management plan. The technical
problems deal with the details of implementation., During the course
of this study, Arthur Young & Company 4has addressed both types of
problems for automated information.

I-1




The purpose of this introductory chapter is to acquaint the reader
with this study and to summarize Arthur Young & Company's approach.
In the remainder of this chapter we present the approach used to
conduct Phase I of the Information Management Study for Headquarters,
Department of the Army. The discussions are divided into three
categories:

. Study Objectives
. Study Methodology Employed )
. Scope of Study.

A discussion of each of these categories follows.

1. STUDY OBJECTIVES

The goal of this study is to develop the policy, concepts and

. directions, the administrative methodologies and procedures, and an
organizational approach for use by the Department of the Army in
accomplishing the management of automated information within HQDA and
its supporting Data Processing Installations. The speciiic objectives
of this study are:

. Determination of the requirements for effective automated
information management among the HQDA organizational
elements

. Development of an information resource management program

to manage effectively HQDA's automated information resources

. Development of an information administration structure and
the necessary policies and procedures required to administer
that program

. Development of a time~phased plan for implementing that
program.

The study is divided into two phases: Phase I - Program
Requirements Definition; and, Phase II - Program Implementation
Planning.

In Phase I we have concentrated on determining the requirements
for information management and developing the conceptual framework .
for a program for managing the automated information resources of
Headquarters, DA. In Phase II we propose to develop the program in
detail and recommend a long-range approach for implementation. This o
Phase I Final Report presents our findings concerning the need in HQDA
for a consolidated program for information management and presents
our recommended conceptual approach to managing the automated
information resource.
%
I-2 -
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2. STUDY METHODOLOGY EMPLOYED

An overview of the methodology employed by Arthur Young & Company
in Phase I is presented in Exhibit I-l, As indicated in the exhibit,
the development of an effective information resource management
program for HQDA was based upon initially developing a sound
understanding of the current data standardization and information
management environment. In order to understand this environment with
limited resources, we employed a structured approach to gathering
information. This approach entailed a broad look at most of the
relevant actsvities in HQDA, with a more detailed look at selected
organizations, at automated systems, and at management practices
pertaining to information management. By using this approach, we
obtained both the breadth and depth of information required for our
analysis.

Initially, our attention was directed toward gaining a greater
perspective on efforts in the Army and others to manage information.

. A review of current HQDA-wide information management
activities was performed to determine current information
management responsibilities, approaches, and problems. We
reviewed existing policy and procedure guidance (both
internal and external) with regard to information
management, determined the roles of the different HQDA
organizations currently involved in some aspect of
information management, and assessed the status of the
current information management program with a HQDA-wide
perspective. Input to this effort was obtained through a
series of interviews with Technical Advisors, Directors of
Automation, and Data Standardization Managers, primarily
from the organizations of ACSAC, TAG, and USACSC. The results
of this analysis are contained in Chapter V of this report.

. A review of other efforts in information management was also
under taken to incorporate the experience in information
resource management as described in publications from the
government, private, and academic sectors. The topic of
treating information as a resource is relatively new, and
publications are just beginning to appear. In particular,
the publications of the President's Federal Data Processing
Reorganization Project, FIPS Task Group 17 of the National
Bureau of Standards, and the Commission on Federal Paperwork
provided a sense of the visibility of and the growing
commitment to information resource management within the
Federal community.

These initial efforts provided the background for our detailed
data collection approach. Then detailed data collection included:

I-3
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(1) Executive Level Interviews

Selected members of the DA Staff were interviewed by the
project team in order to understand more fully the information
needs and functional relationships that exist among the staff
elements. Executive interviews provided an opportunity to:

Advise General Officers of the study,
Identify existing information problems, and

Develop an awareness of the need for and benefits of managing
information as a resource of HQDA.

These interviews provided a forum in which information
problems could be discussed and established a base for further
investigation of the individual Staff Agencies. The results of
these interviews are incorporated into our discussion of the
Staff Agencies in Chapter IV.

(2) Punctional DA Staff Agency Briefings

Less formal, group interviews were conducted with various
members of the HQDA staff organizations in an attempt to
understand their needs for information and their involvement in
the Army's information management process. These staff support
briefings helped to:

Determine how information is provided to the HQDA Staff
Determine problems in acquiring and sharing information

Determine policies and procedures used in each staff element
to manage information.

A variety of sources were utilized to accomplish this
functional staff analysis relating to information management.
Selected agency heads, action officers, SAG members, and selected
non-HQDA personnel were interviewed with a focus toward:

Mission and organization of the Agency

Information requirements and automated support

Role of the action officers in the organization and their
needs for improved information management

Status of the current information management program.




The information obtained from these briefings is contained in
Chapter VI of this report. 1

{(3) Data Processing Installation (DPI) Visits

We then reviewed 13 of the Data Processing Installations
(DPIs) that supply automated data processing support to HQDA.
Information obtained from the DPI visits included the
organization, management, and specific data administration
activities at each installation. Information was sought
specifically in the areas of:

. Information management policies and programs in efiect at
the DPI, and the

. Interaction between the DPIs focusing on the need for
communications and sharing of data.

Individuals consulted during our visits to the DPIs generally
included the DPI Director, system managers, Data Administrators,
Data Base Administrators, data standardization program managers,
and other key personnel as selected by the DPI Director. Current
approaches as well as future plans for operation and
administration of the DPI were discussed.

The combination of site reviews and jnterviews has enabled
the study team to formulate a consolidated overview of the HQDA
DPI's and has given each of the DPI's an opportunity to comment
on or participate in the study effort. The results of the DPI
analysis can be found in Chapter VII of this report.

(4) Selected Automated System Reviews

The methodology employed in the review of the selected
systems was to study available documentation and to interview
system managers and user personnel as appropriate. The system
reviews provided some depth of detail concerning the processes
of information handling. The functional characteristics and data
flows of each system were examined to find:

. How ‘nformation is managed within a system

. The extent of, or need for data to be shared among several
gystems .

. The amount of interface required among staff elements, data

bases, files, and the characteristics by which these
interfaces are provided (automated or manual)

. The degree of standards compliance in the implementation of
the system

I-5
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. The level of sophistication of data management software
employed by the system.

The results of our analysis can be found in Chapter VIII of this
report.,

{5) Case Study Analysis

The objective of the selected Case Study Analyses is to
determine through evaluation of specific events the actual impact
of information management problems in the Army. The case studies
focused on how requests for information resulted in problems in
generating a response, how a coordinated information management
program might have had a direct impact on answering these
inquiries, and what costs were involved in satisfying the
information request. The selection of individual case studies
was based upon (l) the currency of the request to ensure the
ability to trace the flow of information and problems involved
and (2) the requirement of retrieving the data from two or more
functional areas. Three cases were chosen involving requests for
information concerning manpower, readiness, and materiel data,
respectively. The results of this analysis are contained in
Chapter IX of this report.

Bach of the above-mentioned study data gathering activities
provided input to the development of a program for information resource
management, the analysis of alternative approaches to implementing the
program, and the selection of our recommended approach. The
requirements for this program are contained in Chapter X of this report,
and the alternatives and recommendations are presented in Chapters XI
and XII, respectively.

3. SCOPE QOF STUDY

In order to understand the impact and direction of the
recommendations developed in this report, it is important to clearly
recognize the limited scope of the study:

. The goal of Phase I, as reflected in this report, is the
development of a concept for managing information for HQDA

. The objective of the study is to develop a plan for managing
automated information, not an automated management
information system

. The reviews of current HQDA operations were conducted to
allow Arthur Young & Company to determine what is needed
and what is feasible for managing HQDA's automated
information resource

. The study recommendations apply only to automated
information.

I-6
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These points are discussed here to assist the reader in understanding
the material presented in the remainder of the reporct.

(1) Information Resource Management Concept

The goal of Phase I of this study is to determine what is
needed by Headquarters, DA for managing its automated information
and to recommend if appropriate, a conceptual crogram for managing
that resource. The program that we recommend in this report for
managing the automated information resource of HQDA has been
developed in sufficient detail to allow an understanding of the
concepts involved and the advantages of this approach. During
Phase II, the following are to be developed in greater detail:
overall organizational responsibilities for the program,
organizational placement of the functions, staffing requirements,
specific policy and procedure development, and implementation
milestones and schedules.

The decisions to proceed with Phase II of the study involve
a commitment to the concept of managing automated information as
a resource and to the general management approach to be taken.

(2) Information Resource Management Plan

The objective of this study is to develop a management plan
for HQDA to manage more effectively its automated information
resource. The impact of this plan will be the promulgation of
the philosophy of viewing automated information as a resource of
the entire organization and the establishment of the necessary
activities to manage that resource.

The outcome of the study will not be the development of a
management information system or a single integrated HQDA data
base. HQDA is much too large and complex an environment for the
development of such a unified system, even with today's technology.
Instead what will be recommended is the establishment of a
managerial approach which can facilitate the creation of
cooperative and coordinated data bases and management information
systems through the establishment of appropriate policies,
procedures, standards, and training.

(3) HQDA Reviews

To determine what is needed by HQDA to manage its automated
information resource and what is organizationally feasible,
Arthur Young & Company conducted a number of reviews of current
HQDA information management operations. These reviews were .
designed to provide us with an understanding of HQDA's curzent
approach to information management and to determine what problems
HQDA is experiencing with its automated information.
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The reviews did not focus on other potential problem areas
such as mission management, ADP management, or specific system
designs. We present the material obtained from these reviews as
supporting evidence of the need for HQDA to begin to actively
manage its automated information resources. It is not our purpose
to single out specific organizations, individuals, or systems for
F criticism but rather to concentrate on information management

: practices found to be common across HQDA.

(4) Study Scope

f The scope of this study, and consequently the information

, resource management program which we shall recommend, has been

5 i limited to the automated information used by Headquarters,

Department of the Army to manage and plan the resources of the

Army. Extensions of the concepts of information resource

f management to include manual information or data employed outside
of HQDA have been considered in the conceptual design of the

program, but verification of such extensions will require

| additional, specific study. We consider this restriction to be

reasonable given the contractual constraints on time and

resources for conducting the study. Further, we believe this is

| . an appropriate first step, rather than trying to address the

’ problem on an Army-wide scale. However, we have anticipated future

expansion of the program by the Army and have incorporated such

extensibility into our program.

Under this restriction of the program's sScope we were
specifically excluded from studying

Compartmented intelligence information

. MACOMS, and field operations

E . Relevant operations in OSD and in the Congress as end-
! consumers of some HQDA information

A . Manual information collected on forms or reported on hand-
written or typed sheets.

The reader is cautioned to keep this restriction in mind while

! reviewing the remainder of this report. All further references to
i information resource management or an IRM program should be taken

! as restricted to automated information. The evaluation of HQDA

t status and the development of an information resource management

‘ program are presented and meant to be interpreted under the terms

| of this restriction of scope.

Our findings from these interviews, briefings, reviews, and visits
confirm the need for an Information Resource Management Program at

! HQDA. The functions that such a program might address and the
organizational impacts of various management strategies throughout

I-8
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HQDA are the subject of this report. In the succeeding chapters,
general findings and issues related to Information Resources
Management are presented for each activity comprising the study
approach of Arthur Young & Company. In the next chapter we begin a
discussion of the need within HQDA for a program to manage the automated
information resource.

I-9
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II. INFORMATION RESOURCE MANAGEMENT --

AN OVERVIEW

Information is a valuable resource of Headquarters, Department
of the Army (HQDA). Specifically, information is vical to:

. Effective planning to achieve Army mission goals,

. Efficient execution of the plans, and

. Appropriate feedback from the execution into the planning
process,

As the recognition of the value and cost of information increases, the
effective management of this resource becomes increasingly important
to the Army. The costs of automated data processing (ADP) in the Army
are substantial and growing. More and more data is being automated,
hence there is an éver-increasing reliance on automation for
collection, processing, storage, and retrieval of vital information.
Automation has done much to improve the responsiveness of HQDA Staff
Agencies in processing data. However, as the size, number, and expense
of HQDA automated information systems increases, Headquarters
decision-makers find they still are not getting all of the information
they need in a timely or consistent manner. Further, many Staff
Agencies find that because they can process more data through
automation, they do. Hence, some decision-makers in HQDA find
themselves inundated with data while the data suppliers in the field
are requested to provide even more. In the case of data automation,
more is not necessarily better.

Effective use of information entails knowing what data is
available, keeping track of where the data is, and understanding the
meaning, accuracy, and validity of the data. In a single-user
environment, where a single individual or small organization is
responsible for data collection, processing, storage, and use, the
details of data availability, location, meaning, accuracy, and validity
2re generally known to the user. In a more complex environment, however,
such details may not be readily available to the entire user population.
Cne organizational element may collect the data, another may process
it, a third may store it, and yet a fourth may actually use the
information to accomplish its mission objectives. In an environment
such as this, typical of large organizations such as HQDA, the
management of the information production process becomes essential to
the effective use of information.

II-1
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1. VIEWING INFORMATION AS A RESQURCE

Headquarters, DA is primarily a staff organization of the
Pepartment of the Army whose basic mission is to support the Army in
deploying its forces in the field whenever and wherever necessary. In
providing this support, HQDA is concerned with thre2s groupings of
fundamental management activities for the Army:

. Life Cycle Management of Systems (including requirements,
development, acquisition, and maintenance) >*
. Management of Support Services (such as lega., health,

administrative, communications, and data processing)

. Management of Organizational Resources (sq.b as personnel,
finances, or materiel).

Each of these groupings contributes to the overall support of the Army
through the development of tools, the provision of services, and the
establishment or coordination of plans, policies, and objectives for
the troops in the field.

A fundamental activity of particular relevance to this report is
resource management. The basic objectives of any HQDA resource
management endeavor are to:

. Maximize the value and benefits to be obtained from the use
of the resource in achieving the Army's goals and objectives,

Minimize the cost of acquiring, processing, employing, and
retiring the resource, and

. Fix accountability for efficient and effective use of the
resource,

s ot e

Thus, a2 large part of the policy setting and monitoring activities of
a HQDA resource management program are geared toward optimizing the
benefits of employing the resource vs. the cost of providing it.

It is important to note, however, that the management of a
commodity as a resource is distinguished from the management of the
commodity itself. Managing a commodity as a resource implies a focus
on information about the acquisition, maintenance, and disposition of
the commodity more so than on the actual use of that commodity. For
example, the management of people as a resource is primarily concerned
with information about people more so than with the individuals
themselves. Thus, ODCSPER establishes policies and reports figures on
manpower levels in the Army while the Field Commanders are responsible
for the personal counseling and guidance and the evaluation of the
individual soldier. Evidence (i.e., information) of such personnel
management may be reported to ODCSPER, but ODCSPER's interest in this
information is primarily in seeing that such transactions have taken
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place according to DA policies and procedures, more so than in reviewing
the contents of the report. This is not to say that no one in ODCSPER
cares about people as individuals, but rather that the management of
personnel as a resource is different from the management of peocple.
Similar remarks apply to the management of the financial and materiel
resources as well, It is the conclusion of this study that information
may likewise be viewed and managed as a resource within Headquarters,
Department of the Army. The details of such an approach are contained
in this report.

A second fundamental activity of HQDA, and an essential aspect
of resource management, is planning. Planning includes the goals to
be accomplished, the identification of objectives to mark progress
toward meeting the goals, and the development of specific steps te be
followed to achieve the objectives. The goals may be externally
generated, such as mission directives from 0OSD or manpower ceilings
from Congress, or internally, such as improved management or better
operational effectiveness. The recognition and acceptance of these
goals then results in the development of a plan for achieving them.

Planning and Resource Management are often integrated. Plans are
developed for managing resources, and resources are managed to achieve
the goals and objectives of the Army's plans. The common raw material
for planning and resource management is information. Information is
vital to understanding goals and objectives, developing and
communicating plans, and evaluating progress in following the plans.
Similarly, information is vital to understanding the nature, potential,
and limitations of the resource as well as monitoring the employment
of the resource. Ultimately, information is the primary resource
required by the HQDA Staff Agencies to perform their specific
functions.

Many organizations in government and industry have recognized
the vital nature of information to the functioning of their enterprise
and are beginning to perceive the advantages of viewing information
as a resource of their organization.

The Commission on Federal Paperwork in its Information Resources
Management Report (September, 1977) has indicated that treating

information as a resource implies a view of information as something:

. 0f fundamental value (like money, people, or materiel)

. Havying measurable characteristics (such as method of
collection, utilities and uses, and a life cycle pattern with
different attributes at each stage)

. Having an expense for which standard costs may be developed
and cost accounting techniques used to control.

The Commission concluded (p. 14) that when viewed in this fashion,
information, like other resources, should then be:

I1-3
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. Identified, measured, and costed at each stage in its life
cycle

. Planned more explicitly to assure that requirements are
realistic and receive top management attention

. Budgeted for, to assure that information costs are properly
balanced against other resource costs, not buried in overhead

. Managed by balancing the value received from information
used against the cost imposed on those froem whom it is
collected

. Accounted for and audited to assure that costs do not get

out of line and that designated agency officers are held
accountable for its effective and efficient use.

The basic premise of our study is that information is a valuable
resource of Headquarters, Department of the Army. This resource should
be actively managed to achieve its full potential and to permit the
Army to control the costs associated with it. Viewing information as
a resource of HQDA provides some advantages in the management of
information:

. A horizontal view of information across functional areas to
maintain a HQDA perspective

. A coordinated approach to resolving inter-organizational
differences in the definition of the characteristics of
information

. The fixing of responsibilities throughout HQDA pertaining

to information collection, definition, manipulation,
reporting, and retention

. A mechanism for identifying and controlling information
redundancies and inconsistencies.

This view does not necessarily imply that a single person or
organization shouid be placed in charge of all information for HQDA
or that the various functional agencies should relinquish control over
their individual data bases. What is implied is the need for
coordination and cooperation in the management of information for the
benefit of HQDA as a whole.

Information resource management does not imply a single, all-
inclusive integrated data base of every data element used by HQDA.
Such a massive HQDA data base is probably not technologically feasible
nor organizationally desirable., Further, it is not necessary to the
implementation of information resource management. What is necessary
is the establishment of particular data bases containing information
describing the characteristics of the individual data bases and files

which themselves remain in the domain of the individual Staff Agencies.

II1-4
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2. PROBLEMS IN MANAGING INFORMATION

Exhibit II-1 presents an overview of the Information Resource
Management (IRM) Approach. Several areas have been perceived as
important to the Army and which pose obstacles to the effective and
efficient use of information in HQDA. These areas are discussed in
the following paragraphs.

(1) Limited Information Sharing

There is currently limited sharing of information among the
functional staff agencies and their supporting data processing
installations (DPI's). This situation is due in large part to
the vertical "stovepipe” orientation of most staff agencies where
data and information are collected at the bottom of the
organizations, processed within the respective DPI's, and funneled
upwards to fulfill the information needs of the General Officers
and staff at the top. Generally, there is limited use of data
processed by other organizations and limited coordination of the
definition, representation, processing, or storage of data to
facilitate that use. The end results can be inconsistencies in
the data reported to higher authorities from two different
channels, difficulty in correlating information at the top levels
of HQDA because the data is aggregated or represented differently,
and unnecessary redundancies of information collection,
processing, reporting, and storage across and within functional
areas.

(2) Insufficient Awareness of Information Availability

In general, there is insufficient knowledge of what
information is available, where to find it, how to access it, and
what it means. Some tools currently developed (such as QPTIMIS)
exist in rudimentary form, but do not satisfy current staff needs,
There is no single central information locator facility which
can assist action officers in obtaining access to the automated
information they need to compile their action reports. Each
individual sStaff Agency relies primarily on a manual system of
an informal action officer network "o serve as the interface to
the agency's information as well as to the information of other
agencies.

The problem is not limited to the action officer. Within i
a given agency, there may be insufficient awareness of the
agency's information resources as well. Typically, information
is managed within an agency on a system-by-system basis and not
as a resource unto itself. Thus, the knowledge of what
information is contained in which system can pose problems
within Staff Agencies as well as among them.

II-5
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(3) Information Redundancies

There are redundancies in information collection,
processing, reporting, and retention fostered by the stovepipe
environment. Of course, not all redundancies are necessarily
inappropriate., Certain redundancies may be needed for back-up,
comparison, or fulfillment of mission response requirements.
However, such redundancies can present problems relating to
inconsistencies among data bases maintained by the individual
Staff Agencies, the need to update multiple copies of data which
may be widely dispersed (or even unknown) throughout HQDA, and
confusion over which copy or version of the information is
"official".

Unnecessarily redundant collection, processing, reporting,
and retention of information can also entail significant costs
in terms of manhours spent in filling out similar forms, excessive
computer power being required to handle information which is
being similarly processed at other installations, time spent in
poring over massive reports to obtain one or two pieces of
pertinent information, and expensive storage facilities to retain
copies of data that are maintained (and perhaps more up to date)
elsewhere.

(4) Insufficient Flexibility of Information Systems to
Accommodate Change

Existing HQDA information systems are generally not

responsive to the change implied by the decision oriented HQDA
environment.

One aspect of the HQDA information environment is the need
to rapidly evaluate the impact of events such as budget cuts or
new manpower ceilings. Current HQDA information systems generally
do not provide adequate flexibility of the information itself to
permit this evaluation. 1In situations where this exercise has
been significant there has been a tendency to design a new
information system to support it in the future. Unfortunately,
the dynamics of the HQDA environment are such that the guestions
in the future are never gquite the same, and so the new information
systems are not quite sufficient. The results are either changes
to the existing system or the development of yet another system.
Information resource management can provide a mechanism for ’
defining information separately from the systems which use it.

These systems typically do not require new information. The
"entities™ of the Army about which information is stored (e.g.,
units, soldiers, trucks, etc.) remain somewhat stable over time.
The "values™ which are stored (e.g., locations of units, number ;
of soldiers, serial numbers of trucks), of course, will change ;
frequently, but the entities themselves will not. Systems which ‘
bury the definition and description of the data in the application
software code experience substantial conversion efforts when
those programs must be altered. A fundamental concept of
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automated data bases and the development of data base management
systems is the concept of "data independence," i.e., the separation
of the definition and the maintenance of the data from the
application programs which access it. The notion of data
independence is fundamental to treating information as a resource.
The data, or information, is considered as having an existence
independent of any individual use to which it might be put. To
assure that the information is comprehensible across several
applications which are each changing (and at different rates),
the information must be defined and maintained independently.

(S) Inaccurate, Inconsistent, and Untimely Information

The information which officials use to manage the resources
of the Army, to plan for the years ahead, and to report to 0SD or
Congress may, at times, be inaccurate, inconsistent, or not timely.
The impact of such deficiencies can range from the cost associated
with the extra manpower which must be expended with "stubby
pencils" to get the data, to actual cuts in appropriations for
certain programs because sufficient information could not be
produced. In the area of managing the operaticns of the Army the
impact of incorrect information can be much more severe.

Imperfect information is a fact of life for management everywhere,
and it is doubtful that any large organization will ever be able to
have all of its data completely in order. However, improvements can
be made. In information management, this implies an organizational
understanding of what information is available and where, under what
Ccircumstances it should or should not be used, who is responsible for
it, when it can be destroyed, and more.

3. INFORMATION RESOURCE MANAGEMENT APPROACH

The information resource management (IRM) approach focuses on
the management of the characteristics of information as a resource
rather than the actual information values. Just as the management of
the personnel resources requires personnel data, the management of the
financial resources requires financial data, or the management of the
materiel resources requires logistics data, so, too, the management of
the information resource will require information data. To aveid
confusion, this information data is usually termed "metadata,” or data
about data. Metadata is a fundamental raw material which an information
resource management activity needs to manage the information resource,
i.e., data about the data contained in the information resource. For
example, how many data elements are maintained at HQDA, which Staff
Agencies are the proponents for each, what are the characteristics of
each (name, size, legitimate values, etc.), where is the official value
for a given element to be kept, and where are copies of an element
located throughout HQDA are all questions of interest to information
resource managers. The answers to questions such as these comprise
the metadata which the information rescurce managers maintain and
employ.

II-7
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Exhibit II~1l, presented earlier, outlines the Information Resource
Management Approach which could be applied to HQDA. The management
of metadata is just one, although a basic part of an overall management
approach to resolving some of the information- related problems
described in the preceding paragraphs.

(1) Information as a Basic Resource

Fundamental to the IRM approach is the recognition of
information as a basic resource of HQDA. This recognition must
occur at all levels of the organization and must become an
integral part of the way those organizations manage their mission
responsibilities. The establishment and promulgation of this
concept requires a substantial and ongoing educational and
promotional effort.

(2) Information Policy Statements

A series of policies relating to information and information
resource management should exist to provide the framework and
direction for managing the information resource. Coordination
among existing and future information system planning efforts is
necessary to provide the information resource management
perspective, such as checking for redundancies or inconsistencies
across information systems and across functional areas,
coordinating the resolution of conflicts, or providing guidance
and assistance in information definition, location, or
interpretation.

(3) Establishment and Enforcement of Controls

Controls should be established and enforced for the IRM
policies. Consideration should be given to enticements, auditing
procedures, and assistance relative to compliance with the
information policies which HQDA determines are necessary. The
implementation of such controls would require careful planning
and coordination to avoid the perception of information resource
management as revoking the individual Staff Agencies'
prerogatives over their own information while providing
sufficient power to keep the program viable,

(4) Information Management Tools

The management of information as a resource, like the
management of other resources, will require a set of tools to
assist the management process. Tools such as automated
dictionaries, directories, data bases about forms and reports,
and procedures for collecting metadata will need to be developed.
Auditing policy compliance and altering the information automated
management process itself, based on feedback from the users and
information processors, will also need to be developed and
institutionalized.
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(S) Information Costs

Information is often regarded as a "free good", something
which can be replicated wherever it is to be used or collected
whenever it is needed. However, information is costly to collect,
process, store, and maintain. Costs associated with information
are generally not recorded explicitly but rather are often buried
in the overhead of meeting a mission. Costs are more likely
associated with the information handling equipment and media
(computers, terminals, storage facilities, communication lines,
paper, etc.) than they are with the effort involved in collecting,
organizing, defining, searching, maintaining, reporting, or
retaining data. Information, as a product of these efforts, can
be a costly item, but such costs will remain unknown until some
form of cost accounting for information is established.
Furthermore, the individual collectors, users, and handlers of
information should develop an awareness of the costs associated
with information so they can better manage their operations.

(6) Responsibilities for Information

One of the primary goals of information resource management
is to establish responsibilities for information throughout the
organization. This does not mean that the information resource
managers will necessarily take on such responsibilities, but
rather that the IRM approach is to establish a forum whereby such
responsibilities can be assigned at the appropriate level
throughout Headquarters. Thus, there should be IRM roles for the
Staff Agencies and information processing organizations alike.

Information resource management, then, is concerned with the
knowledge and management of the composition, description, acquisition,
dissemination, and flow of data or information where the information
is held to be a resource of the entire enterprise. This does not imply
that the management of these activities requires the execution of
these functions by a single organization, nor that information resource
management will control the collection, processing, or reporting of
information. These activities may be performed at many locations

throughout HQDA, but there is the need for some consistent direction
and guidance.

Typically, management today focuses on the logistics of handling
data and not on the data itself. Hence, there are organizations
responsible for data processing, communications, word processing, forms
control, reports control, records retention, etc. But these activities,
while necessary, tend to focus on the medium of the information and
not on the information itself. While this study has been limited to
automated information, the general concept of information resource
management encompasses the management of information irrespective of
the medium on which it is stored, transported, or manipulated. In some
environments, infoermation may be incorporated in the information
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resource regardless of its present form or mode of representation.

In our study, we have limited our investigation and the
development of our program to the management of information which is
stored, transported, or processed by automated means (i.e., computers).
Such a limitation of scope is convenient for an initial study; and
clearly, automated information provides a large and important nucleus
for full-scope information resource management. Our purpose in
conducting this study and the program which we recommend in Chapter
XI are focused on getting HQDA started in the direction of managing
its information as a resource. A program limited in scope to automated
information is a step in that direction.

4, BENEFITS OF INFORMATION RESQURCE MANAGEMENT

The full benefits of information resource management (IRM) are
long-range in perspective. The realization of these benefits may
require ten years or more to develop fully. However, immediate
substantial benefits may be obtained earlier through implementation
of IRM policies, procedures, and methodologies which will result in a
reduction of redundant collection, processing, and storage of data.
The total impact of IRM will be seen as new information systems are
developed and installed or as older systems are upgraded or replaced.
Such changes, of course, may require years to accomplish.

Some expected benefits of IRM are listed in Exhibit II-I,
presented earlier. Primarily, these benefits are improvements which
address the recognized information problems we have discussed.

(1) Sharing of Information

Better access to and sharing of information across
functional lines in HQDA can be accomplished through the
organization and standardization of information terminology and
representation for communication among organizations. IRM should
reduce costs associated with excessive searching, translating,
and getting data into a usable format for use in another system
or another functional area. Individual information products such
as reports, forms, summaries, or files can be reutilized across
organizational boundaries where appropriate.

(2) Improved Information Awareness

Improved information awareness affords the benefit of
reducing the time required, say, for an action officer to locate
potentially relevant information, determine its appropriateness
for his action, and employ it properly in his report. 1In addition,
it obviates certain data elements as candidates for
standardization by viewing the information apart from its
respective system. It also provides the opportunity to recognize
information products as complementary resulting in actions to
combine them in ways to increase their overall effectiveness.
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(3) Reduction of Unwarranted Redundancies

The reutilization of information can result in the reduction
of unwarranted redundancies in information systems. The real
benefit of identifying redundancies is not in the elimination of
existing redundancies, where the cost of system modification may
exceed the expected savings, but rather in the control of costly
redundancies in future systems.

(4) Enhanced Ability to Manage Change

The management of change can be greatly enhanced by the
incorporation of an "information point of view" to assess the
impact of proposed system changes on the information resource as
well as the impact of proposed changes in information on the
current systems and organizations. More effective management of
change can result in cost reductions in the overall life cycle
of information systems by reducing the impact of change in the
environment on the information resource.

(5) Improved Quality of Information

Information quality stands to be improved by developing an
awareness in each organization of the responsibilities it holds
with respect to the information it shares with the rest of HQDA.
IRM is not intended to interfere with individual mission
accomplishment, but, where feasible, provide an awareness and
coordination mechanism for improving data accuracy, timeliness,
and consistency.

These several benefits of information resource management are
longer range and will have signifiant impact on how the Army conducts
its business. However, it is the operational impact of IRM which will
be of most significance to the Army in the near term.

5. IMPACT OF INFORMATION RESCURCE MANAGEMENT

Information resource management is a management concept and
approach which can have significant impact on the Army. This impact
is directly on the Army's ability to manage its mission. Information
management is not sufficient to improve management, but it is certainly
supportive of better management. In this section we discuss some of
the impacts which an information resource management program might
have on the Army's ability to manage. These impacts include:

. More Effective Operational Decision Making
. Improved Planning and Resource Management
. More Cost-Effective Information System Development
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. Reduced Overall Reporting Burden on the Field

. Increased Responsiveness to Reguests for Information Based
on Data Already Available

. Improved Posture for Transition to Future Environments

These impacts are discussed briefly in the paragraphs which follow
and in greater detail throughout the remaining chapters of this report.

(1) More Effective Operational Decision Making

Managing information as a resource of Headquarters, DA can
facilitate effective decision making by enabling the sharing of
information on a more widespread basis throughout HQDA. Access
to the most current and accurate information is important to
effective decision making. This implies the need to know where
relevant information can be found and the context under which it
should be interpreted, that is the quality of the information.

(2) Improved Planning and Resource Management

Managing information as a resource of HQDA can improve the
planning and resource management process by providing more
relevant information focused on the needs of the Army through
the coordination of reporting requirements. Establishing common
methods of reporting information on resource requirements can
facilitate the analysis of those requirements and, hence, the
allocation of resources. The result can be reduced waste, cost
savings, and more effective execution of plans. 1In addition, the
flexibility provided by managing information, as opposed to
managing systems, can contribute to improved planning through the
support of "what if" drills and analytical models.

(3) More Cost-Effective Information System Development

Information is not free. There are substantial costs
associated with the collection, transmission, processing, storage,
and reporting of information. The costs of developing automated
information systems are significant. An information resource
management program can assist the planning process for
information system development by establishing stable definitions
for information, identifying alternative sources of information
which may already exist, and providing a framework for the
identification and verification of information system
requirements. The result can be reduced duplication of
information and development effort, reduced demand for computer
resources to process essentially the same data, and a reduction
in system redesign costs as changes occur in the system
environment. An information resource management program can also
provide a mechanism for identifying outdated information
requirements and establishing the managerial framework for
rescinding such requirements.
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(4) Reduced Overall Reporting Burden on the Field

The identification and coordination of the information
requirements of the HQDA Staff Agencies can effectively reduce
the reporting burden on the field by consclidating information
reporting channels. Thus, instead of reporting the same
information to each of several agencies, the field commanders can
report particular information to a designated agency, and the
other agencies can obtain the information they need from that
proponent. An information resource management program can create
an increased awareness in the Staff Agencies of the reporting
burden which their requests for information impose on the field.

(5) Increased Responsiveness to Requests for Information Based
on Data Already Available

Headquarters, DA receives requests for information from a
variety of external sources such as 0SD, OMB, Congress, and the
other Services. In addition, numerous Staff Actions and studies
are initiated internally in the course of managing the Army. An
information resource management program can increase the
responsiveness of the staff agencies to these requests by
providing information locator services to assist the Action
Officers, by establishing the framework for sharing information
among the various data processing installations and staff
agencies, and by coordinating the reporting of information to
control inconsistencies.

(6) Improved Posture for Transition to Future Environments

The implementation of an information resource management
program can place the Army in a better position for evolving to
the environment of the future. No one knows what the future will
bring, of course, but extrapolation of current trends would
indicate an increase in the use of on-line interactive information
systems to support Headquarters decision making and planning.
The development of such decision support systems is predicated
on the availability and accessibility of information from a
variety of sources. This information, to be useful, must be
coordinated in a fashion which permits the application of
automated technology. Such technology (for the forseeable future)
will require a heavy emphasis on standardization and common
representations which can be processed by automated means.

Common trends in the reduced cost of automation technology
and the increased cost of personnel also portend a continued
emphasis on automating portions of the information production
process in the Army. More and more information can be expected
to be automated in the years ahead. Implementation of an
information resource management program now can establish the
process of organizing and inventorying the Army's information to
facilitate the transition to this environment of ever~increasing
automation. .
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0f course, the implementation of information resocurce
management within HQDA will not be without cost, itself. As
we indicate in subsequent chapters of this report, there are
several areas in need of development at HQDA to facilitate the
management of information as a resource. The primary cost will
be personnel costs associated with establishing and maintaining
an IRM program. In Chapter XI we indicate some of the cost of
staffing an IRM program, but these figures do not necessarily
imply that new spaces will be required. Many of the activities
of the IRM program discussed in Chapter X are already being
performed in some aspect throughout the organization. What is
lacking is coordinated direction of their efforts across the
Staff Agencies.

Another significant cost item for the Army will be the
development of an information system to maintain metadata per-
taining to the various automated data bases spread throughout
HQDA. Such a system will require a substantial development
effort (perhaps phased over several years), but a metadata
management system will provide considerable savings in the form
of reduced staff time to locate relevant information, identification
of potentially costly information redundancies, and improved
effectiveness of selecting relevant and timely information in ‘
conducting studies and actions.

Other costs will be incurred as HQDA develops prccedures,
tocols, and methodologies for managing infcrmation. Such activities
are proceeding in the Staff Agencies and Data Processing Installations
already and should not be considered as solely additional costs
of implementing an IRM program. In fact, some cost savings should
be expected through ccordination of these individual and in-
dependent efforts.

The cost of implementing an IRM program at HQDA should not
be understated. There will be some additional cost associated
with establishing and maintaining the program. However, many
of these costs may be offset through redirection of current
HQDA efforts and the savings to be obtained by providing a
consolidated program. In Phase II of our study we shall investigate
further the costs associated with information resource management
at Headquarters, Department of the Army.

In this chapter, we have provided a description of the
problems of managing information in the Army and indicated some
of the costs and benefits of managing information as a resource.
In the next chapter we present a discussion of the philcsophies
and concepts which contribute to this developing management process.
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III. INFORMATAON RESOURCE MANAGEMENT -- PHILOSOPHIES AND CONCEPT"

Information resource management (IRM) has been introduced in
Chapter II as a philosophy or basic managerial approach to dealing
with information in a large organization. We identified several
fundamental aspects of this approach which included:

. Viewing information as a basic resource of HQDA
. Developing policies relating to information and information
fhanagement

. Establishing and enforcing certain control procedures
relating to the management of information

. Developing a set of tools to assist in the management process

. Identifying and monitoring the costs associated with
information
. Assigning distinct responsibilities for information and

information management,

In this chapter we elaborate and develop further some of the
concepts related to this approach. These concepts center on

. The origins of information resource management
. The information resource environment
. Some relevant terminology and functions of information

resource management.

Finally, we conclude with a discussion of some of the related
trends in the Federal Government toward information resource
management which may impact the Army.

1. ORIGINS OF INFORMATION RESCURCE MANAGEMENT

The philosophy and concepts of Information Resource Management
are an outgrowth and a merger of philosophies and concepts prevalent
in a number of management domains. Exhibit III-1 depicts these
contributing fields which include:

. Data Management
. Paperwork Management
. Information Sciences Management
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. Office Management
. Business Management,

The purpose of this chapter is to provide a conceptual framework
and discussion of information resource management (IRM). An
understanding of the evolution of this important concept and its
related implications is needed to set the study issues, observations,
and recommendations in proper perspective.

Qur presentation in this section includes a discussion of each
of the five contributing fields cited above. The discussion begins
with the subject of data management.

(1) Data Management

The subject of data management deals with the domain of
automated data processing (ADP) and the development of mechanisms
or approaches to facilitate the definition, use, and maintenance
of data which is to be processed by computer and stored in machine-
readable form., Historically, data management is an outgrowth of
attempts to improve upon the traditional file-oriented data
processing mode of each computerized application program being
responsible for all aspects of the data which it manipulates.
These improved approaches included the establishment of:

. Corporate Data Bases

. The Data Base Administration Function

. The Data Administration Function

. A Data Standardization Program. 1

Each of theée topics is discussed in the paragraphs below.

a. Corporate Data Bases

In the late 1960's there began a movement to establish

corporate data bases: integrated collections of data with a single 1
control or administrative mechanism to manage the data base for ]
the common good. This interest in integrated data bases in large ]
part grew out of disappointments in earlier attempts to develop
comprehensive management information systems that would supply

"all the information management needs at the punch of a button."

The developers of these early MIS's discovered, unfortunately,

that the integration and correlation -of this information from a
variety of independent sources (which were created for other,
operational reasons) was impossible, Common coding schemes and

single data element occurrences were deemed necessary. The ]
solution: a corporate data base.




The establishment of large, complex data bases necessitated ;
the creation of correspondingly large and complex software ‘
systems to manage the data base: data base management systems
(DBMS). Many in-house efforts to develop DBMS were initiated,

! and many failed - some at enormous expense. The few survivors
gave rise to the idea of sharing these software products with
other installations (for a fee). Spin-off companies were
established to develop, market, and support these complex systems,
and today's commercial DBMS marketplace was begun.

A data base management system, however, proved not to be
enough. Commercial products were too general, in-house products
were too expensive (and many times did not work). Furthermore,
there was a human side to the management of data which DBMS
goftware could not fulfill: the design of the data base itself,
the establishment of policies concerning its use, and the
maintenance and tuning of the performance of the data base and
attendant software. OQut of this need was born the concept of the
Data Base Administrator (DBA).

b. Data Base Administration

The DBA was in charge of everything that involved the data
base: designing its structure, creating its files, loading its
data, directing its use, controlling access to it, monitoring its
per formance, improving its organization, enforcing policies
related to it, and educating the general agency or firm personnel
1 in its benefits and proper use. The DBA's domain and functions
were clear, but the limits of his power were undefined.

It became apparent that the role defined for the DBA was
too large for one person to fulfill, and organizations found great
difficulty in locating personnel who gualified as:

. a technician,
. a manager,

e e s+ bt St e 2 e

1 . a diplomat,

] . an educator,
. a legislator, ;
. a policeman, and |
. a consultant. :

The role was broken up into several functions, and offices of
data base administration were created consisting of several
people who specialized in the individual functions. But in some
environments even a DBA office was not enough.

In very large organizations, it was discovered that a single
data base was neither adequate nor appropriate. Multiple data
processing installations required multiple data base management
systems, often from different manufacturers. Each of these
systems managed one or more data bases, and each data base required
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data base administration, so multiple DBA offices were developed.
The individual data bases were organized around a common set of
applications with similar interests, but occasionally the need
would arise to share or correlate data from more than one data
base. It was then discovered that the individual data bases were
in conflict over certain data element names and integrity
constraints.

c. Data Administration

The solution this time was to declare all data or information
to be a resource of the entire organization and to direct its
management from an office of data administration. The data
administrator was given a very high~level, policy setting position
within the organization with authority over the custodianship of
all the data resources. This is not to say that the data
administrator "owns" the data, any more than the Comptroller owns
the financial resources of the firm. Rather, the data
administrator is responsible for ensuring that the data resource
is maintained in a fashion that is beneficial to the organization
as a whole.

The data administrator's role was distinguished from that
of the data base adminstrator similar to the way top management's
role is distinquished from that of line management. The data
administrator set the policies, established the direction for
data resource management, coordinated the activities of the
various DBA's, maintained the definition of the data resource,
acted as a user liaison in answering questions about where certain
data might be located, and served as the focal point for
interchange of information with external firms or agencies. The
individual Data Base Administrators retained a technical role of
design, maintenance, application development, policy enforcement,
documentation, operations, and performance improvement. There
may be many DBA's in a large organization, each oriented toward
a particular data base. Where clusters of data bases served a
common organization or set of organizations, the DBA's were then
responsible for carrying out the policies established by a single
data administrator.

d. Data Standardization

One of the more important functions of data management is
the development and enforcement of data standardization.
Throughout the Federal Government and the private sector, there
is evidence that increased emphasis is being placed on data
standardization. It has become widely recognized that, in order
for an organization to manage its data resources efficiently and
effectively, a high degree of standardization of its data
elements, data management procedures, and the documentation that
supports the development and utilization of the information
components is needed,
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Data Standards programs have been in existence for many
years in the Federal Community and in the Department of the Army.
They have met with limited success in establishing standard data
elements and codes, standard operational systems, and standard
procedures for information system development and documentation.
The establishment of data standards facilitates data sharing
among multiple systems and contributes to the reduction of system
life cycle costs during development and maintenance.

Data management (the management of automated data and data
bases) is typically the driving force behind the trend toward
information resource management. The high costs of ADP and the
somewhat disappointing performance of most management information
systems generally tend to focus management attention on needed
improvements in data managment. But data management is not the
only discipline moving toward or contributing to information
resource management. The trend is apparent in other domains as
well,

(2) Paperwork Management

The term paperworx management traditionally entails the
functions of forms, reports, and records management. FIPS Task
Group 17 has defined these terms as follows.

. Forms Management - those activities related to planning,
controlling, organizing, training, and other management
activities involved with respect to the design, control,
standards and procedures, approval, identification, stocking,
and distribution of (empty) forms within an organization.

. Reports Management - those activities related to planning,
controlling, evaluation operations and performances,
organizing, training, and other managerial activities
involved with respect to the processes by which data or
information for a report is collected, organized, transmitted
and retained by an organization.

. Records Management - those activities related to planning,
controlling, directing, organizing, training, promoting, and
other managerial activities involved with respect to records
creation, records maintenance and use, and records retention
and disposition by an organization.

Traditionally, forms, reports, and records have existed
primarily on paper; thus, paperwork management was synonymous
with information management. Controlling the flow of paper (or
perhaps, microfilm) meant controlling the flow of information
within an organization. However, with the advent of computers
and electronic communications, such is no longer the case. Today,
large volumes of data in HQDA (as elsewhere) are stored, processed,
and communicated by electronic means. The media have changed,
but the problems and the need for management have not.
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One must be careful not to assume that paperwork management
is a dead or dying art. First, the paper medium is still very
much in use throughout HQDA (as in most large organizations) and
will undoubtedly remain a useful mode for recording and
corresponding (especially with individuals outside the
organization) for decades to come. Second, current legislation
specifically requires paper copies of certain official records
be retained or transmitted to the individuals involved. Until
such legislation is amended, paper will remain an important final
medium for information. Third, paperwork management functions
(forms, reports, and records management) apply in principle to
electronic and other means of storing information just as much
as they do to paper. Thus, in HQDA we find the traditional
paperwork management functions (administered by The Adjutant
General) being applied to automated data ~ and necessarily so.

By and large, in HQDA, as elsewhere, traditional paperwork
management is moving in the direction of automated data
management, and data management is discovering the need to
incorporate the principles of paperwork management. Both
disciplines provide important concepts for the management of
information as a resource,

(3) Information Sciences Management

A third discipline which deals with information of a
different form is the area of text books, documents, and formal
reports. This area is typically referred to as Information
Sciences Management. Here, the concepts of Library Management,
Information Storage and Retrieval, and Scientific and Technical
Information Management are similarly moving in the direction of
Information Resource Management.

The Library Sciences, once relegated to Dewey Decimal Systems
and card catalogues, are now branching out to embrace the concept
of information centers. Whereas libraries at one time only dealt
with the books and periodicals on their shelves, now they are
beginning to address the information contained in the texts as
well, Libraries are becoming question—-answering services and not
just book loaners. In HQDA, libraries can become an important
aspect of an action officer's search for information providing
him with historical information and established technigues.

Automated Information (or Document) Storage and Retrieval
Systems are being developed to provide assistance in the selection
and access of texts, documents, and reports. The Defense
Documentation Center is an example of such existing capabilities
and trengs. The management of documents to be contained in such
systems entails the establishment of standards for the page size
and physical layout, the list of index terms that may be used to
reference a report, and the format of a request. They may also
apply some cost controls by charging the recipient for the search
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service, Typically, there are no controls issued over the
information contained in the documents or how the information is
to be used.

Scientific and Technical Information (STI) deals with the
large body of knowledge that has been developed relating to
science and technology in a vast number of areas or disciplines.
Leaders in the Scientific and Technical Community have come to
recognize this vital body of knowledge as significant to the
success of our R&D and education efforts nationwide. A few are
beginning to see STI as having many of the characteristics of a
resource itself, requiring policies, an infrastructrure, and the
assignment of roles within the public and private sectors. A
recent publication by the Subcommittee on Science, Research and
Technology of the House Committee on Science and Technology, U.S.
House of Representatives (October 1978) indicates a trend toward
the concepts of information resource management as being
applicable to the problems the nation is facing with scientific
and technical information today. In HQDA, ODCSRDA is currently
charged with the management of the scientific and technical
information program of the Army.

The techniques being developed in the realm of information
sciences management both portend the need for information resource
management and contribute to its definition and technical support.
Commercial data bases and information search services are
becoming increasingly available and increasingly useful to the
Army. As their use proliferates, problems of incompatibility,
incompleteness, and unavailability will need to be addressed.

(4) Office Management

Certain concepts in the realm of Office Management also lend
a contribution to the development of the discipline of information
resource management. The management of replication (copy
reproduction and printing), correspondence preparation and
mailing, and miniaturization (micrographics) each have developed
policies and procedures which deal with certain aspects of
information and the management of the information resource. 1In
HQDA, the Adjutant General has been involved with the development
of such policies for the Army. Here again, information technology
has played a large part toward automating many office activities.
Remote facsimile, electronic mail, computer output to microfilm,
and other technologies have drawn the ADP world and the world of
the office closer together. The purpose, of course, is to enhance
office effectiveness through improved information production,
processing, communication, and retention.

One technology which has had a large impact (and which is
still growing) has been word processing: the development of
typewriters or CRT devices with microcomputers capable of
capturing, storing, and reproducing keystrokes in the preparation,
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editing, and production of a memo, report, or document. The
technology of word processing equipment (and microcomputers in
general) portends a tremendous upswing in the automation of
information and the decentralization of information resources
throughout HQDA. As more and more minicomputers, microcomputers,
or word processors are distributed throughout the organization
(as current price trends indicate is inevitable), more and more
individual data files and data bases will be developed in the
respective Staff Agencies (beyond word processing applications).

The management of this dispersed information will
undoubtedly become a problem for each individual Agency as well
as for HQDA in general. Policies relating to information stored
on these devices will definitely be required. For example, a data
base on a single floppy disk that can be accessed by only one
type of device can cause some significant problems if the device
suddenly becomes unavailable. Further, the exchange of individual
data bases on an office-to-office (or even person~-to-person)
basis will become technologically feasible (by exchanging floppy
‘'disks) but will require managerial controls to assure proper
comprenension and interpretation of the data. Information
resource management can provide the mechanism for assisting the
individual staff Agencies and office managers in managing their
individual information resources.

(S5) Business Management

st

The fifth area influencing information resource management
is the discipline of Business Management. Here, the concepts of
planning, budgeting, auditing, cost accounting, and cothers have
been developed with regard to the effective and efficient
management of the resources of an enterprise. HQDA has l
established many such policies and procedures with respect to
personnel, financial, and materiel resource management. The
discipline of information resource management draws upon these
established concepts. and applies them to the management of the
information resource as well. In this way, the cost of information
can be more clearly represented to the User Community, and to
Management as well, thus emphasizing the need for assigning and
accepting responsibilities with regard to the information
resource.

Recent trends in government and industry show a movement
toward viewing ADP as a resource; thus, we find references to
"computer resources" and "charge-back schemes for data
processing.” Similar concepts apply to viewing information as a
resource and many of the business management procedures are
directly transferable. l

Richard L. Nolan, in the Harvard Business Review (Mar/Apr.,
1979), identifies six stages of growth for data processing which
are basic to any organization: 1initiation, contagion, control,
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integration, data administration, and maturity. Nolan discusses
the stages of growth and presents guidelines for management action
which include:

. Recognize the fundamental organizational transition from
Computer Management to Data Resource Management

. Recognize the importance of the technologies which enable
data resource management (data base management, distributed
processing, mini and micro computers, and data
communications)

. Benchmark the organization's stage and the stage of each
component subunit (Staff Agency) and develop measures for
tracking status and development toward maturity

. Develop a multi-level data processing (or data resource)
strategy and plan

. Make the Senior Management Steering Committee an essential
(and active) ingredient for effective use of data processing
in the advanced stages (data resource management).

The work of Nolan and others indicate an active trend in
the data processing industry toward developing and applying
fundamental principles of investment analysis and sound business
practices to the use of computer and data resources. Much work
remains to be done in this developing area.

Within each of the individual disciplines there have been attempts
to overcome problems related to data and information management. Many
of these earlier efforts, while progressive, were not in themselves
complete. Information Resource Management, then, attempts to blend
the disciplines of:

. Data Management,

. Paperwork Management,

. Information Sciences Management,
. Office Management, and

. Business Management

among others, into a consistent philosophy and approach to managing
information as a resource of HQDA. The development of IRM will draw
upon tools and technologies developed in these respective areas to
support its management process. The impacts which IRM will have in
return upon these disciplines will vary depending upon the scope of
the program implemented at HQDA. One trend is clear, the first four
areas are moving toward their own limited form of information resource
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management out of necessity. A full-scale IRM program can pull together
these related management activities with a focus on the information
they process rather than the processing itself. In fact, an IRM program
focused on automated information can go a long way toward bringing
these disciplines together because of the current and continued trend
toward automation in each area.

2. THE INFORMATION RESOURCE ENVIRONMENT

The information resource environment is depicted in Exhibit III-
2. There are three relevant communities of people or organizations
shown in *he chart:

. The Information Resource User Community,
. The Information Resource Handling Community, and
. The Information Resource Management Community.

Bach community has its own mission and its own role with regard to
the other communities and the information resource.

(1) The Information Resource User Community

The Information Resource User Community is responsible for
the information contents of the information resource. In a sense,
they may be viewed as the "owners" of the information: those
members of HQDA for whom the information is being collected,
processed, or stored. The User Community consists of three generic

classes:

. The Proponents,

. The Consumers, and

. The Sole Competent Source

of the information.

The proponent is the individual or an organization who is
responsible for determining or defining a subset of the total
information resource (such as force structuring or manpower
allocations). A subset may be defined by subject matter, by
organizational element, or by any criteria which HQDA deems
relevant, The proponent is generally the primary consumer of
a given information subset (which often explains his interest in
being the proponent). The proponent defines the contents of the
informa:ion subset (the data elements, the allowable values, etc.),
grants access rights to other users of this subset, controls the
updating of data values, and determines the conditions for
retaining the data. Under the information resource philosophy,
the proponent has a clearly defined responsibility to the
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remaining user population and to HQDA in general to coordinate

his actions for the benefit of all concerned with the subset of
information under his provonency. Thus, the proponent owns the

information but must act responsibly towards the user population
at large.

The consumers of the information resource may employ several
subsets having different proponents. The consumers use the
information to accomplish their respective missions and therefore
have a vested interest in the accuracy, validity, timeliness,
availability, consistency, and usability of the information. The
consumer accesses the information, manipulates it for his own
mission objectives, requests new data to be collected, seeks
permission to access other existing data, and identifies
inconsistencies within and between various information subsets.
The consumer works with the proponent to establish his needs and |
- to coordinate access to the information resource. ]

The sole competent source for an information subset is the
individual or organization designated as the provider or the ]
collector and keeper of the official version of the information. l
This concept is especially important where multiple redundant
copies of data files or data bases may be replicated throughout
HQDA for purposes of back-up, effective response, or convenience.
In many instances, the sole competent source will be the proponent
_ for the information. 1In other situations, the designation of a
i sole competent source may depend on the perspective of the viewer
' (ODCSLOG may view ODCSPER as the sole competent source of
Personnel Information, but ODCSPER may view MILPERCEN as its sole
competent source, and MILPERCEN may view one of its
suborganizations as its sole competent source, and so forth). The
designation of a sole competent source for an information subset
establishes a single HQDA authority for that information and
contributes to consistent information reporting.

(2) The Information Resource Handling Community

The Information Resource Handling Community is responsible
for the maintenance and manipulation of the information resource
in response to the requests expressed by the User Community.
Typical activities contained in the Information Resource Handling
Community include:

. Data Processing

. Word Processing

. Telecommunications
. Systems Management
. Records Storage

. Forms Supply.

The Information Resource Handling Community is concerned with
hardware, software, communications lines, and other devices used
to collect, store, process, or transmit information.
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In HQDA, these functions are currently within the purview
of ACSAC, TAG, CSC, and the DPIl's, among others. Some of the
functions of information resource management which are defined
in this report are currently being performed by the Information
Resource Handling Community as a necessary outgrowth of the need
to manage the information which the technology is handling.

The Information Resource Handling Community plays a vital
and active role with respect to the information resource. They
are collectively responsible for maintaining the information
resource in a ready state for the User Community. They interact
directly with the user group to provide services in terms of
information storage, retrieval, or transmission. They operate
under specific guidelines offered by the Information Resource
Management Community with regard to the information resource, and
they interact with this community to provide feedback on the
viability and advisability of these information guidelines.

(3) The Information Resource Management Community

The Information Resource Management (IRM) Community serves
as an interface between the mission-oriented User Community and
the technology-oriented Handling Community. It is the community
of particular interest to this study. This community is not
currently well defined within HQDA, with various aspects and
responsibilities often blurred with the other communities and
across organizational boundaries. Information resource
management does not have a sense of community within HQDA at the
present time. However, this is not to imply that a single,
separable organization for information resource management is
necessarily desirable or needed. The IRM approach seeks to
establish a sense of community for IRM, the widespread adoption
of the information resource philosophy, and the commitment to
work together to share and manage that resource.

The IRM Community is responsible for the management of the
information resource (as opposed to the use or the handling of
the resource). The IRM Community performs the activities cited
previously as relevant to information resource management which
includes maintaining knowledge and managerial oversight of the:

. composition,

. description,

. acquisitioen,

. dissemination, and
. flow

of the information resource.

The Information Resource Management Community typically will
operate in three fundamental levels:

III-12

52




. Executive
. Administrative 3
. Operational. ‘

These three levels will differ in their roles, focus, and
activities with regard to the management of the information
resource. .

The Executive level of IRM is concerned with policy and
direction of the information resource management activities. The
Administrative level of IRM is conce.ned with enforcing and
controlling the information resource management activities. The
Operational level of IRM is concerned with executing and
monitoring the information resource management activities. These
three levels of the Information Resource Management Community
provide for the authorization, approval, development, execution,
monitoring, and control of the information resource management
activities.

An analogy might be helpful in clarifyving the roles of the
three information resource communities. Consider the water supply
of a major city. The water supply itself can be viewed as a
resource of the city: it is valuable, it is measurable, and it
has an expense. The Resource User Community are the residents
of the city who pay for the water 2and expect it to be available
when they want it and in a form wh.ch they can use. The Resource
Handling Community are the people responsible for the reservoirs,
pipes, and faucets which store, transport, and present the resource
to the users. The Resource Management Community are responsible
for monitoring the quality of the resource, assuring that adequate
supplies will be on hand, determining the charges to be assessed
for use of the resource, and scmetimes requesting the user
community to limit their consumption (such as in times of
drought.)

Just as each community is important and necessary in the
water resource environment, sc do the analogous communities have
essential and distinct roles in the information resource
environment. Dependence upon individual sources of the resource
(e.g., private wells or private files) may be practical on an
individual basis, but may not make economic sense for the city
{or HQDA) at large. In times of crisis (e.g., a city fire or a ]
mobilization effort), the proper management and handling of the
resource becomes essential to sharing the resource and to the
continued survival of the user community. Just as water may be
viewed as an essential resource of a city requiring management,
so too, does the information resource at HQDA need to be managed.

In the preceding sections we have tried to relate the historical
background of disciplines which have contributed to the concept of
information resource management and to describe the relationships to
oe established among the users, handlers, and managers of the
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information resource. In the next section, we present an overview of
some of the terminology used in describing the management of
information as a resource.

3. RELEVANT TERMINOLOGY OF INFORMATION RESOURCE MANAGEMENT

In the chapters which follow in this report we describe in some
detail the current status of information management at Headquarters,
DA. 1In particular, we review

. Organizations which serve an information management function
for all of HQDA

. Individual mission-oriented staff agencies which employ
information

e The Data Process{ng Installations which store and process
the automated information for the HQDA Staff Agencies

. Selected information systems which execute at the DPIs

. Specific case studies which trace the flow of uperations
necessary to supply information in response to particular
requests.

Many of the terms used in the chapters which follow in describing
the current status of HQDA information management nave been presented
earlier. To assist in understanding the discussions to follow, we
present an explanation of some specific terminology which will be used
in those chapters. These terms include:

. Information Systems Planning
. IRM Technology Assessment

. Data Standardization

. Data Administration
. Quality Assurance

. Forms Management

. Reports Management
. Records Management

and are discucssed below.

(ly Information Systems Planning
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The IRM Community will need to address the review of plans
for developing information systems with attention focused on the
information to be provided or used by such systems. This review
would include:

Overall coordination of information system plans

Consideration of the use of existing or alternate data
sources,

Evaluation of the potential for consolidation of data
or function,

A HQDA-wide perspective for information acgquisition
and sharing.

(2) IRM Technology Assessment

There will be a role for the IRM Community to work closely
with the Information Resource Handling Community in assessing
the current capabilities of the DPI's to obtain and support the
technological tools associated with information resource
management. Automated information will need to be managed,
regardless of whether it resides in relatively simple files or
in complex, integrated data bases; but the more structured the
data is and the more independent its definition from the
application programs which use it (see Chapter II), the more
straightforward will be the technical management process. The
existence of tools such as Data Element Dictionaries at the
various DPI's facilitates the organization and inventory of the
information resource.

A related function is the assessment of the state-of-the-
art outside HQDA with regard to information technology (hardware,
software, and information resource management approaches and
technigues). Again, the IRM Community will work closely with the
Information Resource Handling Community to keep apprised of
technology and techniques which may be applicable to the HQDA
environment.

(3) Data Standardization

Data Standardization deals with the development,
maintenance, and enforcement of data element (name) and data item
(value) standards for use in information systems. The
implementation of data standards can promote information sharing
between systems and among organizational entities by focusing on
agreed upon terminology and representations. It can also
facilitate the development of new systems or the maintenance of
existing systems by establishing common terminology among system
designers, developers, users, and maintainers.
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The data standards program is an integral part of information
resource management. The management of the data standards
activity involves the following responsibilities,

. Determine the areas requiring standardization

. Develop the data stafdards

. Develop implementation and conversion plans for data
standards

. Establish data standards enforcement procedures

. Establish maintenance responsibilities and procedures for
data standards

. Develop an education program for training concerning data
standards

. Work with standards groups external to HQDA (such as DOD,

NATO, and NBS)

(4) Data Administration

Data Administration concerns the development and enforcement
of policies relating to information resource management, the
coordination of user requirements with system capabilities, and
the education and training of the User Community on the contents
and access procedures of the information resource. The focus of
data administration is on policy and user interface. The related
term Data Base Administration, is typically limited to the more
technical aspects of data base design, the development of computer
programs to access the data base, and the maintenance of data
element definitions and data base structural relationships.

A primary function of Data Administration and Data Base
Administration is the management of metadata (data describing
the characteristics of the data contained in the information
resource -- see Section 2 of this chapter). A key tool in the
management of metadata is the Data Element Dictionary/Directory
which defines and locates various data elements.

(5) Quality Assurance

Quality Assurance with respect to information includes the
editing aspects of data validation and verification as well as
the coordination of information consistency within and among the
various Staff Agencies. Information Resource Management is
concerned with the establishment of policies and procedures
regarding data quality and with the auditing of Headquarters
activities to determine that these policies and procedures are
being executed effectively. In essence, the quality assurance
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function is a check on the success of the IRM program and a
measure of the improvement in information quality fostered by
the active management of the HQDA information resource.

(6) Forms Management

The Forms Management activities of IRM relate to the design,
control, standards and procedures, approval, identification,
stocking and distribution of empty forms to be used for data
collection. Coordination of forms is necessary to control the
proliferation of forms and the burden on the individuals required
to fill in the form. Forms management addresses the possible use
of alternative forms, consolidation of existing forms, and
retention or purging of ocutdated forms. The forms management
function will impact system designers as well as the Sole
Competent Sources of information within the User Community.

(7) Reports Management

Reports Management involves the management activities
relating to the processes by which data or information for a
report is collected, organized, transmitted, and retained.
Coordination and review of reports provides a control over
voluminous redundant reports, identifies outdated reports, and
provides information on the existence of potentially useful
reports. The reports management function will require
coordination with the consumers and system developers of the User
Community.

{8) Records Management

Records Management includes the management activities
relating to official records creation, maintenance, use,
retention, and distribution. These official records could pertain
to legal archival records (of Army retirees, say) as well as to
official working records (such as the Active Personnel record or
the Reservist Record). The execution of the records management
function will directly involve the proponents in the User
Community as well as the data processers in the Handling
Community.

RELATED FEDERAL TRENDS AND CONCLUDING REMARKS

It is important to note that the concept of information resource

management is relatively new but not original to this study. The
concept has been growing and developing in Government and Industry
over the last 5 years. We have taken the philosophy of treating
information as an organizational resource and attempted to translate
that philosophy into a meaningful program for Headgquarters, DA.

Several pertinent activities outside of HQDA bear mention as

indicative of the trend in the Federal Government today and potentially
having an impact on HQDA and the way it manages its information.
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(1) The Federal Commission on Paperwork Management

The Federal Commission on Paperwork Management in its
Information Resources Management Report to the President
(September, 1977) concluded that "information is a vital resource
to the public and private enterprise alike" (p. 12) and "if the
Federal Government is to gain some measure of control over the
factors that precipitate paperwork and red tape =-- growth,
proliferation and fragmentation of data and information, the
rising costs of data and information, etc. -- information resource
management must be started now" (p. 16).

Further, the Commission has stated:

"Thus, management of information resources requires that
specific attention be given to the gquality and reliability of
information products and services within an agency as well as
to the effectiveness and efficiency with which various
information handling technologies are employed to help the
agency achieve its objectives. The basic concept of information
resource management is directed at bridging the gap in these
activities and introducing a sense of coordinated management
of information systems and the physical products and services,
within the context of the agency's broader lawful
responsibilities and missions. The concern with information
values, and with information costs and burdens, represents the
key idea that suggests why the concept of information resources
management can be so significant and vital. Unless we learn
properly to define, measure, account, budget, plan, organize,
and evaluate information as a resource, we will continue to use
up valuable resources for information production, use, and
handling, with no clear sense of the utility of the information
thus generated. To continue with these wasteful and ineffective
practices is unacceptable" (pp. 40-41).

(2) The Federal Information Processing Standards Task Group

The Federal Information Processing Standards Task Group 17
of the National Bureau of Standards in a series of draft reports
(September 1977) attempted to define the concept of Data Resource
Management (i.e., Information Resource Management) for Government
Agencies. In particular, the Task Group concluded in its Executive
Guide that "Data is a major resource to a government agency . . .
This point of view demands a fresh analysis of management vis-
a-vis data, and leads to the conclusion that many of the problems
that plague government management today are soluble if one works
from this premise” (Introduction). 1In its Guidelines for the
Management of Data Resources the Task Group stated "Data resource
management is an idea whose time has come . . . The authors are
confident that the data resource management programs envisioned
on these pages will soon be in existence not only in government,
but wherever data handling is a significant factor in an
organization's activities" (Preface).
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(3) The President's Reorganization Project

The President's Reorganization Project for Federal Data
Processing concluded in its draft Consensus Report of December,
1978, that "The Federal Government is, in general, mismanaging
its information technology resources and has not developed a plan
for exploiting the opportunities of the future with respect to
investment, service delivery, protection of citizens, or national
security" (p. 2) and that this state is principally caused by
". . . Abdication by program agency management of its
responsibility for managing information technology as a mission-
oriented resource" (p. 3).

Among its recommendations, the President's Reorganization
Project suggests that "The Office of Management and Budget should
establish an Office of Information Resource Management (IRM) at
the Executive Associate Director level" and further, that "The
OMB should require each department or agency of Government to i
establish an Information Resource Manager as an assistant to the
agency head . . ." and that a National Council for Information
Technology Policy, Plans and Programs be established, chaired by
the Executive Associate Director for Information Resource
Management of the OMB and comprised of the Information Resource
Managers from the various departments or agencies (pp. 6-7).

More specifically, the National Security Study Team of the
President's Reorganization Project for Federal Data Processing
in its draft Summary Report recommended that "An 0OSD-level
executive should be charged immediately with overseeing the
entire spectrum of use of the information technology program...
It is visualized that this office will play a sctaff and policy
role, and will not be an operational management function trying
to control day-to-day operations," and, further, that "This step
should be complemented by consistent and related actions on the
part of each Military Service" (p. A-17).

(4) Office of Personnel Management (U.S. Civil Service
Commission)

The Office of Personal Management has under consideration
a proposal to create a new occupational series for Information
Managers. This proposed series includes "all classes of positions
the duties of which are to advise on, administer, supervise, or
perform professional information management work relating to the
transactions of government, quasi-governmental, or private
business organizations. The work ordinarily is concerned with
the planning, design, development, installation, operation,
maintenance and control of both manual and automated information
systems; and provide information management advice and assistance
to both management levels, user groups and individual users" (The
Information Manager, March/April, 1979, p. 35). -

III-19

59




These four specific instances, while not yet Federal policy,
portend of the trend in the Federal Community toward recognizing
information as a valuable resource and organizing to manage that
resource. Headquarters, Department of the Army, in adopting this
philosophy has the opportunity to become a leader in the Federal
Community in this domain and to work with the Federal policy makers
in establishing policies and guidelines for information resource
management.

In this chapter we have presented the basic premise of information
resource management: information is a valuable resource of
Headquarters, DA and must be managed. In Chapters IV-IX we present
our findings with regard to the status of the management of automated
information in HQDA today and discuss some of the problems that are
inherent with that management process. We advocate the development
of an information resource management program for HQDA to employ in
managing its automated information, and in Chapters X and XI we present
more detail about the definition of an initial management program.
Chapter XII contains our recommendations for how HQDA should proceed
with regard to managing its information resource.
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IV. HQDA INFORMATION ISSUES

As we indicated in Chapter I, our approach to determining what
is needed by HQDA to manage its automated information consisted of a
series of interviews, briefings, and visits with a selected sample of
Headquarters General Officers, Staff Officers, and Technical and
Administrative Personnel. In addition, we reviewed considerable
documentation on policies, procedures, organizations, automated
systems, and historical reports. This chapter begins a discussion of
our findings with regard to the effectiveness of information management
in Headquarters, DA and the corresponding impact on the Army's
management and decision making procedures. In the chapters which
follow we present current HQDA efforts at managing automated
information, discuss the information. management environments at the
Staff Agencies and Data Processing Installations, assess the
effectiveness of current information management programs as evidenced
in selected automated information systems, and indicate the impact of
the current HQDA approach to information management as demonstrated
by three case studies.

The purpose of the present chapter is to discuss current HQDA
information issues in order to develop an understanding of the
information environment in which Headquarters, DA operates. Our
presentation includes the following subjects:

. Information Concerns at HQDA

. External Information Reqguirements
. The Role of the Action Officer

. Study Issues and Observations.

The information presented in this chapter is an amalgamation of
our findings from sources at several levels but which pertain to
problems or functions which are common across the Army Staff. To
establish a perspective, we briefly indicate the information concerns
at HQDA.,

1. INFORMATION CONCERNS AT HQDA

There is a clear need in HQDA for information relative to the
plans, needs, and activities of the Army. During the course of our
interviews with selected General Officers, several recurring concerns
about the information environment at HQDA were voiced. These include
concerns about:
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. The reporting burden placed on the field by HQDA information
requirements.

. The need to rapidly identify and efficiently locate
information pertinent to a specific need.

. The continued growth of data bases (and reporting) in
response to one-time requests or special needs rather than
actual long-term information requirements.

. The impact of inconsistent and inaccurate information on
HQDA decision-making and public image.
. The need for information to collectively support the inter-
i functional decision making processes of HQDA.

Each of these concerns is explained in the paragraphs which follow.

(1) Reporting Burden

The field, at times, perceives as excessive and redundant
the reporting requirements levied upon them by HQDA. These
reporting burdens can take either of two forms: requirements
for new and additional information beyond those presently
established; and, requirements to report the same data to multiple
recipients which ultimately increases the burden on the field
due to the duplication of reporting required. There are numerous
instances (as with personnel and financial data) where the same
information is reported up through parallel, but distinct channels
to Headaguarters, DA. This information is then used by the various
Staff Agencies to manage their individual programs and is often
not shared across functional areas.

While this parallel flow of information may be efficient or
effective for the individual Staff Agencies, it can impose a
tremendous burden on the commanders in the field by causing them '
to supply essentially the same information to each of several
Headquarters agencies. This reporting burden is of real concern
to the General Officers on the Army Staff, but the needs of the
Staff Agencies for information must still be satisfied. HQDA
lacks an effective mechanism for monitoring and controlling this
reporting burden.

A further consideration is that at times the information
requested by Headquarters is not integrated by the field
commanders into their local management operations. Thus, the
information requested by Headquarters is viewed as overhead and
a burden. There is apparently inadequate feedback of the
information which HQDA collects to assist managers in the field.

One contributing cause to the heavy reporting burden is the
tendency for Headquarters management and staff to focus on report
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formats and not on the information contained in them. 1In many
instances information is viewed as the reports themselves rather {
than the contents of the report. Such a view leads to the
generation of parallel requests for information in order to
receive it in a more convenient structure. An organizational ]
focus on the information per se would lead to the development of
multiple report formats from the same information base.

(2) Information Awareness

Several General Officers expressed concern that while the
information flows in their own organizations were sufficient for
their current needs, problems immediately arose when their staff
needed information from another Staff Agency. Under these
circumstarces, it was often not clear where to look to find all
(and the latest) information pertinent to the request. There is
no automated central reference service in HQDA to assist in this
operation, although the Adjutant General's Office does provide an
informal service through its Statistical Clearance Office. The
result is a substantial burden on the Staff Action Officers to
manually locate relevant information, increased time spent
responding to action items, and potentially reliance on inaccurate
or incomplete information.

The difficulty in determining what information is available
(and where), especially in automated systems, is due, in part, to
the current "stovepipe" approach to information systems
development. The stovepipe approach is a vertical development
of information systems to serve individual functional area needs.
Vertical systems are typical of the information systems at HQDA,
The ODCSLOG develops logistics-oriented systems, the ODCSPER
develops personnel systems, etc.

The General Officers indicated that, although the stovepipe
systems were needed and effective within the individual staff
organiz- tions, horizontal integration in systems planning would
be of great benefit to the Army as a whole. Such a horizontal
approach that cuts across the functiocnal areas in determining
system requirements is rare in Headquarters today. Some attempts
are being made to develop "crosswalks" between systems
(especially in the personnel and financial areas), but this has
been difficult to achieve in the current organization.

(3) Rapid Growth in Data Bases and Reporting

A third area of concern voiced by the General Officers
concerns the tendency in HQDA to develop automated systems to
support ~ne-time ad hoc reguests which may or may not be asked
again. Thus, HQDA receives requests for information from
organizations external to the Army and may expend considerable
resources in developing the response. Quite often in order to
reduce the cost of answering that same question again (should it
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be asked), an automated system is developed or selected data
elements are added to a current system so they will be ready the
next time.

Unfortunately, there is no guarantee that the same guestion
will ever be asked again to warrant the expense of developing
and maintaining the automated system. Further, additional
reporting requirements are levied on the staff or the field to
provide data in the event it is needed. Once instituted, such
systems or reporting schemes have an inertia which is difficult
to control, and the "reguirement" persists even though the need
may stop.

The Management Information Control System of TAG is an
attempt to identify redundant and unused reports, but it currently
does not address the individual data items contained in each and
every automated system. It falls upon each individual Staff
Agency to police itself and determine the necessity for all the
data contained in its systems. )

The persistence of information requirements in systems is
really a symptom of the actual problem. The fundamental problem
is that the Staff Agencies cannot get the data they need when
they need it, so there is a tendency to develop and retain local
information systems in anticipation of future need. For example,
TAG, DCSPER, and DCSOPS each have developed casualty reporting
systems to satisfy their individual needs because no one of the
three systems provides the data required within each organization.
Situations such as this contribute to the proliferation of data
bases and the resultant additional costs required to collect,
store, and maintain this data.

(4) Impact of Information Inconsistences and Inaccuraciss

The higher one goes in the organizaton the more complex are
the decisions. Yet, the General Officers indicated that the more
complex the decision, the less reliable (and more incomplete) the
information is to support the decision. The decision-makers at
HQDA are aware that they are receiving inaccurate or incomplete
data from their automated systems, but they cannot gquantify this
drop in reliability or completeness except they believe it is
significant. 1In essence, they do not have the pertinent data
concerning data available to them which describes some of the
factors contributing to the validity of the information contained
in their systems. The officers expressed a common desire for a
gquantitative way of assessing how much confidence they can place
on the information they receive.

Inconsistencies in information obtained from meore than one
system also were a source of concern. The current HQDA information

systems do produce inconsistent data, partly because of their
functional orientation and lack of standardization. The
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inconsistent data that might be released to external
organizations could be a source of embarrassment to the Army.
Inconsistent data must also be reconciled, resulting in an
expensive manual reconciliation effort. In addition, che use of
inconsistent data can afflict Army operations. Because of the
many interrelationships of functions among the various staff
agencies, data that is inconsistent can upset these relationships
and potentially affect overall Army operations.

Establishing single sources of data and proponencies for
information is a difficult task in the HQDA environment because
so many different agencies have an interest in a particular item
of information (although from different perspectives). The Army
has attempted to institute data proponencies for certain classes
of data but has met with both situations of competition to become
the proponent and inability to find any organization willing to
accept the responsibility for a set of data to be available to
the whole of HQDA.

(5) Decision Support Svstems

A fifth area which was common to most of the General Officers
interviewed was the need to support rapid decision making:
exercises to determine the impact of selected changes in the
environment (such as budget cuts or mobilization). The Officers
indicated that "what if" type questions frequently arise and the
current method of gathering information is slow and frequently
unresponsive.

Most current HQDA information systems were not designed to
support an environment of changing parameters. Most of these
systems simply accept data, process it, and produce reports.
Parameters cannot be altered without program modifications.
Information to support "what if" type drills is now usually the
result of a manual process. What the HQDA executive would like
to have is the ability to interact with the system, change the
parameters and see what happens.

These five concerns were a common theme throughout the Executive
Interviews of the General Staff Officers. Other comments will be
presented in Chapter VI where we discuss the individual functional
staff areas.

As the discisgion of this section has indicated, there are two
broad categories of information requirements at Headguarters, DA:
externally generated (e.g., inquiries from Congress or 0OSD) and
internally motivated (e.g., accounting for resource expenditures or
tracking mission progress). The next section explains the generation
of external requirements and the actions necessary to support them.
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2. EXTERNAL INFORMATION REQUIREMENTS

External information requirements are requests for information
placed on HQDA by organizations or individuals outside of the U.S.
Army. These include statutory requirements of the Congress, the Office
of Management and Budget, and the U.S. Treasury as well as regulatory
requirements received from the Department of Defense and the other
military services. The satisfaction of these information requirements
consumes a considerable amount of Army resources and creates many
processing requirements for Army information systems to fulfill.
External information requirements have become major considerations in
the development of management information systems both at HQDA and in
the field. While the primary purpose of HQDA is to support and direct
the Army in the field, it cannot afford to ignore or be non-responsive
to requests from resource appropriators. A major form of support which
HQDA provides the Army is the identification and defense of program
resource requirements to OSD and Congress.

Statutory information demands are required to support public laws
and other legislated affairs. The Army must not only report to the
Congress on the way it plans to conduct its business (the Army Budget)
but also support and define its objectives and conduct to the
appropriate oversight committees. For example, the Office of
Management and Budget (OMB) possesses statutory powers in its
requirement that 2ach Federal agency must follow certain guidelines
in preparing its annual budget. The Army must justify specific
proposals to OMB and is required to defend to OMB its submission to
the overall U.3. Budget. Another example is the reporting requirements
to the U.S. Treasury which involve the monthly reporting of all
appropriated funds disbursements and expenditures. This information
raquirement is transmitted from the United States Army Finance and
Accounting Center to the U.S. Treasury.

Meeting the statutory external information requirements describted
above involve both manual and automated reporting processes. In the
case of the financial information and the processes connected with
justifying the Budget estimate to Congress and CMB, there are organized
procadures for summarizing and compiling the information. The major
oroblem in the financial and budgetary areas lies in being able to Se
responsive to additional requests for information which are not
normally connected with the budgetary cvcle of information processing.
These ragquests for justification often involve manual searches for
information involving committee meetings, and telephone conversations
to coordinate the information.

The second type of external information requirements are
regulatory ard primarily involve the interrelationship of the Aray
with other branches of the service and the DOD. The requirements are
supported by both automated and manual processes and involve a variety
of information to include Financial, Command and Control, Research and
Develorment, Logistics, and Personnel categories. Examples of
information reporting problems in satisfying regulatory information
raquirements at HQLCA, as discussed in later chapters, include the
following:
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. Lack of common data standards, conventions, and definitions
. Lack of common formats

. Misunderstanding of information requirements

. Nonexistent specific data in automated systems.

The information used to respond to external requirements and to
support Army decision makers at the highest levels involves two primary
categories: actions and studies. Staff actions, which constitute a
major portion of staff activity at HQDA, are information requests on
a wide variety of subjects that are coordinated and answered by an
individual or an organization., The role of the action officer in
satisfying a request will be discussed in detail in the next section
of this chapter. These requests may come from a variety of sources
including Congress and DOD as well as Army top management. Recently,
HQDA has been cataloging staff actions in an automated system
(OPTIMIS); however, because of action unigueness and the current
limited availability of the system, most information searches are still
done manuallv.

The second category of satisfying information requirements is
studies. HQDA conducts numerous staff studies on a wide variety of
topics. These activities usually involve the formulation of a study
panel or committee and the appointment of an action officer, usually
a member of top management. Studies and actions are both interrelated
and use the same information gathering procedures, again, usually
manual. Certain analytical studies, such as those performed by the
Concepts Analysis Agency, do employ automated information. In addition,
the Defense Documentation Center provides some automated support to
study efforts through its index and retrieval capabilities. However,
very little central information exists on the conduct of studies at
HQDA, and the information gathering process of the study panel is
largely on a personal contact basis.

3. THE ROLE OF THE ACTION OFFICER

In addressing the information issues of the HQDA staff, the rols
of the action officer is important to understand. The action officer
is a major user or conduit of information in HQDA. 1In order to
understand the key role the action officer plays in the information
area, a description of the duties which the action officer performs,
the type of information requests he receives, the sources of his
information and his role in the decision-making process are presented.

(1) Responsibilities and Duties

One of the major roles of the action officer is support of
the informational needs of the General Officers. The action
officer performs research, develops reports, and suggests
alternatives and a recommended course of action. In light of
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these responsibilities the action officer must frequently gather
a large variety of information to assess the cost and operational
implications of the "acticns" he processes. The action officer
is expected to be fully versed in his particular area of expertise
and must be able to explain the limitations of the current and
proposed procedures. During the actiocn evaluation process
external considerations may have to be addressed. The action
officer spends much time solving or evaluating complex problems
and proposals. Usually, the action officer Ls expected to write
an after-action report.

(2) Tvpes of Information Requests

The types of information requests that the action officer
receives can best be described as varied. The nature of the
information request depends on the specific action officer and
the organization he supports. The action officers gque.ied in our
study stated that the types of information requests showed little
recurring structure or form. Normally, the tyves o0f Juestions
deal with the action officer's organizational responsibilities.
The following recent action officer information reguests are
provided as examples:

. DCSOPS - How could TRADOC use the information contained 1In
the TAADS to distribute training publications that
related to soldier skill areas?

. DCSLOG - What effect will the Teamster strike have on the
Army's ability to distribute sssential material?

. COA - Provide a response to the Defense Resource Managemen:
Study

Some actions can be answered within the action cfficer's
organization but very often he must gather information from other
organizations and from =2xternal sources.

(3) Information Sources

Frequently, the most difficult problems facing the action
officer are xknowing precisely what information is available and
knowing where and how to secure this needed information. Action
officers stated that they spent much of their time attempting to
find out what information was available and where it could be
found., For discussion purposes, the informatiocn sources available
to an action officer can be divided into five basic categories:

. QPTIMIS - OPTIMIS is a data base of prior action reports.
The CPTIMIS system allows retrieval of these action report
through key word retrieval methods from its data rtase,
through terminals strategically locatsd throughout =he
Pentagon. Discussions with action officers indicated that,
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in many instances, due to the somewhat unique informational
needs surrounding each action, the OPTIMIS system did not
contain the type of information necessary to respond to the
action and generally was found to contain insufficient
information. Therefore, although there are many OPTIMIS
terminals available, little use was being made of them by
the action officers surveyed.

Automated Reports - Although automated reports are
frequently consulted during the action process, they may not
contain tre type of information required to complete the
action. Automated reports usually contain information
required on a recurring basis, while action officer
information is usually non-routine. The action officer needs
to browse through a variety of information sources and follow
a trail of information from one report or file to another.

Informal Action Officer Network - In an attempt to deal with
the information gathering problems facing most action
officers, an informal action officer network has evolved.
Action officers frequently develop informal, manual lists
of authoritative information sources. These "sources" are
frequently shared within the action officer network in an
attempt to establish a manual "information directory” to
enable the action officer to determine what information is
available and where the information is located.

Committees - Frequently, committees are convened to identify
the information resources needed to complete an action paper.
The purpose of the committee is to gather information for
a particular action from numerous sources, frequently with
different perspectives. Although this method of information
gathering can be effective because of the ability of each
committee member to interact with other members, the
committee approach tends to be an expensive method of
information gathering. For these reasons, the use of the
committee method is usually reserved for critical actions
that require extensive coordination and when an answer to
a specific question is not needed immediately.

QOther - This category contains such generally non~automated
information sources as:

- Newspaper
- Congressional Record
- Other DOD activities

- Professional publications, etc.
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Action officers rely on this category of information sources
very heavily. Action officers are frequently required to
assess the impact of external factors when analyzing their
assigned actions. The action officer, because of the nature
of his function, is required to stay current in his
particular area of expertise. Keeping current is frequently
best accomplished by gathering informaticon concerning his
subject area via these other information sources.

(4) Participation in Decision Making

The action officer generally is not the decision maker but
he can influence the decision process. The action officer
receives information, processes it, and then provides information
to the decision makers. The action officer influences the
decision making process by the way the response to the action is
structured, the source of information used, the other action
officers who were consulted, and the amount of time consumed by
the action officer in generating his response.

To sum up the role of the action officer, he is a primary user
or conduit of information. He is required to provide responses to a
wide spectrum of information requests. A myriad of information sources
face the action officer with no formal method for him to precisely
identify what information, both manual and automated is available and
where it may be found. 1In addition, partly because of the nature of
the Army personnel rotation system and through normal attrition, action
officers' are constantly changing. It takes some time for an action
officer to "feel" his way arcund the information environment and
frequently he 1s transferred or leaves taking his knowledge of
information location with him. Incorrect or incomplete data collected
by the action officer may result in a decision being made without
complete cognizance of the total impact of each alternative by the
formal decision maker.

The role and function of the action officer makes him a prime
beneficiary of an information management program. Because of his key
role in processing information, as both a user and provider of
information, any steps taken to make the information retrieval process
more efficient for the action officer should provide substantial
benefits to the Army as a whole. The information gathering process
of the action officer can be improved by providing him with information
on what data is available, where it is located, and circumstances
pertinent to its use. By streamlining the information gathering
process for the action officer, the response time for actions could
be reduced and an increase in the quality and completeness of the data
should result, facilitating the decision-making process.

4. STUDY ISSUES AND OBSERVATIONS

The last section of this chapter will focus on xey issues and
observations relating %o our overview of the HQDA information
environment,
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Findings

Action Officers Are A Primary Intermediate Source And User

Of Information. The Action Officer is typically tne General
Ofcicer's interface to information systems. Although he is
not necessarily the decision maker, he can influence the
decision making process.

There Is Concern About The Reporting Burden Placed On The
Field By HQDA. The field sometimes 1s requested to report
the same i1nformation up through more than one channel to
HQDA. Much of the information the field supplies is
redundant and viewed as overhead by the field commanders.

There Is A Lack of Knowledge As To What Information Is
Availlable At HQDA. There 1s not an adequate central source
tor locating HQDA information that is current and accurate.
Existing mechanisms concentrate mainly on cataloging
reports, not on indexing information.

Decisions Are Frequently Made On Inaccurate Or Uncoordinated
Data From Automated Sources. Decislon-makers <now that their
data 1s lnaccurate or out of date, but they currently have
no way of determining the extent of the lack of gquality.

Users Focus On Report Formats And Not Information Presented.
Some of the current lack of information sharing 1s
attributable to the inability to use the information in the
format of someone else's report.

Many of The Current HQDA Data Collection and Reporting
Activities Have Been Developed in Response To Demands From
External Activities., HQDA must respond to a variety of
information requirements that it cannot control. Some of
the largest and most cumbersome information problems are
created by external requirements.

Impacts

Incomplete and inaccurate data can affect the gquality of
the executive level decisions. A decision made using
incomplete or 1lnaccurate data may result in a decision
without complete cognizance of the total impact of each
alternative by the decision maker. Poor information can
lead to poor decisions.

Excessive reporting requirements increase the cost of data

processing in the Army. The current vertical approach to
systems development at HQDA often requires the field to
submit the same data numerous times to "field" separate HQDA
systems. Reporting this data more than once increases the
costs of data processing.
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. A lack of data sharing increases the cost of the data
Erocessiﬁ% function. Each time a specific informatior need
1s identifiled, the data is collected or re-collected or =
new report is prepared, and the cost of data processing in
the Army is increased. j

The development of information to respond to external

information demands ls expensive. In addition to peing 1
expensive, the 1nformation that 1is collected 4is often of
little use for local management, therefore, there is little
or no benefit accruing to the Army.

DI
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CURRENT HQDA-WIDE INFORMATION MANAGEMENT ACTIVITIES

The discussions in this chapter are intended to provide the
framework for an understanding of the current state of information
management from the HQDA perspective. Previous efforts at
information management are also discussed since these prior
activities can provide a context for understanding the efforts
currently in process throughout the Army. Discussions follow for

each of the topics listed below.

1. HISTORY OF CENTRALIZED MANAGEMENT FOR HQDA AUTOMATED INFORMATION

Historical Background for HQDA Information Management
Existing Policy and Procedure Guidance

Roles of Organizations Involved in Information Management #
Status of HQDA-wide Information Management Program
Recent HQDA Resource Management Study

Information Managemeﬁt Cost Accounting Study
Executive Level Concerns

Summary of Issues and Observations

The history of centralized management of automated information
systems at HQDA can be broken down into two distinct periods of
development: AIDS to MISD (1963 - 1975) and MISD to ACSAC (1975 -
present).
as the Army analyzed ways of organizing itself to manage its automation
and management information systems more effectively.

(1)

information in the Army began in 1963 when the Qffice of the
Special Assistant to the Chief of Staff for Army Information and
Data Systems (AIDS) was created. This organization was
established to:

The history depicts a dynamic organizational environment

Special Assistant to the Chief of Staff for Army Information
and Data Systems to the Management Informatlon Systems
Directorate (1963-1975)

The first attempts at executive level management of

Raise the Automatic Data Processing Management Information
Systems (ADP-MIS) function to the Chief of Staff Level
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. Establish disciplined development procedures for major ADP-
MIS projects

. Provide centralized control for ADP equipment acquisition.

The AIDS jurisdiction, however, excluded many headquarters and
command sponsored projects, as well as command andé control,
communications, weapons, and intelligence systems.

In 1967, the Army Staff reorganization established the
Management Information Systems Directorate (MISD) in OCSA to
provide automatéed systems in response to commanders' and managers'
requirements. At that time the Comptroller of the Army was given
authority as the senior Army Staff policy official for ADP, that
is, the responsibility for all ADP hardware, software, training
and career management., At the same time, the U.S. Army Management
Systems Support Agency (USAMSSA) was established as the data
processing installation (DPI) to support the HQDA Staff.

Because of the organizational split in the ADP-MIS function
between MISD and the Comptroller, and because of the increasing
complexities involved in automated information management, a
study of Management Information Systems Support (SOMISS) was
i conducted in 1968, Major SOMISS recommendations that were
s implemented include:

. Transfer of authority for ADP hardware, software, training,
and career management from the Comptroller to MISD

. Establishment of Information Systems Offices (ISOs) in the
Staff Agencies and Management Information Systems Offices
(MISOs) in the field commands to act as single responsible
ADP-MIS elements for their organizations

. Assignment of the responsibility to the HCDA Staff Agencies
for management of automated systems designed to meet their
requirements

. Assignment of the U.S. Army Computer System Support and
Evaluation Command (USACSSEC) to MISD as a Class II activity.
The command was redesignated in the 1974 Army Staff
reorganization as the U.S. Army Computer Systems Support and
Evaluation Agency (USACSSEA). It is responsible for
evaluating and acquiring commercial computer equipment.

. Sstablishment of the U.S. Systems lDevelopment Command
(USASDC), designated in 1969 as the U.S. Army Computer Systems
Command (USACSC), as the central design agency for
multicommand MIS.

The SOMISS recommendations astablished centralized
management of the ADP-MIS function, a disciplined approach to the
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ADP-MIS function, and a visible automation, ADP-MIS management
structure through the placement of MISD in OCSA and ISOs/MISOs
in HQDA staff and field organizations. However, SOMISS provided
only limited control through AR 18-1 for policy formulation,
planning, and resource management for automation in command and
control, weapons, intelligence, and communication systems.

(2) The Management Information Systems Directorate to the
ssistant l1ef of Sta o6r Automation an ommunications

(1975 -~ Present)

In late 1975, a series of reviews were scheduled to provide
an intensive examination of the direction and purpose of the
totality of Army automation. The Tactical Automation Appraisal
(TAA) held at HQ TRADOC in July 1976, focused high level attention
on automated tactical command and control and the lack of a focal
point of the Army Staff to coordinate automation matters.

The House Appropriations Committee Report on the FY 1977
DOD Appropriation Bill, June 8, 1976, proposed that a single office
for automation be created in each Defense component to avoid
unproductive overlap, gaps, or duplication of effort., O0SD policies
established a management methodology for computer resources in
major defense systems and extended the definitions of computer
systems to include automation components of weapons, command and
control, communications, business process control, and scientific
and engineering systems.

In August, 1976, the Vice Chief of Staff directed the
Management Directorate, 0CSA, to develop a charter and
implementing directives for the central manager of Army
automation in the Office of the Chief of Staff. That directive
led to the conduct of the Army Automation Management Study in
February 1977. That study provided the following findings:

. Automation policy responsibilities are fragmented and
duplicated

. Automation planning by functional proponents is incomplete
and not appropriately integrated

. Automation resources are not clearly defined or controlled
during the programming, planning, and budgeting cycle

. Functional proponents in 0SD and OCSA provide their Army
Staff counterparts guidance and directives which contain
automation policy that is not integrated into overall Army
automation policy

. The Army Staff Committee Structure provided no high level
forum to discuss and resolve issues pertaining to automation
management.
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The charter for the Director for Army Automation (DAA) was
developed following the study. The DAA would have overall
authority and responsibility for Army-wide automation management.
The DAA would manage Army automation through macro-level policy,
master planning, and resource management responsibilities
specified in the DAA charter and implementing documents.
Specifically the new DAA function would serve as:

. Principal Army automation focal point
. Chairman of the Army Automation Steering Committee
. Full-time member of the Program Guidance Review Committee
and Budget Review Committee
. Member of the Research Development and Acquisition Committee
. Member of the Army Staff Council
. Mémber of the Army Command and Control Steering Committee
. Policy developer for the Automation Management O0ffice (AMO) é

structure and functions
. Head of the procuring activity for USACSSEA.

. During 1978 the DAA function was reviewed and a
reorjanization was undertaken to change the Director of Army
Automation to Assistant Chief of Staff for Automation and
Communication (ACSAC). The ACSAC was established as a general
staff agency created out of the Army Automation Directorate of
OCSA and the Telecommunications Command and Control Directorate
of DCSOPS. The reorganization of these two directorates under
one organization in October of 1978 was a further effort to
provide one overall responsible authority for Automation and
Communications for the Department of the Army and to comply with
the spirit of the House Appropriations Report. The ACSAC was to
be the central manager (the functional director) of all ADP
resources management and the program director for programs 3C
(communications! and 30 (other). The organization and functions
of the ACSAC will be described in a later section of this chapter

Wwith this background, a discussion of the current HQDA-wide
information management environment follows.

2. EXISTING POLICY AND PROCEDURE GUIDANCE

Considerable policy and procedure guidance exists on automation
and related activities at HQDA. The major organizations concerned
with HQDA automated information management policy are the Assistant
Chief of staff for Automation and Communications (ACSAC), The Adjutant
General (TAG) and the United States Army Computer Systems Command
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(USACSC). Each of these staff activities has a major part to play in
the overall HQDA automated systems and information management process.
These roles will be discussed in the next section of this chapter.

The study team reviewed many, but not all, of the prevalent DOD,
DA and related publications and documents concerning information
policies and procedures. 1In particular, we reviewed documents in the
series associated with AR 18, TB 18, AR 310, AR 335, AR 340, DOD 4100,
and DOD 5000. The search and inquiry activities failed to completely
identify and locate many local policy documents believed to exist, and
therefore a cohesive, all-inclusive document analysis was not possible.
There is no single overall proponent currently for all information
management related guidance. Normal staffing procedures are the
current mechanism for assuring that all of the organizations proposing
guidance interrelate or complement one another. Overall HQDA policy
(regqulations) do not currently exist in the areas of data
administration and quality assurance., However, guidance does appear
for these activities at lower organizational levels.

In summary, there are a number of policy guidance organizations
regarding information management at HQDA. The guidance is developed
at several organizational levels, with normal staff procedures to
assure coordination among the various regulations affecting
infcrmation management at HQDA. There also are a number of studies
and memoranda that enter into the process of formulating guidance;
however, a composite list of all HQDA information management guidance
is not currently available.

3. ROLES OF ORGANIZATIONS INVOLVED IN INFORMATICN MANASEMENT

The purpose of this section is to describe the roles of each of
the various organizations that are involved in the management of
information at HQDA. The functions of information management are
currently distributed across several organizations. A number of these
organizations are performing similar activities, but in the context
of their various missions.

(1) The Army Automation Steering Committee (AASC)

The Army Automation Steering Committee (AASC) is a
subordinate committee of the Select Committee (SELCOM) which
considers and advises on Army automation matters. The AASC is
one mechanism to insure that critical automation decisions or
issues are brought to the attention of the HQDA Staff for
resolution. A review of committee minutes indicated that the
AASC last met on September 8, 1978, a factor that could imply t
the committee may not be the ideal mechanism for addressing
information management policy issues on a timely basis.

The Chairman of the AASC is the Assistant Chief of Staff

for Automation and Communications (ACSAC) and the committee i-
composed of General Officers or their representatives from each
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major organization at HQDA. The functions of t?e AASC are in
part:

. To consider automation issues, insure that systems and
development efforts which cross functional or technical
lines are appropriately integrated, and to arbitrate staff
disagreements on automation

. To make recommendations on resource allocation for
automation
. To review other Army automation matters referred by the

Chief of Staff and Army Staff Agencies

. To disapprove programs that are not consistent with Army
automation objectives,

(2) The Assistant Chief of staff for Automation and
Communications (ACSAC)

The Chief of sStaff approved a proposal to realign and
integrate automation and communications management on the Army
Staff on May 31, 1978. The ACSAC was formally established in
October of 1978. Exhibit V-1 depicts the policy responsibilities
of the ACSAC. Policies relating to automated information
management include: standardization, systems integration, and
planning.

In addition to the policy responsibilities mentioned above
the ACSAC also has several other responsibilities that are
relevant to automated information management. These are:

. Provides programming and budgetary guidance for the Army
automation and communications program requirements

. Develops and maintains the Army Automation Planning,
Programming and Evaluation System (AAPPES)

. Chairs the Army Automation Steering Committee (AASC) and
provides representation for the Program Budget Committee
(PBC), Army Staff Council, Army Command and Control Steering
Committee, and other selected automation and communications
policy committees and work groups

. Coordinates and monitors the development of comprehensive
plans and procedures for the acquisition, fielding and
support of automation and communications transmission,
special systems, switching, processing components, and
functional system aspects

. Develops automation and communications planning models,
analytic methods, measurement procedures and models for
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improving the evaluation of automation and communicacion
services supporting Army missions.

In essence, the ACSAC is the current focal point for Army
Automation Management., The organization (s responsible not only
for policy but also for resources control., The ACSAC currently
cossesses several of the functional responsibilities for
automated information management as an outgrowth of its
automation responsibilities.

{3) United States Army Computer Systems Command

The United States Army Computer Systems Command (USACSC) is
responsible for the development and maintenance of multi-command
standardized systems. As a designated Assigned Responsible Agency
they develop, integrate, program, test, install, and maintain
standard system software and documentation. In this role they
also maintain inventories of ADPE and software. In addition,
USACSC ts the program manager for the Army Standardization program
as well as the program manager for the Army Data Standard
Dictionary {(RAS STADES) Program.

As the Armv Standardization program manager, USACSC has
responsibility for the maintenance of the Army Catalogue of
Standard Data Elements and the coordination of candidate data
elements. In USACSC's documentation role, it has the
responsibility for the implementation of BCD documentation
standards and the development 0f Army documentation standards.
As the Army program manager £or RAS: STADES, USACSS's
responsibilities include answering user inguiries about the
dictionary package and providing technical assistance to systems
Jroups as they install that Jdictionary system,

USACSC has a subordinate organization known as the Army
nstitute for Research in Management Information and Compater
clence (AIRMICZS). AIRMICS is the major Army activity currently
oncerned with ALP technology assessment., A Jdiscussion of
IRMIC's role will occur at a later point in thais chapter,

I
5
C
A

+¥) The United States Army computer Systems Selection and
Acguilsition Agency ,USACSSAA)

USACSSAA, which (s under the operational control of the
ACSAC, provides technical and legal support services to the staff
and major commands. The Agency is responsible for selecting and
procuring high dollar value ADPE items and services which regquire
a data processing acguisition from GSA. t also provides on-site
tecnnical assistance to Army staff and field activities. and
systems analysis and support to HQDA Staff activities.
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{5) The Adjutant General

The Office of the Adjutant General (TAG) is one of the oldest
organizations at HQDA and 1is responsible for all Army matters
concerning administrative management. In recent years TAG has
vecome increasingly involved in information management and
information handling activities.

TAG is responsible fcr Army records management including
archival and filing procedures. In this responsibility, the TAG
prescribes the procedures for supervision, disposition,
production and storage. TAG is also responsible for forms
management. This includes the approval and coordination of the
Army's data gathering forms. Information requirements management
is also a TAG function. 1In this role, TAG must oversee the
management, cataloging and disposition of Army information
regquirements while the addition or deletion of information
raquirements is a user responsibility.

The TAG's responsibilities also involve some of the automated
aspects of information. For example, the TAG has Army-wide
responsibility for word processing and for micrographics
management. Any use Of micro-reduction squipment is the
management responsibility of the TAG,

{(6) The Deputy Chief of Staff Research, Development and
Acguisition

The OCffice cf the Deputy Chief of Staff Research, Development and
Acquisition has been assigned responsibility for managing the
Army’'s scientific and technical information inventories. The
Chief of Research and Development, HQDA, under the provisions of
AR 70-45 is responsible for the Army portion of the DOD Scientific
and Technical Information (S&TI) Program. He is also responsibtle
for insuring that the latest research and development efforts
conducted by Federal agencies and contractors in ADP hardware,
software, and information technology are exploited and applied
tO Army S5&TI reguirements.

The S&TI Program provides for the effective interchange and
availability of scientific and technical information required in
support of the management and execution of the Army RDTE Program.
The program includes all efforts devoted to the collection,
analysis, evaluation, storage, recrieval, and dissemination of
S&TI by any and all means.

Specifically, heads of major Army commands and developing
agencies are regquired to insure that S&TI activities are
coordinated with the management information systems staff of the
command or Jdeveloping agency, and, interface with the Army Da:ta
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Managemenc Program. The Army Materiel Command has responsibility
for planning, programming, managing, and operating the S&TI
program of the Army R&D Information System, and related data
dases.

From the preceding discussion it is clear that responsibilities
for managing automated information are spread throughout HQDA., Various
current organizations have different orientations and sometimes
overlapping responsibilities. No single organization has a clear
overall responsibility for automated Information Management.

4. STATUS OF HQDA-WIDE INFORMATION MANAGEMENT PROGRAM

The purpose of this section is to discuss the status of
information management from a HQDA-wree perspective, which looks across
and provides guidance to HQDA agencies in the management of information
contained and reported by existing automated systems. As previously
discussed in this chapter, several organizations have dQDA-wide roles
realated to information management. In this section we focus on the
following aspects of information management:

. Information Systems Planning

. Data Standardization

. Data Administration

. Technology Assessment

. Quality Assurance and Compliance audit

. Forms, Records, and Reports Management,

Qur Jdiscussion centers on how each of these information management
functions is currently assigneé and performed for HQDA.

(1} Information Svstems Planning

Systems planning is being performed by a number of
activities. The ACSAC has responsipilty for automation and
communications planning, planning the integration of tactical and
non-tactical communications and automation plans, and relating
those plans to overall Army goals and objectives., The DCSOPS is
responsible for the tactical aspects of systems planning, and the
DCSRDA is responsible for the research and development aspects
of system planning.

Army Regulation 18-1 describes in detail the current
planning process for Army automatad information systems. This
regulation discusses requirements for submission a%to an overall
MIS Master Plan and a structured process for systems approval.
However, primary emphasis is placed on hardware and software
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considerations in this approval process. Planning efforts tend
to focus on procurement actions.  Very little attention is given
to information requirements and related data collection and
storage, systems integration and data sharing.

(2) Data Standardization

The Army Data Standardization program has been in various
stages of activity at HQDA for many years. Currently, the
Standardization Program Manager is located at the United States
Army Computer Systems Command. The ACSAC provides overall program
policy and guidance for the Army Information Processing Standards
Program (AIPSP) and directs the enforcement and use of automation
standards throughout the Army. The Computer Systems Command as
program manager is responsible for:

. Establishment of procedures and criteria for: the
management and operation of the information standards
program; Army participation in international,
NATO/CENTO/SEATO, FIPS, DOD, 0JCS, and other joint services
data standardization programs; and identification,
classification, development, documentation, and coordination
of proposed Army automation standards.

. Control and monitoring of the Army data standardization
activity including: serving as the army participatiog
activity of the Defense Standardization Program; designating
responsibilities for standardization efforts; and reviewing
and coordinating proposed new/revised Feder ° Information
Processing Standards (FIPS) and American Nat -'nal Standards
Institute (ANSI) standards within the Army, and preparing
an Army response,

Qutside the Computer System Command the Army staff agencies
and major commands are responsible for:

. Maintaining and enforcing the use of ADP and data element
standards within their areas of responsibility

. Developing proposed Army ADP and data element standards
related to their areas of responsibility and providing them
to USACSC for review, evaluation, and approval as Army
standards

. Participating in the development of Army and higher level
ADP and data element standards through review and committee
involvement.

Gerera. guidance is provided in both the AR-18 and the TB-

.1 32r.23 zutlications. The Catalogue of Standard Data Elements
voLTU22s AR 13-00 Dbriefly describes the policies outlined
. - T3 [3-1.% sgecifizally breaxs out these responsibilities
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by major or3Janizations. It is interesting to note that as of
January 1979, the Army had 3200 data elements that were standard.
Of that number, 2800 are Guantitative (mathematical) while only
400 were non-guantitative. During our review of the Army data
stnndards program it was indicated that only a few activities
are submitting data elements for standardization. Some of the
factors identified as contributing to the low level of
participation by HQDA agencies in the standards program include:

. The process is too cumbersome and time consuming

. The process requires manpower spaces which are in short
supply

. Concern with anticipated impacts on existing systems and
documentation

. Concern with anticipated impacts on proposed systems and
documentation,

It is also important to point out that there are a variety
of standardization programs for the Army to follow, yet there is
no agreed upon hierarchy of which standard takes precedence. The
following represents a listing of the data element standard
programs to which the Army must subscribe: NATO; SEATO; CENTO;
FIPS; DOD; JCS; and ARMY,

The ret effect of all of these information standards programs
is that users are unclear regarding which standards to £follow.
For instance, the Army has location codes which are differenct
from the JCS location codes. Systems that use these codes require
cross indexed tables in order to identify the proper codes with
the proper organization. The same situation exists for country
codes and numerous other codes. Several officials also stated
that NATO Standards are not fully integrated in botorJCS and Aray
level systems, which makes interoperability difficult., As 2
result, the absence of a standardization nierarchy has made the
current information standards program difficult to manage and
confusing to the implementers of information systems.

(3) Data Administration

Data administration involves the coordination of user
requirements with system capabilities, the education of the
information user community regarding the contents and
availability of information, and metadata management which
includes a data element dictionary/directory that defines and
locates various data elements stored in information systems.
There is currently no formal HQDA-wide data administration
program. Data administration tools such as data resource
dictionaries/directories have not been developed at this
organizational level, However, a number of DPI's have been
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employing data administration concepts in the management of their
organizations and related information systems. Data dictionaries
have been created for a number of these systems.

Most information searches at the Headquarters, DA staff level
are done on a manual basis. The action officer and related
informal networks are used to satisfy information requests. One
tool which is related to data administration and the location of
information is project OPTIMIS. This is a catalogue of various
staff actions which can be used to obtain information needed for
new staff actions.

(4) Technology Assessment

The Army Institute for Research in Management Information
and Computer Science (AIRMICS) is the information management
technology assessment agency of the Army. Organizationally,
AIRMICS reports to Computer Systems Command; however, its budget
and program must be approved by DCSRDA. AIRMICS has been involved
in projects that concern areas of interest related to information
management such as advances in data base management, information
requirements specification and distributed processing
environments. .

AIRMICS, while reporting to USACSC, has the mandate for Army-
wide (including HQDA) information systems research. The Agency
raceives input from other Army commands and activities via its
technical conferences and programs. The Agency has not yet worked
in the area of horizontal information management activities but
is preparing to study the functions of a Data Administrator.

The remainder of information management technology
assessment that is accomplilshed in the Army is scattered across
the Staff Agencies' DPIs. These assessment efforts are generally
meore directly connected to individual sStaff Agency information
systems planning.

(5) Quality Assurance and Audit

Quality Assurance is usually releegated to individual users
and DPI's at HDQA. There are no information guality assurance
guidelines above the functional staff/DPI level. However, some
Army-wide programs are operated from the DPI level. For instance,
the United States Army Finance and Accounting Center (a DPI) has
a quality assurance program that covers information and software
that applies to financial applications Army-wide.

It is important to note that there are organizations at HQDA
which have a strong audit role. These include the Army Audit
Agency and the Inspector General. These organizations may review
systems, but they ta2nd to concentrate on specific prcblem areas.
However, the Inspector General does perform regulatory compliance
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reviews. For instance, it is within the Inspector General's
authority to review the Army Standardization Program.

(6) Forms Management

The Forms management function has long been a responsibility
of the Adjutant General (TAG) and is being performed throughout
the Army. Forms Management is basically the review of all HQDA
forms to ensure that information is not redundant and that forms
remain useful. No organization in the Army can initiate a new
form for gathering information without approval of the Agency
forms management officer. HQDA forms are approved by the
responsible activity in TAGO.

(7) Records Management

Records management is also under the control of the Adjutant
General. The records management program provides for the control,
filing and disposition of all manual and automated records of
the Army. TAG has the responsibility of prescribing records
classification, archival procedures, and maintaining records
until they may be destroyed. To assist in the management of
records throughout the Army TAG is also responsible for all
micrographics management activities, inlcuding policy formulation
concerning micrographics.

The records mangement activities of organizations are
normally reviewed by organization administrative personnel
(records mangement officers) and deficiencies noted and regquired
to be corrected. The Inspector General reviews the records
management program for TAG.

{8) Reports Management

The Reports Control or Management Information Reguirements
Control Program is the information requirements management and
analysis program in the Army. All HQDA level organizations are
required to have a Management Information Requirements Control
Officer (MICO) who is responsible for coordinating information
requirements reviews and adding or deleting reporting
requiremants in accordance with TAG promulgated regulatory
guidance.

Each MICO is required to maintain an Information
Requirements Catalogue (AR 335-11) which lists the information
requirement. An information requirement is considered to be
applicable to the program if it occurs with a predefined
frequency. Specific exceptions may be made but only by the MICOs.
All requirements are reviewed bi-annually. The Inspector General
and other personnel make periodic reviaws to ensure that the
program is working. ‘
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The Requirements Control Program includes both manual and
automated information and also controls new information
requirements as they are developed. In essence, no new H@DA system
can be developed without a requirements symbol being affixed to
its reports or products.

The Requirements Control Program often lacks the necessary
resources to be effective. Usually, there is only one individual
per functional area (i.e., DCSOPS, etc.) who is responsible for
the program. The dynamic nature of information requirements and
the process of requirements justification, when coupled with the
limited resources of the current program, limit its effectiveness.
There is also a lack of doctrine, tools, and command emphasis in
the Requirements Control Program area. Under the current
circumstances, it is almost impossible for the MICO to do a
comprenensive review of reporting requirements and actually
question the user's need for a specific report. This is compounded
by the rapid growth of data bases and related reports.

5. RECENT HQDA RESOURCE MANAGEMENT STUDY

A Resource Mangement Study was completed during July, 1978 by the
Chief of Staff to analyze the resource management capability of the
Army Staff as presently organized, The primary purpose of the study
was to evaluate the applicability of a Deputy Chief of Staff for
Resource Management (DCSRM) to the HQDA Staff structure, to consider
alternatives to both existing and DCSRM organizations, and to recommend
changes needed to provide optimum HQDA Staff capability for effective
resource mangement,

The study resulted in several recommended changes to the existing
HQDA staff structure and functions. Of particular interest to our
AQDA Information Management Project was the creation of a Resource
Management Policy Office in the Comptroller of the Army's organization.
This new office's broad mission includes the development of Army-wide
policy for the effective management of resources.

Other related Resource Mangement Study findings in the
information system and reporting areas inlcude:

. ADP systems which currently support manpower management are
managed by staff agencies which are forced into a detail-
level operator role versus that of an Army-policy-maker.
Incorporation of all manpower related information systems
in a single Staff Support Agency (SSA), charged to support
the manpower manager as well as other agencies, would remove
much of the complex detail from the Staff and contribute to
a broad management focus by the manpower manager.

. Manager information systems for supporting many DA Staff

(personnel, supply, etc.) ara not designed for use during
war time,
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. There is an immediate need to improve the manpower reporting
system. Manpower data was reported in manpower utilization
reports to DCSOPS, numerous personnel reports to DCSPER and
MILPERCEN, updates to the COA managed Civilian Budgeting
System (CBS), and as part of periodic USAFAC reports, to
include JUMPS., There is possible duplication between many
of those separately managed systems/report mechanisms. A
first step in improving the data flow to assist management
should include determination of what report data is reguired
and in what form it is currently available. Crosswalks
between reports appears necessary, not an expansion of
required reports.

. Initial FORDIMS implementation plans do not incorporate
Army~wide civilian and military manpower utilization data
within what is purported to be an integrated management
system.

PROBE Interface Study recommendations that an Army PPBS data
base be developed and a data base administrator be designated
are critical to the conduct of effective, integrated DA Staff
resource mangement. The Resource Management Study findings
seem to indicate a need to improve the management of Army
resources through high level coordination and assignment of
responsibilities. Similar remarks apply to the management
of information as a resource.

At this point in time it is unclear what role this resource
management policy will play in a HQDA information management program.
However, future directions and development in this area must be made
with full consideration of the scope and responsibilities of this new

ffice,.

6. INFORMATION MANAGEMENT COST ACOUNTING STUDY

On August 24, 1977 the GAO delivered a draft report to DOD
entitled, Accounting For Automatic Data Processing Costs Needs
Imgrovement. The report was the result of a survey of twenty-six
Federal organizations, providing data processing services (including
DOD). The survey found that basic cost components like utilities,
space rental, cost oi transmitting data from one place to another, and
military salaries were frequently omitted from reports of total ADP
costs. The GAQ concluded the survey by stating:

"Without accurate costs managers (1) may choose uneconomical
alternatives when replacing or adding to compter facilities and
(2) may fail to appropriately charge users of comparable
facilities for services performed."

On November 3, 1977 the Assistant Secretary of Defense,

Comptroller sent a letter back to GAO stating that DOD agreed that
Sost accounting for ADP needed improvement. A DOD-wide ADP Cost
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Accounting Joint Working Group would consider the new GAO Guidelines
in its systems development efforts. That Working Group approved the
GAQ Guidelines and required implementing schedules from zach of the

Branches of the services by October 1, 1978.

The GAQ Guideliners required the following costs to be captured:
Personnel, Equipment, Ccmputer Software, Space Occupancy, Supplies,
Contracted Services, Services from other units or agencies, and Intra-
Agency Services and overhead.

In our efforts to identify information management related costs
we found it very difficult to obtain this type of data. The current
accounting has not been designed to provide the level of detail needed
to perform this task. Improvements are needed by HQDA in this area
so that costs of information activities can be fully considered in
the management decision making process.

7. EXECUTIVE LEVEL GUIDANCE

During the conduct of our study, selected General Officers on the
HQDA staff were interviewed. We have inforporated much of the guidance
received during these interviews into our assessment of the status of
information management at HQDA and the design of a program for managing
information as a resource., The following discussion will focus on the
perceptions of the HQDA T2neral Officers. Although some officers have
different perspectives, some issues mentioned in several interviews
are highlight:d in this section.

Some of the officers' comments pertaining to problems and concerns
with information have been discussed in Chapter IV under the
Information Needs of HQDA. In this section we highlight some of those
remarks and comments which were made relative to the organizational
aspects of implementing an information resource management program at
HQDA.

The concept of established organizational domains was cited as
a potential roadblock to the implementation of an IRM program.
Information is often equated with power in an organization, and the
perception of an information resource management program as somehow
exercising control over the information of the various staff agencies
would not be favorably received. The centralization of information
across HQDA was generally deemed undesirable, as non-effective and
counter~productive in the HQDA environment.

Information resource management, as we have explained in this
report, focuses on the view of information as a resource of HQDA and
the need to manage that resocurce. This does not imply that a central
collection of this resource is necessary, or even desirable. Instead,
the information resource concept focuses on common ways to manage this
resource which can be implemented across all the staff agencies. The
information used in this management endeavor is metadata, not the
actual data itself,




There was no _consensus of a feasible information resource
management organization. There were widely varying opinions of the
necessity for a central organization to manage automated information
ranging from the opinion that it already exists to the opinion that
the function should not be centralized. Basically, though, there was
general agreement on the need for improvements in the way HQDA manages
its automated information.

In developing our initial program for information resource
management which is presented in this report, we have carefully weighed
the comments and guidance of the General Officers and determined what
we believe is a viable approach to initiating such a program. This
approach is presented as a first step in what is envisioned to be a
long and evolutionary process wherein HQDA can move from its current
environment to one of managing information as a resource.

The Army, like most organizations, is continually faced with
competing demands for resources. At Headquarters, the slze of the Army
Staff is shrinking so that additional personnel for new programs is
unlikely. This implies that the development of a program for
information resource management should carefully consider its resource
requirements. Indeed, requests for resources to implement the program
will be competing with other Army programs for priorities. Hence, the
various staff agencies must be convinced that an information resource
management program is in their best interest.

We have attempted in this report to demonstrate the need for
information resource management throughout HQDA. We have been careful
in the design of the program to develop a process which will assist
the Army (and each staff agency) in accomplishing its mission and not
merely add another layer of regulation and bureaucratic overhead.

In summary, the General Officers inﬁicated an environment exists
at HQDA which is in need of improvements in its information management
but which is faced with resource and organizational constraints on
implementing a program. This information provided valuable input to
our study and nhelped formulate our recommended approach which is
presentad in Chapter XII of this report.

8. SUMMARY QF ISSUES AND OBSERVATIONS

During the course of Phase I of our study we interviewed numerous
executive level officers, staff agency and DPI personnel. The purpose
of this section is to provide a summary of issues and observations
related to HQDA-wide information management that were developed as a
result of our data collection proces.

(1) Findings

. The activities pertaining to HQDA-wide information
management are perrormed oy a number Of sctarf agencies. No
single organlzation nas been assigned overall management
responsibilities for automated information management.
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. There is a sense of a lack of direction from HQDA in the
information management area. Etach staff agency and DPI has
approached theilr information management problems more or
less independently of any coordinated policy or guidance.
The problems are real and pervasive, but localized solutions ;
are being developed. i

. A central information management authority does not exist 0!
L t0 review system desligns or provide technical guidance and o
sypport of information management. Primary emphasis at the ‘
HQDA level has been placed on hardware and software
requirements and not on system information content.

. The role of the Assistant Chief of Staff for Automation and
Communications (ACSAC) 1s not clearly perceived. This has
been caused In part because of the recent creation of the
ACSAC in October 1978 and the subsequent ongoing efforts to 1
define objectives, develop plans, and set the overall
direction for this new office.

IPUURPUUIES SIS

. There appears to be a lack of support for the Army |
Information Processlng Standards Program. Only a minimal
amount of effort is being directed at this program by HQDA
as reflected in the limited participation by staff agencies
in having data elements submitted for standardization.

. It is difficult to define costs associated with current
standardization and information management efforts. Limited
cost data 1s avallable 1n this area. The HQDA accounting
system does not identify these costs in individual
categories.

(2) Impacts 4

. A fragmented approach to automated information management
had developed at HQDA. Because of the proliferation of
vertical Information-systems, usually developed internal to
the functional organization, data sharing is extremely
difficult,

Each of these issues and observations has been incorporated in our
analysis of the current HQDA environment and used in the development
of the information mangement requirements definition, The findings

! indicate the Army currently focuses its attention on managing ADP
rasources, not its information resources. Specifically, there is not
a focus on Information Resource Management as an independent activity.
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VI. INFORMATION MANAGEMENT WITHIN THE HQDA FUNCTIONAL STAFF

The purpose of this chapter is to describe information management
within the HQDA functional staff organizations. In the course of our
study, we gathered information concerning this topic primarily from
formal staff briefings, executive level interviews and relevant
documents. Our data collection and analysis was also directed, in
part, by the Study Advisory Group (SAG).

The functional staff agencies included in this review are ]
primarily the offices of

. The Deputy Chief of Staff for Logistics

. The Deputy Chief of Staff for Operations and Plans

. The Deputy Chief of Staff for Personnel

. The Deputy Chief of Staff for Research, Development, and
Acgquisition. .

. The Comptroller of the Army

. The Adjutant General

In addition to interviewing high ranking officials and responsible
individuals in these organizations, we conducted executive interviews
with

. The Vice Chief of Staff ﬂ
. The Director of the Army Staff
. The Director of Management
. The Director of Program Analysis and Evaluation
. The Assistant Chief of Staff for Automation and H
Communications
Further, we conducted interviews or received briefings from responsible
members of the offices of:

The Chief of Engineers
The Assistant Chief of Staff for Intelligence

The Surgeon General

| —
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as well as various Field Operating Agencies. The information which
we received from these interviews is incorporated into many chapters
of this report. This chapter focuses on the above-named functional
staff agencies and their currsnt approach to information management.

To provide an understanding of the information resource
management environment present in the HQDA functional staff
organizations we have divided this chapter into the following sections:

. The roule of the Automation and Information Systems Offices
. Status of Information Management Activities
. Summary of Issues and Observations.

Qur discussion of each of these subjects follows. 1

1. ROLE OF THE AUTOMATION AND INFORMATION SYSTEM OFFICES

In order to develop an understanding of staff agency information
management activities, it is important to first discuss the concept
and role of the automation and information system offices. The
implementation of these organizational approaches has had a direct
impact on what information management activities currently exist in
the HQDA staff agencies and how they are executed.

Army Regulation 18-1 designates the head of each HQDA staff
element as being responsible for automation and information system
activities. An Army staff agency automation management office (AMO)
or information systems office (ISO) office normally performs or
monitors the following functions and provides the staff with a point

of contact for Army management information systems and related
activities.

. Assuming proponency for Class Al Army Management Information
Systems (AMIS) and approving designatiocns in the GFSR of
proponents for other Class A and Class B AMIS within their
functional area of responsibility

. Formulating statements of General Functional System
Requirements (GFSR)

. Proposing Detailed Functional System Requirements (DFSR)

. Preparing and submitting economic analysis to support

information systems proposals

. Performing Army staff level supervision and continuing
evaluation of management information systems and data
processing activities under their jurisdicticn through staff
reviews within their functional areas of responsibility
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. Insuring the coordination and or review of all ADP and data
element standardization actions

. Monitoring the development and publishing of adeguate
functional user manual;, training user command instructor cadre,
and developing training regquirements for programs of
instruction in the Army service schools and training cencters
to insure a flow of functionally trained replacement personnel
from the Army training base Jduring the life-cycle 0f the systex

The workload, functions, and responsibilities of these offices
vary considerably among the staff agencies that we intervieswed. This
variance exists because each functional agency was given the authority
to staff the activity according to perceived need. As a result, some
functional agencies currently have more personnel spaces allocated o
the AMO function than others. As might be expected, there are some
differences among agencies as to what the roles and functions of the
AMO are in practice since there is no central TA guidance currently in
existence which describes and Jdefines the AMO functions. These factors,
when combined, c¢reate an operating environment in which the full
implementaton of the AMO IS0 concept may not te feasidble.

Dur ing the conduct Of our study, we have found that the AMC 30
are the Xey organi.ations and individuals in the information management
process. The extent to which information management functions are
veing performed in the HCDA staff is Jdirectly dependent on the degree
td which the AMO IS0 concept has been impiemented. Future pians and
directions in the information resource managsment area jgive fall
consideration to the experiences, successes, and problems of AMC IsC
staff agency functions.

. STATUS OF INFORMATICON MANAGEMENT

The discussions in this section focus primarilyv on the information
management activities of the individual functional stafsd organizations
at HQDA, and to a limited extent the surport whicu the staff agency
receives from its various DPI's. More detailed discussions of specific
DPI informaction management functions are contal d in the next chagter
oOf this report. The following dl:;dssxon" rovx e a jeneral review

I3

£ che status of information management for these stafft agencies. The
should not be construed as a ccmprehensive evaluation »>f ongoing stat
agency mission management and operation.

[

l

e

The responsibilities and Juties of the AMO and I50, where they
exist, will be highlighted, because of their key role in current
1nformation management activities. This discussion will concentrate
on the various organizational entities within the respective
functional staff agency.
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(1) Information Svstems Planning Review and Coordination

The information systems planning, review and coordination
function, varies by HQDA organization with both centralized and
decentralized approaches implemented. For example, the review of
information system plans within the DCSPER is highly centralized
as an AMO function. The DCSPER-level AMO resides in the Plans
Division of the Manpower, Plans and Budget Directorate. Each
DCSPER DPI and activity also has an AMO responsible for
information systems planning. All system change requests (SCRs)
and new system specifications are reviewed by the appropriate
DPI or activity AMO. Usually, at the GFSR stage, the DCSPER-leavel
AMO becomes involved in all systems development efforts and
retains approval authority for all DCSPER systems.

A decentralized approach to information systems planning is
utilized by the DCSOPS. This function is not being performed at
the DCSOPS level, but instead is performed jointly by the system
proponent directorate and the DPI involved. The remainder of the
functional staff agencies lie somewhere in the middle on the
centralized,decentralized scales. For example, the DCSLOG relies
on USAMSSA for this function for HQDA-internal systems. The
DCSLOG also assigns an action officer to each £field system for
planning, review and coordination. In the case of the COA, they
have retained the responsibility for systems planning but
assigned the authority to USAFAC. TAGQO has taken the committee
approach to planning. An Administrative Systems Steering
Committee has been organized to oversee the system planning
function in an attempt %to ensure TAGO coordination and
consideration of alternate data sources, the potential for data
sharing, etc.

Staff agency developments are handled in accordance with AR
18-1. The actual approach taken by staff elements ranges from a
decentralized, to a committee approach, to a centralized approach,
to the use of an external DPI apporoach, and finally to a retention
of responsibility but a delegation of authority approach.
Functional users get involved in the process as well as DPIs and
AMOs. Although AR 18-1 is the common thread that binds the effort
together, the specific approach taken varies as widely as the
number of staff agencies involved in the process.

The predominant approach taken by many of the staff agencies
is to focus on systems planning and automation activities !(as
opposed to information planning). In essence, the staff agencies
concentrate on the system specifications more so than on the
information aspect in the MIS planning process.

There was some evidence new trends may be developing. Within
the DCSPER community a study is currently in prc3jress: Personnel
Community Plan (PERCOP)., The study originated within MILPERCEN
but is being raised to the DCSPER level in an attempt to define
agency functional information requirements for the entire DCSPER
community. This approach promotes intra-£functional coordination
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for the recruiting, active, reserve, and civilian comgonent
personnel community. Ideally, the process could be =aken sne
step further to integrate DCSPER requirements with cthose otner
DA agencies, i.e., COA and DCSOPS, which Jdirectly interface with
DCSPER for personnel data.

v2) Data Standardizaticn

Little effort at the HQPA Zunctional staff level is being
devoted toward data standardication. With the exception of TAG,
and its world-wide terminology system for reporcs and forms
control, the functional staff agencies rely on the DPI's for the
standardization function. In some cases, the standardization
function has been formally delegated to a supporting activity as
in the case of DCSPER to MILPEZRCEIN and CIVPIRCEN, as well as <OaA
to USAFAC. But in other starff organizations it is simply assumed
that the DPI is cerforming this function.

Most Of the functional staff agencies are awar
benefits of a standardization program, but little e

underway at the staff agencies in instituting and audizing a
standardization program. OCSPER has recognized that their
supporting DPI's do, in some cases, use Jdifferent Jdat laments
for the same (tams. Related to this problem, there 1s a current
attempt to coordinate standardization among the organi:zations
involved. In fact, DCSPER and CCA are involved in an effor: o

coordinats the standardization of common data elements.

Approximately cne year age, the TCSRDA conducted a study
that revealed the use of approximately 5,300 different data
elements within the RDTE portion of the 2CSRCA community. This
study also identified some cverlaps and redundancies in these
data elements, but no action nas vet been %taxen because of :he
complexity of the problem.

Alchough most functional staff agencies are aware of
redundancies in data elements, thev Zreguentiy 30 not take =h
neceassary action regarding standardization decause 90f thelir
perceptions of the tremendous amount oI manpower reguired. I¢
the present trend continues in reducing the size of =he 3iClA
functional staff available to wor< on a standardization progranm,
it appears that a minimal effort will continue to be Jdevotad ¢

this important activity in the future.

(3) Data Administration

The full Jata administration function is not teing perforted
oy any of the functional staff organizations. A few 2sgecssz oF
this function are being performed Ly the various agend.es.
performance 0f this function 1s being zianned 07 e fotlte
some {nstancas, the supporting ZPIU's are perfcrni-a 0.

O0f this function.
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TAG is currently planning to establish a data administration
function in the near future, while COA, through USAFAC, is
currently trying to define the specific functions of a data
administrator. DCSRDA has developed user-oriented courses to
acquaint the users with the contents and capabilities of MARDIS
and the procurement data bases.

Some efforts have been devoted to the development of data
element dictionaries (DED). For example COA, through USAFAC, is
currently building a DED for PBAS and JUMPS, while DARCOM
maintains a logistics DED for DCSLOG. Although TAG currently
does not have a DED, one of the duties of the planned data
administrator would be the development of this TAG dictionary.

To summarize, minimal effort is being devoted to the data
administration function within the HQDA functional staff
organizations. Plans are currently underway to establish or
define this function in a few organizations, but primarily at the
DPI level. There are a few DEDs in existence, but they tend to
be systems orientad.

{4) Technology Assessment

From an information management standpoint, little or no
effort is being devoted to the technology assessment function
within the HQDA functional staff organizations. The efforts that
are being performed in this area reside primarily at the DPI
level, but most DPI technology assessment efforts focus on
hardware acquisition. For example, DCSRDA, through RDASIA, has
developed a ten-year ADP plan but its principal orientation is
hardware. In the case of the COA, the USAFAC AMO organization
has developed a long-range accounting systems functional plan in
an attempt to assess trends in information requirements which
may impact USAFAC's ability to fulfill these needs. TAG, at the
HQDA level, through the Administrative Systems Steering Committee,
is assessing IRM technology as it applies to administrative
systems for which TAG has overall DA-wide responsibility. There
is some evidence that more emphasis is placed on evaluating
technology impacts on Army Standard Systems than on HQDA
functional systems.

(5) Quality Assurance

The information management quality assurance function can
be divided into two basic components, i.e., quality assurance
pertaining to data and information management policy and
procedures compliance. The quality assurance of data, such as
editing and validation is usually performed at the DPI. But
policy and procedures compliance auditing are traditionally
performed by a higher level organization.
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The data editing function is resident within the various
application systems but the overall responsibility for
information quality frequently rests with the user of the
information or reports. The user must decide whether the
information is accurate and contact the DPI if it is not, so
corrections or explanations can be made.

Both USAFAC and MILPERCEN have a data quality assurance
program. In fact at USAFAC, it is a dual function, i.e., the Deputy
Commander for Automation provides application program gquality
assurance and the Director for Quality provides data quality
assurance as well as guality assurance planning. The MILPERCEN
quality assurance function entails the auditing of certain data
elements in an attempt to determine their accuracy.

Because there is little evidence of integrated information
management policy and procedures, an active audit program has not
evolved in this area. The primary reason for including this
function in this discussion is to highlight the need for this
function at the HQDA staff agency level. Given that the Army
does embrace the IRM concept, and policies and procedures are
established in this area, the audit activity can supply management
with information concerning deviations from established policies,
as well as providing an incentive for systems developers to design
such policies into their systems since they know this compliance
will be periodically checked.

(6) Forms Management

TAGO has overall respoasibility for DA-wide forms
management. TAG has developed policies and procedures relating
to this function and has promulgated this policy through Army
regulations. The forms management function for standard, DOD and
DA forms, within the HQDA function staff organizations, is
per formed routinely, in compliance with these regulations.

The management relating to locally developed forms varies
by organization. Most of the functional staff organizations
manage forms through an administrative office. 1In fact, DCSOPS
has developed locally forms management procedures to avoid
duplication of forms within the DCSOPS community. COA has also
developed local forms management policy and conducts periodic
reviews of locally developed forms to exclude duplication and to
review for compatible information.

Although all functional staff organizations provide the
forms management function, the primary efforts in the area focus
primarily on the form itself rather than the individual data
elements within these forms. For example, little effort is devoted
to standardization of the data elements contained on forms.
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(7) Records Management

The responsibility and authority for overall DA-wide
official records management policy and procedures rests with TAG.
TAG promulgates this policy and procedures through Army
regulations. As in the case of forms management, records
management within the functional staff activities is in
compliance with these regulations.

Some local effort has been devoted to the records management
function within the HQDA functional staff organizations. For
example, the DCSOPS has devised a local records management
program, managed by the Assistant Executive for Administration.
This DCSOPS organization sets local policy on retention and
distribution of records within DCSOPS and conducts periodic
inspections to determine compliance with policy.

(8) Reports Managemert

As with the functions of forms and records management, TAG
has Army-wide authority and responsibility for the records
management function. TAG executes this responsibility through
the Management Information Control System (MICS). The objectives
of MICS are to ensure that information requirements and products
provide information which is: adequate, accurate, timely, cost
efficient, and useful. TAG promulgates policy and procedures
relating to reports management via Army regulation. TAG also
administers the HQDA~level program,

Compliance with reports management-oriented regulations by
the functional staff organizations can best be described as being
within the letter of the regulations but not necessarily within
! the spirit of the requlations. The benefits of MICS are not being !

fully realized. ‘

By Army-~wide policy and direction reviews of local reports
{ management programs are being conducted within the HQDA

' functional staff organizations and at their supporting DPIs.
The DCSOPS Assistant Executive for Manpower, Management and
Budget has catalogued all internal DCSOPS reports. Each report
is assigned an action officer and all changes to the reports
are reviewed by him and the DCSOPS reports register is updated.
In accordance with TAG policy, all reports are reviewed
periodically to ensure they continue to meet user's need.

COA has also developed a catalog of reports. This catalog
is maintained by the Management Support Office. 1In conjunction
with report cataloging, periodic user reviews are conducted
to ensure that reports continue to meet the user's need fop
information., In the case of the DCSLOG Maintenance Reporting
Management Systen, report users can routinely contro} the reports
they receive and the number of copies they receive via a coded
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card system. The DCSLOG is attempting to install an "only as
required"” basis for most report generations.

3. SUMMARY OF ISSUES AND OBSERVATIONS

The remainder of this chapter will sumamarize the key issues and
observations relating to information resource management when viewed
from the HQDA Staff perspective,

(1) Findings

.  The AMO/ISO are important elements in the information
management process.

The extent to which information management functions are
being performed in the HQDA staff is directly dependent on
the degree to which the AMO/ISO concept has been implemented.

. The current approach to information systems planning varies X
by organization.

The performance of the information systems planning function
ranges from a centralized to a decentralized approach across
the staff agencies.

. Little effort has been devoted to data standardization at
the HQDA staff level.

In some cases, the data standardization function has been
delegated to a supporting activity. But in some staff
organizations it is simply assumed that the DPI is performing ]
this function.

. Data administration is generally not performed at the HQDA
functional staff agency level.

A few aspects of the data administration function are being 1
performed by the various staff agencies or performance of

this function is being planned. In some instances, the

supporting DPI's are performing some aspects of this

function.

. Minimal effort is being devoted to the technology assessment 3
function.

Most AMOs are familiar with the technology assessment
function, and are aware of current IRM technology. However,
the relationships of this function to information management
are not well defined and consequently have had little
influence on actual information management.
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. The staff agencies comply with the forms, records, .and
reports management of TAGO.

The actual approach to and emphasis on forms, records and
reports management varies by organization but generally is
in compliance with Army regulations.

. There is no consensus on a feasible organization for
information resource management. )

The staff generally agrees that the Army needs to improve
its information management, but there is no widespread
agreement on how to meet that objective organizationally.

. There will be competing demands for resources to establish ;
an IRM program. !

The authorized strength of the Army Staff is declining so
that new programs must be carefully scrutinized before they
are allocated resources.

. There is not widespread understanding of the IRM concept.

HQDA staff are generally not used to thinking about
information as a resource of the organization.

(2) Impacts
. The AMO/1S0 should be considered during IRM implementation.

Future plans and directions in the information resource
management area must be made with full consideration to the
experience, successes, and problems of the AMO/ISC staff
agency function.

. The current approach to forms, records, and reports
management may accommodate some IRM functions.

Although the specific approach to forms, records and reports
management varies by organization, the framework for
uniformity exists. Building on this basic framework to
perform the forms, records, and reports management function
will be less disruptive and less costly than attempting to
transplant these functions into another area.

. Education and demonstrated success are key elements to the:
implementation of an IRM program.

The success or failure of any attempt to implement an IRM
program hinges on the level of commitment to managing
information as a HQDA resource. The best approach available

to secure widespread acceptance of the IRM concepts is
through education and demonstrated success. !
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“II. HQDA DATA PROCESSING INSTALLATION ENVIRONMENT

The HQDA command and functional staff are provided automated data
processing support by thirteen (13) geographically dispersed DPlIs.
During Phase I of this study, all thirteen DPIs were visited to obtain
an overview of the current HQDA DPI operating environment. Selected
DPI personnel were interviewed to assess the current status of
information management activities at the DPIs. In addition, the study
teams conducted on~site follow-up reviews c¢cf the fourteen major systems
selected for review during this study (described earlier in Chapter
VIII).

The combination of site reviews, system reviews, and interviews
nas enabled the study team to formulate a consolidated overview of
the HQDA DPIs and has given representatives from each of the DPIs an
opportunity to comment on or participate in the study effort. Summaries
of the DPI operating environment are presented below under the topics:

. DPI Hardware and Software Environment

. Systems and Applications Environment

. Status of Information Management Programs at HQDA DPIs, and
. summary of Study Findings and Impacts.

Each DPI was visited and reviewed to determine how its
current operating environment characteristics might impact information
management. The objective of the reviews was to determine which
information management activities were currently being performed by
the DPIs. The study team was interested in determining what impact
the current hardware and software environments had upon the
effectiveness of DPI efforts to implement the information resource
management related functions.

A listing of the DPIs visited is presented in Exhibit VII-1l, which
follows this page. An overview of the HQDA DPI hardware and software
capabilities is presentad in the section which follows.

1. DPI HARDWARE AND SOFTWARE ENVIRONMENT

Each of the DPIs has developed and evolved independently and
grown in size and capacity based upon the level of support it was
authorized to provide its functional proponent. As might be expected,
the resources committed to data processing support by any individual
DPI varies widely due to differences in missions, organizational
functions, the nature and volume of data processed, etc. Likewise, the
level of data processing technology for nardware and software installed
at any DPI is based upon past ADP planning processes; the definition,
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justification, and approval of requirements; and the levels of funding
allocated to procure and install varying types of hardware equipment ]
and software programs. Summaries of the DPI environment are discussed

below under the topics:

. Hardware Environment
. Software Environment
. Telecommunications Environment.

(1) Hardware Environment 1

Exhibit VII-2 presents a breakout of the major computer
mainframes currently installed at the HQDA DPIs. Also indicated
are planned upgrades where identified by a DPI. The chart
illustrates the wide variety of installed computer mainframe
equipment which represents several generations of computer
hardware. Differences in vendors, as well as differences in models
within any vendor product line, are evident.

The variety of DPI mainframe equipment and its inherent
range of technological features directly influences the degree
to which the DPIs can, collectively, implement a HQDA information
resource management program. For example, the degree to which
the DPIs can standardize on equipment is influenced by the
regulations governing the equipment procurement process. The
regulatory process limits the DPIs' ability to select equipment
of preference. Several DPIs have identified the need to upgrade '
their hardware (such as, USALEA, USAREC and USAFAC). However, the 1
type of equipment approved is subject to the competitive
procurement process or the equipment re-distribution process, and
as a result, the type equipment to be received is not always
predictable or known. The National Guard Bureau (NGB) has
initiated the procurement process to replace its field IBM 1401
computers with state-~of-the-art minicomputers., The NGB, however,
is also dependent on the competitive bid process and must await
the selection of equipment prior to making decisions regarding
applications and software., In a related way, the Army has not
standardized on data base software because of the diversity of
hardware, i.e., certain commercial DBMS will not run on current
DPI hardware. However, the Army has taken steps to address this
problem and is in the process of developing requirements for
standard DBMS.

Because of these factors, standardizing on hardware may not
be a feasible approach for HQDA to take, initially, to facilitate
information sharing. The option to standardize on hardware could
only be exercised if a consolidated and coordinated major
procurement were planned and approved. Therefore, the economies
resulting from the installation of common hardware may not be
fully realized. However, hardware standardization alone does not
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EXHIBIT V=2

HQDA DPI Hardware Summary
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address many of the problems of managing information in a
distributed environment as discussed in this report.

Several DPIs have installed third generation mainframes
whose inherent design capabilities provide the DPIs greater
flexibility for applying information management technigues. It
is easier for DPIs with newer equipment to implement mcre software
aids (data dictionaries, directories and Data Base Management
Systems) due to hardware architectural design and available
technological features. User demands have established the trend
toward more on~line access, which DPI managers have perceived as
inevitable.

Conversely, several DPIs have reached a point in their

evolutionary development in which theircurrent configurations

[ inhibit their ability to fully satisfy their user communities.
However, they must address user community pressure for additional
service, They, too, are aware of the trends developing and
acknowledge that a transition to newer equipment is imminent.
These DPIs are in the process of identifying their future
requirements and some have already initiated the administrative
procurement procedures to acquire the next hardware replacements.

The nature of the current HQDA DPI hardware environment
places some constraints on the development of a HQDA~-wide
information resource management program. Standard hardware and
software will continue to be investigated by the Army, but, in
all likelihood, current procurement policies and regulations will
continue to constrain hardware (and, therefore, software)
standardization for the foreseeable future. The diversity of
system capabilities at the various DPIs will also constrain the
type and sophistication of IRM software tools which can be
installed at each DPI.

The impact of the diverse hardwar= environment upon a HQDA
initiative to implement an information resource management
program is significant. An evolutionary approach to
implementation will be required, and support of the IRM program
should be considered as individual hardware upgrades occur. The
diverse hardware environment reinforces the need for a
comprehensive managerial program. Technical approaches alone
will not provide a solution.

(2) Software Environment

Given the nature of the diverse hardware environment, the
study team identified that an even wider diversity of operating
system software, locally developed specialized software, and
commercial software packages are installed for use at the DPIs.
A partial inventory of software currently installed is summarized
in Exhibit VII-3. The summary is intended to be representative
{ : in nature, and does not attempt to identify every softiwure package
3 owned, leased, or used by the DPIs.
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Bearing in mind this study addresses information management,
the discussion will focus on DBMS software. The diversity of
software indicates that the DPIs have not been able to standardize
on common DBMS software on a HQDA-wide basis. As a result, the
DPIs have begun to support and maintain a wide variety of DBMS
software. In failing to standardize on DBMS software, some
economies that might be achieved due to centralized maintenance
or maintenance of single vendor software are not realized. 1In
the current HQDA DPI environment each DPI must train and maintain
the staff required to support this wide diversity of software.
This situation is perpetuated even as the DPIs move forward
towards installing DBMS software. Seven different DBMS packages
have been identified for the seven DPIs currently implementing
DBMS capabilities. Two DPI managers (at USAREC AND RCPAC)
indicated they currently experience staff shortages of required
personnel, or shortages of assigned personnel with the essential
data base software skills required to support the DBMS
implementation efforts.

To make the situation even more complicated, DPIs within one
functional area, as well as DPIs supporting closely related
functions, have not standardized completely »n software (or
hardware). Their ability to share and/or exchange data using
automated technigques is severely restricted due to both hardware
and software incompatibilities. For example, within the personnel
community, MILPERCEN utilizes UNIVAC 1108 hardware and the System
2000 DBMS; USAREC utilizes UNIVAC 1108 hardware and the System
2000 DBMS; but, RCPAC utilizes IBM 360-65 hardware with the Total
NBMS. The NGCC, which exchanges reserve component personnel data
with RCPAC, utilizes IBM 360-65 hardware but does not have a DBMS,
as yet.

As one would expect, in an environment as diversified in
capability and as large as that of the HQDA DPIs, the range of
service and support the DPIs can provide their functional
proponents or related functional areas varies significantly. Some
DPIs are still very much batch and remote batch oriented, some
have installed multiprogramming and multiprocessing capabilities,
while the more advanced DPIs have developed on-line, interactive
systems employing large functicnal data bases.

The management of certain DPIs, such as USALEA, USAFAC and
ARIBSS, indicated their ability to provide enhanced automated
data processing services is currently restricted, or will be in
the near future, because of their inability to install software
aids such as DBMS or data dictionaries.

In a more positive sense, the study team found that several
DPIs (USAMSSA, EDPC, RDAISA, CCSA, USAREC) have made significant
evolutionary progress to enhanced operating environments that
nave brought them closer to the state of the art in data
processing. The majority of DPIs have selected data base
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management software systems and are currently at different stages
of actual implementation in the systems life cycle sense. Some
DPIs are evaluating DBMS software for selection; some have
selected the DBMS software and are designing and installing the
capability; others are in the process of building or loading the
data base; and, several have completed the installation phase and
currently support operational data bases. Only in rare instances
have DPIs developed what the industry would describe as a totally
integrated data base,

By providing these advanced capabilities, the DPIs have been
able to render higher levels of service to their user
organizations, and thus bring data to decision makers more
efficiently. However, this does not necessarily imply mora
effective information is produced. Other factors such as guality
of data, proper identification of requirements, etc., would
contribute to the value of the information.

The software aids that support an IRM concept can create
positive and negative impacts on the organization. From a
positive viewpoint the objectives of installing these software
aids are to provide:

. Greater flexibility for the user through interactive query
and report generator software

. Enhanced data independence through data base software,
thereby improving the potential for data sharing and
increasing the flexibility of application systems

. Improved management and control over data through data
dictionary and directory software,

There are, however, negative aspects as well. DPIs with
limited hardware capability cannot readily install commercially
developed aids for various technical reasons. Internal
development of similar aids may be uneconomical or infeasible
because hardware upgrades are imminent.

While these packages can provide the individual data
management support needed by each DPI, the variety of systems
will pose some problems in the future. Because the DBMS structure
their data bases differently, data sharing among the DPIs will
not be easy. Direct access to data bases at other DPIs with
different software packages will require significant
technological developments. More likely, the individual DPIs will
continue to exercise control over access to their data bases by
making available specific releases of data bases or generating
periodic magnetic tape files and hard-copy reports.

One objective of an IRM approach is to curb the proliferation
of DBMS by avoiding local optimization and by standardizing on
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DBMSs, if feasible. This may not De completely feasible for HQDA,
but some limitation should be established to curb excessive
proliferation. While the selection of a single DBMS may be both
inappropriate and infeasible, a policy recommending selected
DBMSs based on hardware considerations may be warranted, thus
limiting a particular choice of DBMS for a line of vendor
equipment. Currently, no central policy has been established to
provide Army-wide guidance in such matters.

(3) Telecommunications Environment

In reviewing DPI telecommunications capabilities the
objectives of the study team were to determine the degree to
which the DPIs can share data from two basic perspectives:

. Horizontally, across functional boundaries, especially at
the DPI and HQDA level

. Vertically, through organizational boundaries within and
beyond the functional area.

The reviews of the DPIs indicated that the HQDA DPIs have
not collectively developed, nor have they been directed to
develop, an integrated and cohesive telecommunication capability
that takes advantage of current technology and that fully supports
the current information needs of the HQDA staff.

Viewing each DPI independently, the study team found that
each DPI has developed its current telecommunication
capabilities, to satisfy its local needs. Many have developed
capabilities to facilitate the access and retrieval of data. The
capabilities, for the most part, are directly related to
functional activities, with little or no inter-functional support
provided. One DPI, USAREC, in support of MEPCOM, is conducting a
field test in which several terminals, model UT400, have been
installed. The newer terminals provide the users the capabilities
to edit data at the source of entry, temporarily store data for
future transmission, and generally assure higher wvalidity of
source data, etc., which supports the Command's internal effort
to improve its information management posture. Once the prototype
test is completed a procurement will be initiated to complete a
MEPCOM-wide installation of the tested terminals to upgrade the
entire AFEES system.

Viewing the DPIs collectively, the study team found that a
nearly identical philosophy for telecommunications has been
adopted in satisfying the requirements for the transfer of data
between DPIs. Where the requirement to share data between one
or more DPIs has been identified, the DPIs involved have worked
out an approach for sharing data acceptable to each party. 1In
many cases this is a less than desirable solution because of the
operational implications. A DPI capable of utilizing automated
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interface techniques cannot effectively implement the automated
interface with a DPI that does not possess the same capability.
Therefore, the use of punched cards and mailed magnetic tapes
occurs. In many instances, the receiving DPI cannot utilize the
exchanged data until the data undergoes some transformation
process such as conversion or reformatting. Technical
considerations aside, one DPI (ARIBSS) indicated it must often
overcome problems related to sensitivity or confidentiality of
data (related to privacy more so than security) before it can
obtain data from another HQDA DPI and eventually prepare it for
re-utilization.

Analysis of the data collected supports the conclusion that
the collective DPI level of development of telecommunications
capabilities is still in the very early stages of growth. There
is, as yet, a very heavy use of punched card, and magnetic tape
exchanges. There is evidence that data transfer is accomplished
in some areas through the use of Autodin, dial-up and dedicated
communications lines. An even higher level of data transfer is
evident in the WWMCCS system where CCSA is linked with other
participants in the WWMCCS Intercomputer Networx {(WIN). The
trends indicate there is an increased demand for improved
telecommunications.

Some DPIs (for example, USAFAC, OTEA, AND ARIBSS) have expanded
their computing environment to include .ontractor-supplied timesharing
services. We did not collect data on the extent of use of such
commercial facilities in HQDA, but the trend for increased use of
external computing resources is apparent. This trend indicates that
further problems of ‘incompatability and data sharing can be expected
as the variety of commercial services used by HQDA increases. HQDA
will have to address the proliferation of applications run on
commercial systams and establish policies (and perhaps standards) with
regard to the management of information stored on these facilities.

2. APPLICATIONS ENVIRONMENT

During the DPI reviews the individuals tasked with providing user
support were interviewed to obtain an overview of each DPI's major
application systems inventory. The DPI approaches to application
systems management were discussed to ascertain how the individual DPIs
* design, develop, and maintain systems in the process of satisfying user

requirements. The reviews were not solely limited to the user support
provided to the DPI functional proponent, but included analysis of DPI
activity required to support other functional staff organizations.
The interrelationships are extremely complex because the DPIs share,
exchange and distribute their data with many entities within and beyond
their functional proponent organizations.

summarizations of the findings made at each of the DPIs related
to the applications environment are discussed in the sections titled:
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.
. Inventory of Major Application Systems
. Summary of Application System Management Approaches

Analysis of Current DPI Activity.

(1) Partial Inventory of Major Application Systems

One objective of the study team was to ascertain the nature,
amount and coiwlexity of application systems currently run at
the DPIs and to determine how they interrelate tu support the
functions of the HQDA staff. Another objective of the study was
to assess how the systems manage the information they collect,
process and distribute. Preliminary inqQquiries revealed that many
of the DPIs, in characterizing their major systems and
applications, tended to label groups of related applications
programs as one application or system. By doing so the scope and
breadth of activity or types of data processed actually performed
by the DPI is unintentionally masked. To appropriately reflect
the primary data processed at the DPIs, the major systems
applications were identified for comparative purposes. The DPI
application inventories were consolidated to highlight the major
functions, types of data processed and important similarities and
differences. Exhibit VII-4 page presents, for each DPI, the major
HQDA staff functions supported, the types of data processed, and
the major system name to provide an overview of the HQDA-wide
applications inventory.

Viewing the inventory summary collectively, some of the
predominant similarities, as well as specific uniguenesses of
data processed are evident. Several DPIs process personnel data
in one form or another to support force structure and personnel
accounting; i.e., DCSOPS/USAMSSA for manpower authorization data;
DCSPER/MILPERCEN and DCSPER/USAREC for active force strength
data; and, TAG/RCPAC and NGB/NGCC for reserve component strength
data. Several DPIs process data to perform officer career
management, i.e., MILPERCEN, RCPAC, EDPC and the NGCC. Nearly all
DPIs process budget data. These commonly processed types of data
supporting similar functions establish many of the requirements
for data sharing between two or more functional areas.

The chart further demonstrates that many unique data
processing requirements exist for which there may be a low
requirement to share data internally within HQDA, but a higher
requirement to share the data externally, i.e., water quality data
for EDPC; equipment field test data for OTEA; and behavioral and
social science research data for ARIBSS.

The nature of the systems identified provides a sample of
the type and nature of data processed by the HQDA DPIs. It

demonstrates the current high potential for data sharing within
and beyond HQDA. Feedback from DPI managers indicates the demands
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for data are rising rapidly and that the requirements to share
data are continually increasing. A mechanism for measuring and
evaluating the impact of such new data requirements currently
does not exist and should be considered in the development of an
information resource management program. Obstacles to sharing
the data efficiently have been identified (based on hardware,
software and applications incompatibilities) which can only be .
overcome through coordinated planning. i

(2) Summary of Application Systems Management Approaches

Using AR 18-1 as a basis, the DPI reviews were designed to
investigate the roles of the DPIs in systems development; how
the DPIs are currently organized to support their functional
proponents and maintain systems in the AMIS life-cycle
environment; and what, if any, organizational changes are
occurring to include or incorporate information resource i
management functions. Each is discussed below.

The Role of the DPIs in Systems Development

In reviewing the systems management approaches which the
individual DPIs follow, it was determined that throughout :the DPI
community each performs one or more of several common roles which
are listed below and described in the paragraphs which follow:

. The DPI serves as the central design agency for its
functional area

. The DPI designs, develops and maintains functionally unique
systems run at that DPI only

. The DPI designs systems which later may be adopted as Army i
standard information systems (to be developed and maintained
by Computer Systems Command), which are run at Army-wide
DPIs throughout the world.

Several DPIs indicated they have been designated as central
design agencies for their respective functional areas: the NGCC
for the National Guard Bureau; USAFAC, for the Comptroller of the
Army; and, EDPC, for the Corps of Engineers. Within the
Comptroller area, the USAFAC DPI has adopted a centralized
approach related to information systems. The systems which are
developed are run at USAFAC and also at selected locations
throughout the Army. They are not categorized as standard systems,
since they are not run at all Army DPIs. The EDPC performs an
identical role for the QOffice of the Chief of Engineers, and, the
NGCC functions similarly for the NGB.

For the second role identified above, nearly all the DPIs

perform systems analysis, design and development activities to
respond to functional user requirements. The nature of the
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systems are such that they process functional data, primarily
intended for use within the functional area. In most instances,
the systems developed are run and maintained at the individual
DPI only. Some DPIs (USALEA, OTEA and ARIBSS) currently do limited
or no systems development, but do maintain those systems currently
operated by the DPI. USALEA is maintaining current systems only
and is not developing any major systems; CTEA designs data bases
used to facilitate the gathering of test data for Army materiel
undergoing test and evaluation; ARIBSS primarily gathers data
for specific laboratory research projects, therefore, its computer
usage for management information systems reporting to HQDA
amounts to only four hours of computer processing per month.

As a result of earlier HQDA attempts to standardize systems
wherever possible, several of the DPIs designed standard systems '
for Army-wide use, e.g., SIDPERS. Under the standardization ’.

i

concept the DPIs supporting the functional proponents designed
the systems for Army-wide use, then, transferred the
responsibility for system development and maintenance to Computer
Systems Command.

Current Organizational Structures of the DPIs ® |

An analysis of how the DPIs are organized to carry out the !
management responsibilities for new systems, via AR 18-l !
guidelines, concluded that the DPIs are organized differently to i

\

manage two primary resources: systems and programming support,
and data resources. The organizational structures and approaches
will be discussed in the paragraphs which follow.

In several DPIs (MILPERCEN, RCPAC, and NGCC), the analysis
indicated that the DPI emphasizes support of independent data
resources. Within these organizations, the major systems and
applications which have been developed were designed to provide
direct support in narrowly defined areas. That is, systems
demonstrate a single application orientation. To accomplish this
task, independent data systems applications and files have been
developed. Systems analysts and programmers have been dedicated
to develop and maintain those capabilities within defined
3 boundaries.

To avoid the limitations and constraints inherent in an
organizational structure which is functionally oriented, several
DPIs are organized to consolidate their systems and programming
support in order to provide independent users a pool of resources.
In this environment the user data resources remain application
oriented, yet the systems analysis, and programming capabilities
become consolidated to provide an increased level of support.

In the first type of organization, the undesirable feature

of the vertical, functional orientaton is that it inhibits cross-
functional data sharing. In the second organization, greater

VIIi=-1l0

| | 116




collective knowledge about systems requirements and contents is
achieved through the consolidation of the systems analysis and

programming resources, thus promoting the concepts of data sharing
and systems integration.

Evolving Organizational Structures of the DPIs

Another type of organizational support has evolved recently
in some DPIs that incorporates the most advantageous features
for both the data resource and systems programming function. In
these organizations, the systems and programming staffs have been
consolidated, and the data resources have been consolidated or
integrated, at least in a partial sense. The system analysis,
design and programming support has been reorganized into a central
support capability implementing integrated data base systems. In
a parallel way, application oriented data files are being replaced
by integrated data bases.

A significantly high number of DPI management personnel
indicated that their organizational structures have been modified
and policies have been formulated to provide the DPIs greater
centralized control of the systems management functions. Many
stressed they were emphasizing the designation of system:
proponents, and a concurrent assignment of responsibilities
giving the proponent more authority regarding approaches and
sign-offs on systems related decisions.

Within HQDA this evolutionary growth is viewed favourably
and provides evidence of the growing need for migration towards
fully integrated multi-functional data bases rather than non-
integrated single function applications. As the technology for
implementing these approaches improves, the complexity increases
proportionately. The major impact for the HQDA DPIs will be the
challenge of effectively managing this constantly changing
activity. The IRM concept can provide a logical structure and
format for this process.

(3) Analysis of Current DPI Activity

Upon inspection of the automated data processing support
provided the HQDA command and staff, the close relationship
between any DPI and its functional proponent becomes immediately
evident. Each of the functional DPIs is organizationally
responsible to its functional proponents. For twelve of the DPIs,
there is a one-to-one relationship between the DPI and the
functional Staff Agency each supports. The major exception being
USAMSSA, which is tasked with supporting HQDA as a whole and is
organizationally responsible to the CSA and ACSAC. While
USAMSSA's primary proponent is ACSAC, the DPI has a one-to-many
relationship with the HQDA Staff Agencies, providing automated
support to multiple staff organizations, many of which have
identified the need to interrelate and share data.
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When the HQDA is viewed from an external scurce, it appears
that the intra-functional concentration is predominant, that is,
the functicnal proponents are closely linked to their supvorting
DPIs and that data sharing across functional areas is difficult
to observe although it is evident. From an outside view the
"stove-pipe" effect is easily distinguishable. However, when
USAMSSA is viewed independently a perception oI data sharing
across functional lines becomes apparent. By its charter, the
USAMSSA DPI has vestad interest in more than one functional
area and, therefore, supports systems that cross over functional
boundaries.

In effect, USAMSSA is one of the few design activities that
provides direct support for the multi-functional staff. In
executing this responsibility USAMSSA has been involved in the

creation of multi-functional common data bases, data administration

efforts, and the design of HQDA management systems.

The study teams reviewed the intra-functional and inter-
functional data flows that exist for the DPIs and determined that
their operating environments are changing. Requirements exist
for the individual functional DPIs to process, exchange and report
data within and outside their functional area. The external
requirements are increasing, placing higher demands on the DPIs
to share data. The nature and complexity of these relationships
will be discussed under the topics:

. Intra-functional data flows
. Inter-functional data flows
. Intra/Inter-functional data flow complexity.

A summarization of specific observations related to data flows,
exchanges, sharing, etc., will also be presented.

Intra-functional Data Flows

In the first analysis, each DPI was reviewed from its intra-
functional perspective. In this way the functional orientation
was examined to include the major data processing activities the
DPI was engaged in to support its functional proponent(s). This
general relationship is graphically represented in Exhibit VII-
S, which follows this page., Focusing on the intra-functional flow
only, data flows from units in the field (any source below HQDA)
to the functional DPI, undergoes some process, and then is made
available to the functional proponent on the HQDA staff, and may
eventually be passed beyond HQDA to DOD, OMB, Congress and/or
other agencies. The graphi¢, further, reprecents the nature of
the data transmission medium. Inputs from the field may be
hardcopy, cards, magnetic tapes or electronic transmissions
(Autodin, dial-up or dedicated circuit transmissions, etc.). At
the DPI a filtering process occurs and data is made available to
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the functional proponent via hardcopy reports, or in some cases,
through on-line terminals. Data passed beyond HQDA generally is
transmitted via hard copy reports. This functional orientation
has been the basis for the existence of the functional DPIs in

" the past.

Inter-functional Data Flows

‘ In the second analysis, each DPI was reviewed from an inter-
l functional perspective. The DPI data processing activities were

examined to determine the extent to which the DPI functional
boundaries were crossed, either to accept inputs or create outputs
at varying levels of support. For the inter-functional
relationship the study team found that the DPIs receive data in
the form of inputs from several levels: upward from the field;
laterally from other HQDA DPIs; downward from other HQDA
functional staff; and downward from organizations external to
HQDA. The same level of data sharing resulted for outputs, i.e.,
the DPIs created outputs (in variable forams) for all of the
corresponding organizational levels. The evidence is strong to
support the conclusion that the DPIs are heavily involved in
inter-functional activities.

Intra/Inter-functional Data Flow Complexity

In the last analysis, the level of complexity of these inter-
functional relationships was examined. It was immediately evident
that the combination of levels of inter-functional support for
all 13 DPIs was, without doubt, highly complex. A common approach
used throughout the study has been to examine samples of activity
within the HQDA environment for analysis. The complexity of the
inter-functional data relationships that exist in two sample DPIs
(CCSA and USAFAC) are demonstrated in Exhibits VII-6 and VII-7
which follow. Exhibit VII-6, on the following page, depicts a
1 majority of the direct and indirect interfaces or relationships
that exist for the Command and Control Support Agency (CCSAa)
automated systems. There are four categories of interfaces;
Government Agencies, Department of Defense Activities, Combined
and Joint Commands, and U.S. Army Activities. The legend at the
top of the Exhibit depicts the type of interface.

The columns indicate the most direct interface with the
listed activity receiving input and providing output from CCSA
systems., CCSA interfaces with a majority of HQDA DPIs and with
almost every HQDA staff agency. Government agencies which are
not a member of WWMCCS receive only indirect interface. A majority -
of all interfaces are directly due to the nature of the Command
and Control Reporting System. Also shown are the direct computer-
to-computer interfaces established through the WWMCCS
Intercomputer Net (WIN). Using WIN and the interconnecting Army
terminals throughout the U.S. Army units and overseas, almost
every major Army Command and HQDA Staff activity interfaces with
CCSA Command and Control Systems.
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EXHIBIZ VII-?
Interfaces with USAFAC Autemated Systems
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Exhibiz VII-7 on the following page, depicts a majority of
the direct interfaces with USAFAC Automated Systems. There are
basically five categories of interfaces; Non-Governmental, States
and Territories, Governmental (Non-DOD), DOD (Non-Army) and Army.
The legend at the top of the Exhibit depicts the nature of the
interface by each type of system - Payroll (JUMPS), Accounting,
or other,

The columns indicate the most direct interfaces with the
listed activity providing both input to and receiving output from
USAFAC systems. In the governmental area, the nature of this
relationship is primarily in the use of payroll data and
accounting data for statutory reporting requirements.

USAFAC has a great number of DOD (non-Army) interfaces
primarily in the Accounting and Tranportation area. These
interfaces are generally transactions fo: other DOD agencies, in
the case of the accounting interface, and payments for movement
of goods, in the case of transportation interface. It should be
noted that there are limited payroll interfaces at the DOD level.

The Army interfaces to USAFAC are the most predominant.
These interfaces are primarily in the area of payroll information
and accounting transactions. Exhibit VII-7 depicts the nature
of these interfaces with each major Army activity. One direct
interrelationship of data noted during the DPI review process
was between personnel and payroll. These activities use similar
data elements such as date of service, promotions, separations,
etc. The Army has tried in the recent past to collect both payroll
and personnel data at one point in a consolidated operation. The
project was never implemented, but served to demonstrate the
close interrelationship between payroll and personnel functions.

The two foregoing examples demonstrate the high level of
complexity related to data for CCSA and USAFAC. Supporting data
collected for the remaining DPIs indicates that the environment
is as complex for many of the other DPIs as well.

As might be expected, these numerous interfaces and data
sharing requirements are not all satisfied via automated
interfaces. Many methods of data sharing technology are utilized,
ranging from the least sophisticated (hard copy) to the most
sophisticated (intercomputer transmissions). As stated earlier
the DPIs have coordinated each interface reguirement as the
requirement emerged and satisfied each within the constraints of
the least sophisticated participant.

The DPIs reported a wide variety of problems that exist
#hich must be worked out. These problems are associated with the
HQDA DPI community's inability to employ the more recent
technological capabilities due to hardware limitations and in
many cases are due to the use of non-standard data elements and
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codes, making systems interfaces impossible due to
incompatibilities. Data conversions and special handling and
processing are often required to make exchanged data reusable. '

In this section the topics discussed have focused on several
aspects of the HQDA applications environment: a summary inventory of
the HQDA applications systems; a summary of application system
management approaches; and, a summary of DPI activity required to
; support the HQDA staff organizations. The discussions have
demonstrated the high level of complexity that exists relative to
information management and information systems at the HQDA level. The
subjects presented allow the reader to visualize a small portion of
data processing activity but in reality the total applications
environment is hidden from view by the current scope, magnitude and
complexity of all operational systems. The need to control and manage
this every increasing complexity is continually reinforced.

3. STATUS OF INFORMATION MANAGEMENT PROGRAMS AT DPIs

Earlier in Chapter III of this report, a concept for a
comprehensive information resource management program was presented.
Within such a comprehensive program several major functions have been
identified that ideally must be performed at various levels for the
program to be effective, e.g., IRM policy, education, data
standardization, data administration, metadata management, forms
management, etc. Some aspects of the IRM functions were discussed in
Chapter III, previously.

More detailad discussions of all the functions identified are
presented in Chapter X. Using the entities described for the
comprehensive IRM program as an ideal model, the DPIs were reviewed
to determine which of the functions they werz performing (and to what
extent) and to determine whether an IRM philosophy has been adopted.
The summarized findings are discussed below under the topics:

. Information Systems Planning, Review and Coordination 1

. Data Standardization

. Metadata Management, Data Administration, and Data Base
Administration

. Technology Assessment

. Quality Assurance

. Forms Management

. Records Managemen=<

. Reports Management
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(1) Information Systems Planning, Review and Coordination

Inquiries were made at the DPIs to investigate the manner
in which information systems planning, review and coordination
activities were performed. The responses, in nearly every case,
were that systems were planned and reviewed in a manner that
satisfied the requirements for systems designs as outlined in AR
13-1. The study team explained the IRM concept and sought to
determine if anyone reviewed the plans for an information system
with regard to use of existing data bases, potential for
consolidation of data, identification of data duplication, etc.
The overall objective was to detecrmine if individual systems
plans were viewed in a context of fitting into the big picture.

Most DPIs have not yet installed a review process of this
type, however, a few have identified the need for this type of
review in the future. Several DPIs have begun to address this
need, somewhat indirectly, through the appointment and designation
of data base administrators, the definition of data base
activities and functions, etc. In a practical sense, the DBA
movement has begun to deal with the information issues, but mostly
at the technical level rather than at the management level. Very
few DPIs have taken the step to identify a data administration
function or install a Data Administrator to deal with information
management, policy and related issues.

Several DPIs reported that the level of command interest in
information systems planning was increasing, and that Commanders
were becoming more informed about the need to better manage
information.

Those DPIs that have developed a sensitivity for the
information resource management concepts have begun initiatives
to evolve the organizational transformations essential to
implement such a concept. The DPIs have, in many instances, begun
to focus on:

. Formulating systems development efforts which incorporate
the information resource management approach.

Performing integrated functional requirements studies,
identifying horizontal information needs

. Involving the user community more completely in information
planning
. Assigning users proponency for systems, inputs and outputs.

Across all HQDA DPIs the level of information systems planning,
review and coordination that takes place is highly variable.

While conclusive evidence of a full scale implementation of this
function is absent, the study team did determine that some DPIs

VIiI-16

e i, s, - . ... o it . .—-‘_-..J




have already begun to implement the concept, and some are planning
to implement the concept in the near future. They have, in effect,
recognized the need for such a concept and are creating the demand
for it. The tendency however, is for each DPI to embark on an
implementation program, on its own, independent of the remaining
DPIs. This apparent pitfall can be avoided if the DPIs change
their perspective from the vertical orientation to the horizontal
orientation regarding information.

(2) Data Standardization

When addressing the subject of standardization at the DPIs,
the objective of the study team was to concentrate on data element
and data item standardization. Specifically, the study team
wanted to explore several aspects of the subject:

. Wwhich set of standards does the DPI follow?
. Is there a data standardization officer?

. Has the DPI submitted data elements to Computer Systems
Command for standardization?

. Are currently published DA standard data elements used in
new development efforts?

. Are costs associated with data element standardization
collected or maintained?

The information collected on the data standardization subject
for all DPIs was analyzed and the results are presented below
under the subject categories:

. Data Standardization Policy

. Data Standardization Programs

. Data Standardization Issues.

It should be noted that emphasis was placed on data
standardization. ADP standards related to hardware and software
are not addressed.

Data Standardization Policy

AR 18-1 establishes several data standardization policies
to promulgate the development and use of DA standard data elements
and codes., The reviews indicated some DPIs do not adhere in all
cases to DA standards policy for data elements and codes as set
forth in AR 18-1. The relevant findings are:

VIiIi-17

126




. Data elements, used in more than one system often are not
typically forwarded to CSC for standardization

. Currently approved DA standard data elements are not always
incorporated in new systems

. There are numerous key data elements used in several systems
which have not been standardized

. Common data element names are defined differently in
different systems.

The data element, Unit Identification Code, for example, is
used in a variety of systems (SIDPERS, FORSTAT, FAS, TAADS, etc.),
however, the coding scheme differs among systems. Currently the
data element, Unit Identification Code, has not been approved for
DA-wide use by Computer Systems Command. Coding schemes for the
data element, Education, differ for two systems that treat the
data as significant, i.e, the ARS and REQUEST systems which support
the Army recruitng effort. One system codes education
numerically, while the other use alphabetic descriptions.

Several systems recently developed or currently in the
development stage contain non-standard data elements., Examples
of such systems are FORDIMS, VFIDMIS, and PBAS. The primary reason
offered for the use of non-standard data elements was that the
time to submit data elements proposed for system use to CSC was
too lengthy. To avoid delay in systems development, decisions
have been made to continue development by including non-standard
data elements.

The study team examined the operational concerns of the DPIs
for implementing or failing to implement data standardization
policy. Many DPI managers commented that the DA standards program,
under CSC purview, was extremely cumbersome. Their primary views

were:

. The process to submit data elements for standardization was
time consuming and too lengthy a process

. CSC produces too much paper, most of which DPIs cannot take
time to comprehend

. CSC requests for comments regarding future documents about

to be published do not allow enough time for review and
analysis, therefore, comments are not prepared for submission
to CSC.

In related findings, the DPIs indicated that in their perception,
the DA standards program lacks enforcement, and minimal incentives
to follow the program exist. They also reported, almost
unanimously, that the DPIs lack sufficient resources %o confornm
to DA standards in the contex= of full participation.
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The obvious impacts of a proliferated use of non-standard
data elements and codes are: the inability to easily make systems
compatible; and, the extensive use of resources required to
convert, reformat or otherwise re-handle data to make it reusable.
Both result in inefficiency of operations and non-efficient
consumption of resources. The concept does not propose converting
all developed systems to some standard, but rather, intends to
influence future system developments so that higher levels of
standardization are achieved and data sharing is more easily
accomplished.

Data Standardization Programs

The study team found that the intensity and completeness of
data standardization programs varies by DPI, and fall within three
basic classifications:

. Limited programs
. Passive programs
. Active programs.

A few DPIs have no organized data standardization program,
whatsoever. Several have passive programs, i.e., they have defined
the functions of the program and designated offices responsible
for performing the function, but minimal resources are allocted
to perform the function. Several have active programs, i.e., they
have defined the functions, designated the responsibility, and
allocated moderate resources to perform the functions. The
programs, though, are still not comprehensive. For the most part,
they concentrate activity in certain areas: data element
standardization, documentation standardization, or systems design
and programming standardization.

Management Issues Related to Data Standardization

Discussion with the DPI personnel and analysis of the data
collected regarding the data standardization efforts at the DPIs
indicate that several issues must be addressed by various levels
of HQDA management before the data element and code
standardization effort becomes more effective, HQDA-wide. The
issues are identified as follows and summarized in the paragraphs
below: :

. Management emphasis on data standardization woyld facilitate
future data sharing and system integration

. DPI data standardization programs could be improved by
acquiring and using automated techniques to streamline
existing processes




. Data standardization efforts require nigher levels of
coordination to reduce the uneconomical use of resources

. Data standardization must be embedded in the information
systems planning process and users must see a valie in
implementing them.

The DPIs perceive that the DA standards program is not
uniformly enforced, and that inadequate resources have been
allocated to comply with the intensity of standardization
suggested in DA guidance. Since the data standardization activity
at any one DPI is perceived as inadequately funded the program
receives low priority. Closely related is the fact that without
accounting information the cost impact of data standardization
or non-standardization is not known. In many DPIs the
responsibility for implementing data standards was difficult to
pinpoint because of this lack of funding. Very few personnel had
been assigned data standardization duties as primary work. Nearly
all indicated that staff members integrated standards activity
as part of their regular duties.

In several instances DPI personnel indicated that
current systems under development were not incorporating
current DA standard data elements and codes. Two basic
reasons were given: emphasis was placed on getting the
system operational as scon as possible; and, the DPIs
have not developed a sense of urgency or conviction that
the DA standards program is worthwhile. Of course, not
every system needs data standards. Small, short-lived
systems which do not interact with other systems may
not warrant the effort necessary to implement standard
data elements. However, the life span of a system is
not always known during its development stage. UDPI
and system managers need appropriate information to
make conscious decisions regarding implementing data
standards. There can be a tendency to sacrifice the
long-term gains (standardized systems) for a quick
payback (operational systems). In this environment
the DA-wide objective of "system interoperability" may
be compromised.

In order to streamline the existing data element
standardization effort, the HQDA DPIs could take advantage
of automated technology. The study team concluded that
each DPIs' data element inventories are very extensive.
However, only a few DPIs have installed automated data
dictionaries to make the coordination of the effort more
efficient. At many DPIs screening and classifying data
elements is still a labor intensive exercise.

Because the DA standardization program is somewhat
less than successful, the systems currently being run
(and some currently under development) are characterized
by the use and proliferation
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of non-standard data elements and codes. The incompatibilities
that result have severely restricted the transfer and use of data
through efficient automated interfaces. As a result, substantial
resources are required in many DPIs to:

e -y

. Convert data for re-utilization
. Validate data for accuracy !
. Manually coordinate and resolve data errors.

In addition to both computer resources and personnel resources
consumed because of standardization inconsistencies, the failure -
of functional users to adequately define their functional

information needs has caused duplicative storage, processing and
reporting of data elements from multiple data bases.

(3) Metadata Management, Data Administration, and Data Base
Administration , i

The DPIs were reviewed to determine what level of activity
they currently devote to managing data, ver se. The findings are ]
summarized in the paragraphs which follow. 1

Metadata Management

The study team's objective was to determine if any of the
DPI's were performing the function of metadata management, in its
truest sense, i.e,, were any of them managing metadata separately
from data? If so, were automated tools such as dictionaries or
directories used, and what were the characteristics of the tools
which were in use, and how were they being used? The general
consensus among the DPIs was that metadata management is required,
however, few of the DPIs demonstrated any particular expertise
in performing the function. No DPIs had developed full-scale
. data directories (a directory contains information about what
4 data exists and where it is located and generally includes
information about automated and unautomated data). One DPI has
developed a limited directory for local use. Four DPIs have
developed limited data dictionaries (a dictionary contains
descriptive information to provide identification of what the
data is, i.e., definition, name, code structures, etc.). Several
indicated they are examining vendor commercial dictionary
packages for use.

P

In September 1978, HQDA designated the Navy data dictionary
RAS/STADES as a possible standard for Army-wide use. MILPERCEN
and CCSA are have adopted RAS/STADES for use and USAFAC is
currently evaluating it. RCPAC and USAMSSA are coatinuing to use
DATAMANAGER for local applications.
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In this instance, the trends imply a proliferation of data
dictionary software may occur. If such a situation materializes
the DPIs are creating situations that reduce the opportunity for
compatibility between DPIs, introducing yet another obstacle to
be overcome in data sharing. The study team did not evaluate
RAS/STADES but explored current DPI experience with the aid.
Several DPI managers did make comments: some gquestioned the
adequacy of the aid for their environment: some were dissatisfied
with it; and others have installed it for use. Because of the
lack of agreement on the suitability of RAS/STADES, we expect
that the DPIs will continue to experiement with and employ a
variety of dictionary software packages.

Data Administration

Data administration is generally perceived as a policy
setting role as opposed to data base administration which focuses
on a technical role. The interest of the study team was to
determine if the DPIs did, in fact, distinguish between the two
and 4id they develop the data administration function and appoint
a Data Administator. Of concern also, was the mechanism the Data
Administrator used to educate users and systems personnel :
regarding established policies and contents of the data base. \

Very few DPIs make the distinction between data
administration and data base administration. Only one DPI, EDPC,
had formally identified the data administration function and
taken action to staff it. Several (CAA, USAREC, and USAMSSA) had
identified the difference and were at varying stages of defining
what the function ought to be in their DPI and to what level it
should be staffed.

Data Base Administration

Eight of thirteen DPIs had defined data base administration
functions and appointed Data Base Administrators (DBA).
é Concurrently the eight have installed or are in the process of

installing some commercial version of DBMS software. As is the

case throughout the HQDA DPI environment there is a wide and
diverse interpretation of what data base administration is, what
the functions are, and what the duties are of the DBA. The
definitions vary, and depend greatly upon the nature of the DPIs
data base(s) and organizational structure(s). They currently
range from single data bases (with special purposes) to multiple
data bases and/or fully integrated data bases.

(4) Technology Assessment

This section deals with the degree to which the current and
1 planned hardware and software supports the functions of an IRM
program and how the DPIs are using the technology that they have
available.




Several of the DPIs have at least one DBMS and some have
two that operate on in-house =2quipment. In addition, other DBMS
packages may be employed on the various timesharing services used
by the DPIs. The general problem with the DBMS approach throughout
the HQDA DPIs has been a lack of technically qualified daca base
personnel. This is first avident with the initital decision as
to which package would help them the most. Once the package is
installed, there has then been a long learning curve for the
technical personnel.

With the exception of EDPC, which has three DBMS' available,
those DPIs that have more than one DBMS, are primarily using one
and beginning to gain experience with the newer DBMS as time
permits. Once again the problem has been lack of technically
qualified systems personnel., As experience is gained, the use of
the newer DBMS may become more prevalent.

Several DPIs, of course, have not installed data base
software either because the hardware will not support a DBMS or
because they have not yet committed themselves to adopting a DBMS
approach.

Few of the DPIs have an automated data dictionary/directory.
Once again, the reason has been primarily a lack of personnel
resources to evaluate the packages available, even though several
DPIs indicated that a dictionary/directory would be helpful to
them.

Information technology assessment is generally performed by
the DPIs on a random or ad hoc basis. This generally occurs when
the DPI realizes that on-site software will be unsatisfactory in
meeting future requirements. Several individuals stated that
they were unaware of any central source for information about
what IRM technology was available and what would suit their needs
best, but that, when necessary, each DPI performed its own
assessment of available technology.

(5) Quality Assurance

The quality assurance function in an information resource
management program concentrates on several factors primarily
centered around the audit and enforcement functions.
Specifically, a quality assurance program should include the
following items:

. Compliance testing of standards and procedurss
. Enforcement of standards and procedures
. Audit and enforcement of data accuracy.
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The DPIs were reviewed to ascertain what efforts were being made
in this area and what level of effort existed.

As in the other IRM areas, the degree of guality assuranc=
at the DPIs depended on the size of the organization's data base
and the relative value placed on the information in the data base. i
That is, those DPIs that have a large number of records to maintain i
and process tended to have a more stringent quality assurance
program than the smaller DPIs which did not have a heavy data
base orientation.

An example of a more extensive program was found at RCPAC.
RCPAC has a separate Quality Assurance Division within the
Comptroller's Office. The Division develops and administers a
quality assurance program for the center to assure product
guality. Some of the activities performed are:

. Conducting sample verifications and audits of computer {

stored information !
. Inspecting end products to verify accuracy ;
. Pre-screening of scheduled computer products and

recommending the release or rejection of the outputs.

In addition to the regular sampling of all outputs, an audit
of the master files is conducted semi-annually in which a complete
match against hard copy files occurs.

Other DPIs such as USAREC and MILPERCEN also perform some
quality assurance audits. Both USAREC and MILPERCEN periodically
perform comparisons of data items that are common to two systems.

The two DPIs that perform somewhat unique functions, OTEA
and ARIBSS, place nigh levels of quality control on the data they
process. Because they require high rates of accuracy they monitor
closely the validity of data collected. Likewise, their
statistical calculations require the use of valid data to support
results achieved based on tests and evaluations conducted.

The smallest DPI, USALEA, has not identified the need for a
formalized quality assurance program due to the nature of its
processing operations. It is primarily a secondary processor of
data, since most data it receives comes from other DPIs. It
teceives no data directly from field units. In this case, USALEA
depends on the quality control exercised by the originating
source,

Generally, enforcement of standards and procedures is done
in an informal manner throughout each of the DPIs. There is
lictle evidence of written enforcement policies. However, in
several DPIs compliance statistics are reported to the Commanding
Generals.
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There was little evidence to indicate units are reviewed to
check for compliance with AR 18-12, Compliance checks with the
forms management and records management programs are made dy the
responsible officers by conducting annual surveys. The results
of these surveys are reported to TAGCEN.

(6) Forms management

Forms management policies and procedures are included in AR
310-1. The primary objectives of the program are to ensure that
all forms are essential to the operation for which they are
developed, approved standards are used, proliferation of forms is
curbed through use of approved forms, duplicate or non-essential
forms are eliminated, and, similar and related forms are
consolidated. HQDA staff agencies and major and subordinate
commands are responsible for the operation of the program within i

|

their respective areas of jurisdiction. The forms management
officer in each agency or command is the individual responsible
for the operation of the program within that agency or command.

|
; All DPIs have programs to comply with AR 310-1. The forms .
; management officer is usually located in the Comptroller's Office
of the DPI. In some DPIs that are heavily records-oriented, the
officer is a member of one of the operational sub-elements. For
example, the RCPAC Support Operations Directorate performs the
forms management functions. Generally, individual data elements
are not checked for duplicate collection, but the information to
be collected is examined for duplication at a macro level.

| (7) Records Management

; Policy for the management of records is developed by the

: Records Management Division of the Administrative Management

| Directorate of TAGCEN. The policies are based upon two Federal

[ laws, The Records Disposal Act of 1943 and the Federal Records

L Act of 1950. These policies are promulgated in the AR 340 series
regulations for hardcopy records.

The AR 340 regulations define what is meant by records and
specify that enforcement of the policies is to be made by Records
| Management Officers {(RMO). A RMO is located at every DA Staff
E Agency and at each installation.

The Regulations are followed by each of the HQDA DPIs
visited. However, the extent of involvement with the function is
closely tied to the function of the DPI. RCPAC, as the primary
E records maintenance center for all Reserve Components and retired

Army personnel, is involved with the management of many personnel
! records. Records management functions are performed by the
Support Operations Directorate, The Directorate conducts the
required annual surveys and training in all areas of the entire
Records Management Program, including the Army Functional Files
System, '
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Although each DPI performs records management in varying
degrees and the location of the RMO is different, the program is
working and the regulations are being followed.

3) Reports Management

Policy for reports management is developed by TAGCEN's
Headquarters Administrative Systems Directorate, The policies
are developed under the Management Information Control Program
(MICP). The functions were established by DOD Directive 5000.19
and are implemented by AR 335-15. The major functions include:

. The evaluation and review of HQDA recurring information
requirements,

. Assisting the Army Staff in locating existing management
data, and

. Providing policies and procedures for Army-wide evaluation

and review of management information.

Each Staff Agency has a Management Information Control
Officer (MICO) whose functions are to assist the Army Staff in
the development of ‘information requirements and the revision of
such requirements, to analyze and approve or disapprove
information requirements as implemented by the Army Staff in
response to requirements of other agencies, and to conduct .
periodic reviews of both automated and non-automated information
systems as specified in AR 335-30.

As in both forms management and records management, the Army
regulations are followed by the various DPIs. However, the extent
to which the DPI carries out the spirit of the regulations differs.
Most of the DPIs carry out the MICP in a manner similar to RCPAC.
The RCPAC MICO is located in the Comptroller's Office. The MICO
is responsible for the overall policy enforcement. However, there
is an individual in the data processing area who acts as the MICO
for automated reports. New requests for information come into
this person who decides whether or not existing reports can nmeet
the need and if not assigns a Product Control Number which is
used internally in maintaining a product register. This MICO
then determines who is responsible for satisfying the requirement.

Schedules for recurring requirements reviews are set up by
the Comptroller MICO and, if an automated requirement, the review
is actually managed by the data processing MICO, who in turn
contacts the report proponent(s) for review decisions.

The USAREC DPI is in full agreement with the spirit of the
regulations and goes beyond the letter of the regulations when
performing reports management functions. The Command had
developed a general reports management philosophy which focuses
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“n the role of the recruiter and emphasizes that the recruiter

should not be required to gather and provide the inf- -~ation used
to manage their efforts. The feeling is that autor :d systems
should provide the data (it is already collected), t 2ty freeing
the individual to spend the maximum time recruitiny.

An MIS Task Force at USAREC has defined a set of reporting

criteria and developed a detailed analysis process which: .
. Inventories all existing reports and data requirements,
. Tests each report against the report criteria,

. Identifies reports for elimination that do not meet the
criteria, and

. Standardizes reports for essential information.

Based on the approach the Command has taken, more reports are
being eliminated than are being created. Further, User Guides
are available which tell how to use the report data, why the
report exists, what the data reliability is, how to interpret the
data, what the data sources are, etc.

A part of the review of recurring information products
includes the exploration of conversion of the outpu*:s to
microforms, Several of the DPI's have reported success with the
convarsion efforts during testing and do plan to increase usage
of CCM £or system ocutputs.

4. SUMMARY OF DPI STUDY FINDINGS AND IMPACTS

The discussions presented in this chapter have provided an
overview of the HCQDA DPI operating environment. The focus was on the
DPI system hardware and software env.ronment, the applications
anvironment, the current approaches to systems management, and, the
status of i1information management programs. The objective was to
presant summariza.ions of observations that describe DPI activity, as
it is, hizhl:iznhting items of importance. In this section the major
findings are consolidated and the impacts of the findings are
summar ized.

(1) Findings

Hardware and Software

. There is a wide varietv of computer mainframe eqguipment
instal.ed tnrougnhout the HQDA DPIs. Many different vendors
are represented; and, many different models within a vendor
product line are installed. Several generations of ADPE are
cperated: some DPIs cannot adeguately fulfill user
requirements; and, others have adeguate capability.
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Data

An extensive and diverse inventorvy of operating svstem

sottware, commerclal software and speclallzed so:tware is

installed at DPLs. Based on a varlety of malnframes, multiple
vendor operating systems, as well as versions of opverating
systems, must be maintained. Seven different DBMS software
packages have been selected and are being installasd. Several
versions of commercial data dictionary packages have been

selected for use.

The HQDA DPIs do not have an integrated and cohesive
telecommunications capabilllty that taxes advantage of
current technology and that fully supports the current
information needs of the HQDA staff. 1Individual DPIs
concentrate on solving thelr independent needs for sharing
data. The DPIs do not have sufficient automated interfaces.
The level of current technology for sharing data is not
uniformly adopted by all DPIs. They still transfar 3data in
many forms (hard copy, cards, magnetic tape) that are
inefficient.

Sharing

Hardware and software incompa*ibilities make svstems
interfaces difficult to achieve. Non-standard nardware
configurations require multipie technological
considerations to implement system interfaces which, though -
complex, can be managed. However, in many cases overcoming
the hardware aspects is insufficient as systems contain non-
standard data elements and codes, making efficient
interfaces nearly impossible.

Orj;anizational Considerations

Multiple DPIs process similar and related data, anéd perform
simllar, related functions. Personnel data 1s processed oy
several DPIs to support various HQDA functions such as force
structure planning, manpower management, readiress planning,
etc. In a related example, the function of Officer Career
Management is performed within several DPIs.

There are a wide variety of DPI organizational structures
in existence, some of wnlch are lnapproprlate to support
planned DBMS environments. Several DPIs were still organized
to provide support for functional users within the proponent
organization; some were consolidated to provide general
support; and, many are evolving and reorganizing to support
DBMS operating environments.

The requirements for inter-DPI activitv should continue to
increase significantlv. The dynamic nature of the HQDA
anvironment has caused increased demands for data by sources
other than the DPIs functional proponent. DPI managers
envision ever increasing requests for Jdata.

VII-i8




Information Systems Planning Review and Coordination

Data

The information systems planning review and coordination
function 1s not universally performed taroughout tne DPI
communlty. Some DPIs have adopted an IRM or gquasi~IRM
approacn to systems planning in which any planned system is
evaluated in a context of fitting into the big picture.
Information issues are being dealt with at the technical
level, more so than at the management level.

Standardization

Data

Uniform adherence to a DA-wide data standardization proaram

has not been achieved. In many instances DPIs fail to follow
current DA standardization policy. The level of effort
committed to implementing standards is less than adequate
to achieve DA standardization goals. Additional management
attention, as well as additional resources, are required to
implement a program in the spirit of the requlations.

Administration

Very few DPIs demonstrated any particular expertise in
performing tnhe metadata management function. Metadata
management {the management of data about data) is in its
infancy in the HQDA DPI family. Directories are virtually
non-existent; some attention has been given to the
develcpment of data dictionaries; and, some DPIs have
installed data dictionary software.

Very few DPIs pverform the function of Data Administration.
Few, 1f any, DPI managers among the larger DPIs have defined
a need for the data administration function to address issues
related to information management and policy.

Information management is being addressed at the technical

level. Many DPIs have selected DBMS packages to adaress the
Information management problem. They have created and
defined the functions, named data base administrators, and
are installing data Dbases.

Technology Assessment

DPIs are performing the technology assessment function on
a random or ad hoc basis. None of the DPIs are staffed to
assess state-of-the—-art technoleogy on a permanent, recurring
basis. Some technology assessment occurs in the ADP long-
range planning process if new equipment replacements are
anticipated.
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Quality Assurance

Limited Quality Assurance programs are evident in many DPIs.
The emphasis 1s placed on guality of output data. There 1s
some emphasis on input data where contrecl can be exercised,
but the evidence of formalized programs to monitor input
data is less substantiative than those for output data, whare
control is easier to apply.

Forms, Records and Reports Management

(2)

The DPIs have instituted local programs to comply with
exlsting DA regqulations for forms, records and reports
management. Where necessary, several DPIs have expanded the
DA-wide programs by augmenting them with enhanced local
programs. The thrust of these programs focus internally and
programs which evaluate the interrelationships of forams,
records and reports management between functional areas were
not observed.

Impacts

Hardware and Software

Data

The DPIs are unable to accrue the benefits that result from
standardizing on hardware and sottware. The resources
required to support non-standard nardware and software
operating environments are greater, especially when there
are extensive requirements to exchange data between
organizations. The magnitude of incompatibilities is much
more complex requiring multiple unique solutions to
repetitive problems.

Sharing

Additional resources are being expended to make exchanged
data more usable. In the current environment the use of
hardcopy, cards and tape exchanges have disadvantages which
include requirements for special handling, use of mail and
courier services, acceptance of time delays, and the
inability to efficiently support expanding requirements.
Similar disadvantages are experienced at the point of
receipt. In many cases additional resources are needed to
reformat or convert the data prior to re-utilization.

Increased emphasis on sharing data will require
comprehensive planning and attention to systems integration
concepts. Any system planned for development will nave to
be reviewed in the IRM sense to assure its interface
requirements are adequately satisfied. A higher level of
coordination than currently exists must be achieved.

The requirement for sharinc data is increased as DPIs crocess
similar data and perform like functions. Tor example,
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multiplz organizations or Staff Agencies perform the
function of Officer Career Management (e.3., DCSPER, USAR,
NGB, COE, 2tc.). Lixewise., each supporting DPI (MILPERCEN,
RCPAC, NGCC, and EDPC) prccesses Q0fficer Career Management
data. In order to centrally aggregata data of this type,
processed on a distributed basis, cross-functional
coordination is required to insure similar systems include
standard data elements and codes, consider automated system
interface requirements, etc., or efficient data sharing will
not result.

Qrganizational Considerations

. Evolution to data base oriented operations may cause
organizational turbulence. Reorganizations will result due
to a redefinition of functions and responsibilities.
Similarly, the tyves of skills required by the organizational
staff will also change. Since a shortage of trained
personnel is prevalent, the DPIs will have to plan for
extenslive training and education programs. User education
will also have to be stressed to maxe a smooth transition 1
for the organization as a whole.

. DPIs must plan to increase the level and scope of services
provided. In order to efficlently satisfy new reguirements,
the DPIs will, of necessity, have to install newer more
efficient and reliable data transfer technologies.
Processed data will have to ke more effectively managed to
be responsive to increases in both volume and content of
information requested.

Standardization

. DPI managers will be required to make stronger commitments
to implement and adhere to DA standards. Thls initiative
will require =mphasis to establish effective policy, define
programs, create and follow procedures, and streamline an
existing laborious process. The notion of embedded o2lief
ir the concept rather than unilateral anforcement must be
fostered.

Data Administration

. To facilitate better metadata management, automated '
capabilities will nave to be developed such as directories
and dictlonaires. To satisfy thls requirement the DPIs will
have to acquire the necessary personnel with attendant ‘
skills, and select coftware aids that meet their needs.

. Data management problems will have to be addresed at both
the management and the technical level. The complexity of
operations at many DPL3 will not necessarily manifest itself
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in highly complex organizational structures. The
differentiation will be at the function level, where one
individual may perform one or both functions. 1Ideally the
functions should be independent to separate the policy
aspect from the technical aspects.

Technology Assessment

. HQDA needs to develop the capability to assess current
Technology, as the rate Of change 1in tecanology 1s rapidly
accelerating toda;. The functlon can be pertormed locally
at each DPI, or collectively by a single group external to
the DPIs, but closely linked to the DPIs for guidance,
evaluation and support.

Quality Assurance

. Quality and validity of data are dependent on programs that

enforce quality control at the source. Since the majority

OF data processed by the DPLs is received from sources
outside the DPIs, each DPI in effect forfeits control over
data quality to the originating party. Partial control can
be regained through more effective quality control programs.
A greater level of anforcement of these programs will be
necessary.
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VIII. SELECTED APPLICATION SYSTEMS ANALYSIS

The HQDA command and staff receive information support form both
manual and automated information systems of varying complexity.
Currently, the DPIs operate and maintain thousands of application
programs designed to satisfy information requirements. To gain a
perspective of the nature and complexity of these systems, fourteen
major systems were selected for an in-depth review for this study.

The results of the systems reviews are presented below under the
topics:

. Objectives of Analysis

. Application Systems Selected for Analysis
. Summary of Systems Descriptions

. Application of IRM Methods and Technology
. Summary of Findings and Impacts

In the next section the objectives of the systems reviews are
summar ized.

1. OBJECTIVES OF ANALYSIS

The objective of the individual systems analysis was to identify
examples of HQDA's need for Information Management through a review
of 14 representative systems and to look across those systems for
common attributes. The systems were initially identified by the Study
Advisory Group (SAG) and final selection was based primarily on an
evaluation of their diversification and visibility in HCDA, as well
as ensuring that each of the functional staff agencies was represented.

The systems reviews consisted of consulting the available system
documentation and conducting supporting interviews with the
appropriate HQDA system managers. The purpose of these reviews was
to:

. Determine how information is managed within a system

. Determine how information is shared among systems
. Determine the interfaces (types, controls, etc.) among
systems
VIII-1
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. Determine the entities about which information is being
stored
. Determine the extent of the use of data standards, data

'management software, etc.

The result of this process is an approximation of HCDA's current level
of Information Management activities at the systems level. These are
not generalizations about all of the HQDA systems, but rather an in-
depth look at particular systems to verify findings from other aspects
of the study.

e ——————

2. APPLICATION SYSTEMS SELECTED FOR ANALYSIS

A major problem the study team faced was that of limiting the
l domain of possible systems that could be reviewed. 1In this section
; we present the methodology for selecting the sample systems.

(1) Application Systems

The systems chosen for analysis are identified in Exhibit
VIII-1l. The Data Processing Installations that are associated
with each of the systems can be seen in Exhibit VIII-2. As seen
in these exhibits, the systems are representative of the thirteen
data processing installations which support the HQDA staff
agencies.

(2) Rationale for Selection

l The decision~making process at HQDA is supported by a wide
variety of systems. The systems selected for analysis were chosen
because they represented systems that interrelate with various
staff sections, support individual functional areas, and also
support activity which crosses functional and organizational
lines of authority.' Some systems at the HQDA level are supported
by feeder data provided by operations and systems in place at
lower levels of command, such as those in the budgeting and
execution areas. Other HQDA systems operate in support of
activity which impacts field operations.

3. SUMMARY OF SYSTEMS DESCRIPTICONS

! The systems selected for review are representative of the

; broad range of management information systems supporting HQDA.
The information requirements supported range from functional
area, specific vertical reporting of status or inventory type
data to models which are used to analyze and develop policy
alternatives. The diversity of the systems selected is discussed

below, and shown graphically in the series of exhibits which
follow.
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EXHIBIT Vil=2

Systems Investigated

0Pt
SYSTEM z .
3.8 ¢ S 5 % .
PROBE X
FOROIMS X
ARCS X
EMF X
ARS X
RIM X
UIC/FORSTAT X
i0PS X
RAS-STADES T X o
LOGNET X
] MARDIS X
PBAS , X
SIDPERS-AC b ‘ X X
1 R ! ; 3 | { : ) : ‘
e Lot
a
;
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(1) Systems Characteristics

Various types of systems were selected for review. These
systems can be characterized by their use; as a data tase system,
a data management system, a vertical reporting system, an
analytical system or a decision support system. A data base
system is one which is used to provide data to a wide range of
users. The EMF is a large masterfile which is the primary source
of enlisted personnel data for the Army, and is used by a wide
variety of users and systems. Data management systems are those
whose obiective is to support some kind of data management
activity. . our sample, ARCS supports reports control and RAS-
STADES supports data element management. A vertical reporting
system is one which supports an official vertical reporting
requirement. An analytical type system is one which performs a
significant amount of processing and calculations, though it may
also serve reporting requirements or support the management
decision process. A decision support system, as described here,
is a system which directly produces inputs to the decision-making
processes of HQDA. These definitions, or use descriptions, are
not mutually exclusive. In fact, many of the systems are best
characterized by a combination of these attributes. The systems
selected for review are characterized by these use descriptions
in Exhibit VIII-3. This exhibit shows that, the systems selected
for review are representative of the broad range of types of
systems which support HQDA.

Our study found that the systems selected for review were
in various stages of development. The LCGNET system, for example,
is still in the conceptual design stage. The EMF, on the other
hand, has been in use for many years. A large system may have
one subsystem which is operational, another in the final stages
of testing and implementation, and another which has not yet been
designed. An example of a system described by these
characteristics is FORDIMS. In Exhibit VIII-4, the systems
selected for review are characterized as either being designed,
being implemented, or fully operational. For the purposes of this
comparison, a system is considered to be in the "Being Designed"
stage until the detail design is completed or until the DFSR is
completed and approved. A system is characterized by this exhibit
as being in the Operational stage if the original development
process has been completed. In this stage the System Evaluation
Test or Prototype Evaluation Test is complete, and the only
development activity is ongoing maintenance and system change
requests. A system is characterized as Being Implemented if it
is somewhere between the other two stages, that is, if it is being
coded and tested. Systems with multiple subsystems may be
characterized by being simultaneously in any combination of
stages. Exhibit VIII-4 depicts that the systems selected for
review are in the complete range of developmental stages. !
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EXHIBIT VIII-3

Systems Reviewed Characterized by Type of System

TYPE OF SYSTEM

SYSTEM

Data Sase

Data
Management

Vertical
Reporting

Analytic

Decision
Support

PROBE
FORDIMS
ARCS

EMF

ARS

RIM
FORSTAT
JOPS
RAS-STADES
LOGNET
MARDIS
PBAS
SIDPERS-RC
1£S

X X X X X

x X X X

X

X

X X X X X




EXHIBIT Vili-4
Systems Reviewed Characterized by
Stage of Development
EVELOPMENT
0 L N ein ar .

SYSTEM Dssig:ed Implyr::ntation Operational
PROBE X X
FORDIMS X
ARCS X
EMF X
ARS X
RIM X
FORSTAT X
JOPS X
RAS-STADES X

i LOGNET X
MARDIS X
PBAS

{ SIDPERS-RC X

’ IFS X

i,

!
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The systems selected for review were also found to vary
greatly by the number of automated management information systems
interfaces. The Army Reports Control System, (ARCS) for exampie,
is a completely standalone system with no automated interfaces.
The data in the system does identify other systems and r=aports,
but the information itself is manually entered into ARCS for use
by ARCS alone. MARDIS and RAS-STALDES are systems with various
intrasystem interfaces. MARDIS data bases report up into higher
echelon data bases, and various installation RAS-STADES systems
feed a central RAS~STADES system. However, there is no automated
exchange of data with any other system. We also found that RIM
requires data from many systems, and FORDIMS provides data to
many systems. Other systems have a limited number of automated
interfaces, and receive data from, or provide data to only one or
two systems. The degree of interaction with other automated
management information systems can be seen in Exhibit VIII-S.
This exhibit shows that systems selected had considerable
diversity in the number of automated interfaces with other HGDA
management information systems.

The foregoing discussion of systems characteristics is meant
to demonstrate that, measured along various dimensions, the
systems selected cover a wide range of possibilities. BRased on
the information in Exhibits VIII-2 to VIII-3, our findings
concerning information management activities, as they impact HCDA
automated management information systems, are not particular to
the policies and procedures of any one CPI, of systems in a
particular stage of development or of one particular type of
system. Further, our observations, and ultimately the
alternatives and recommendations presented later, are sensitive
to the requirements and operational considerations of systems
which operate within the HQDA environment. However, as
representative or typical as this sample of fourteen systems may
be, it is nevertheless a sample of only fourteen £rom among
thousands of automated management information systems supporting
HQDA.

{2) Systems Life Cvcle and Management

The Army Management Information System life-cycle
encompasses three separate and distinct but complementary phases:
Systems Planning and Pefinition; Systems Development; and, System
Installation, Operation, and Maintenance. Each phase requires
definitive and increasingly explicit systems documentation,
review, and management, as outlined in AR 18-1.

. Systems Planning and Definition

The systems planning and definition gphase encompasses all
documentation and procedures, from concept formulation
through requirements formulation. It provides for
definition of these concepts and reguirements in terms of
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specific stems objectives. The x=y Jocuments zsrad
croduced i nis phase ars the General Functional S
Regquirement (GFSR}, Management Information System Ec
Analysis (WISLA), Crganization arnd Perscnnel Plan .0

Detailed Functicnal System Requiremen* {DFSR; Guidance,
[

-
g

4

~rr(f

Assigned Responsible Agency (ARA) ass;;nmcﬂb, ‘e CFSR, =2
Project Master Plan (PMP) Guidance, and, if reqguirad,
recommended ALCPE specificaticns. uL'i” this zhase, the
MISEA is updated as a result of CFSR preparation.

. Svstems Development

The systems development phase encomgpasses 2ll dccumentation
and procedures subsequent to approval of the CFSR through
the prototypce evaluation. It may include the procadures for
acquiring ADPE to support the systems during tessg,
evaluation, and operational life. The key documents. prcducts
produced in this phase are the project guidance deocument
ADP systems specifications, ADP system software and
documentation, Systems Integration T2st Report, svstems
develorment package, Prototypre Evaluaticn Report, znd Sy
Extension Plan. Also produced, as reguired, are the A
guidance document and documents supporting the selecti
and accuisition of ADPE. Durirg this ohase, the MISEA 1is
again updated. Specific approvals conztrol precgress.

. Systems Installaticn, Operation, and Maintenance
The systems installation, operation, ané maintenance thase
encomgasses all procedures for installing, crerating,
maintaining, and modifying the svstam. This phase starts
with agpreoval to =xtend the system and contirues until the
system (s phased sut by a replacement system or otherwise
terminatad.
In reviewing the various selected systems, a number of
Taragement apgroaches were discovered., The managament and
coordinazion activity during systems Jdesign, devblcpme:t and

maintenance ghases wer2 found to te accomgliished through a varissy
of mechanisms. In some cases, this activity was primarily
accomplished by the development group a“ the DPI which was
developing the svstem, as with FCRDIMS, RIM, and PRCBE. For the
AWMCCS systems, FORSTAT and JOPS, a JCS activity was the proponent
and responsitlie agency. Hence, these systems are subject to WWMCCS
long-term planning reguirements. For ARS, a system primarily used
by DOD, the joint service command MEPCCM is responsible for
determining hcw the system should be run. Scme orcanizaticns use
system adviscry 3roups (SAGs) or standing commistees to manage
and coordinaca systems actiVL;--s, as with SIDPERS-USAR and
LCGNET. <Cthers involw sers through semi-annual working cSroup
(ARS), or through local ccentrol 3roups (MARDIS).
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The common thread found between these systems and management
approaches is the adherence to, and application of, AR 18-1
policies and orocedures. This was evidenced through the
development of the documentation required for the different
systems, which in turn required that the systems development
efforcs include various considerations. The documentation for
many systems included GFSR, DFSR, and a MISEA. Although a
particular system may have combined the GFSR and DFSR, or
develoged two DFSRs due to extensive design modifications, the
systems do adhere to a common development process. This process
is described in AR 18-1, and covers reguirements for design,
development, test, evaluation and maintenance of various classes
of management information systems.

Army management information systems policy is outlined in
AR 18-1, and covers not only systems, but also management and
support of systems. 1In general, systems are classified by size
and application. Each class of systems has general policies
governing configuration management, documentation, and desigr and
develorment. Support policies prescribe program languages for
different applications and management policies cover ACPE
configuration, replacement and location.

Systems design and development in HQDA can be characterized
as the design of unigue functional systems, which are generally
the result of locally defined reguirements. Many of the systems
were developed and designed using functionally dedicated
hardware. The systems evolved in response to specific functional
and mission requirements which has resulted in an environment
that i~ fragmented and not the product of a zlanned and integrated
effort. Frequently the systems overlap and the same data may be
capturad in different formats in response to these functional
requirements. The IRM findings relating to the systems
investigated are found in the following sections.

APPLICATICN OF IRM METHODS AND TECHNOLOGY

Earlier in Chapter III of the report several Information Resource

Management concepts were introduced. Using those concepts as a tasic
model, the systems selected were reviewed to determine which of the
concepts were taken into consideration during each system's development
stages, and the ensuing implementation and operational stages. The
summarized findings are grouped under the subjects:

. Information Systems Planning and Review
. Data Standardization
. Data Base Administration/Cata Element Dictionary

. Technology Assessment

VIII-6
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. Quality Assurance
. Forms, Records, and Reports Management

The discussion which follows summarizes the level of information
svstaems planning and review activity observed for the sample svstems.

(1) Information Systems Flanning and Review

Systems design and development is characterized by the
design of unigue functional systems. Based upon our analysis, we
found very little joint planning, review and coordination which
taxkes place for the systems across functional areas. The systems
tend to be developed strictly to meet individual staff agency
requirements. These systems are the result of locally defined
requirements, and tend to evolve in response to specific
functional and mission requirements. The result is a systems
environment that is fragmented and not the product of a planned
and integrated design effort.

We have also found that system development varies in degree
from very little guidance, to the use of a systems advisory group
for guidance in the systems development cycle, such as that in
the SICPERS-RC system. According to several systems developers,
some of the systems were designed with only short-term goals in
mind, while others were designed subject to long-term informaticn

planning considerations, which can be seen in the WWMCCS community
systems.

In order to have systems that cross functional areas, system
objectives should be determined by coordinating functional
requirements. However, there tends to be a lack of coordination
Detween system developers. A survey of requirements can enable
system planners to develop systems which meet current and future
needs. Although some systems planners did conduct surveys to
determine regquirements, others had not conducted recent survevs
nor had they reexamined old requirements to ensure that they
still were, in fact, current reguirements.

{2) Data Standardization

Successful information resource management programs have
found that data standardization is vital to a successful program,
and should be a part of the development and implementation of a
system. There appears to be a renewed emphasis on data standards
in the systems we reviewed. This can be seen in the EMF system
which is developing a plan for compliance with the Army
Standardization Program. Most systems personnel expressed the
concern that the current data standardization process is
extremely long and time consuming. As a result, the systems tended
to be developed without regard to standard data elements, as
2videnced in the FCRCINS system, which is an intagration of data
from four syscems into a single data base.

VIII=?




Data element standardization is necessary for the sharing
and utilization of information found in system files. However,
our review found that data transfer and exchange efforts were
not easily facilitated, which caused 3 need for the establishment
of reguirements for data element conversion to other forms or
interpretations kbefore utilization. This resulted i1n slow
information access time and poor data gquality with many errors
across systems. For example, users in the personnel area report
that a lack of data standardization between personnel systems
inhibits data exchange. Furthe:, RIM developers expended
considerable effort in developing preprocessing routines, and in
editing and validating data sources. RIM was investigated as a
case study and is covered in more detail in Chapter IX.

) Currently, costs that are associated with the
standardization of data within an individual system are generally
not collected by systems personnel. There are no specific budget
line items associated with data standardization, and as a result
no specific allocation for this effort.

(3) Data Base Administration/Cata Element Dictionary

The data base administrator functions were generally not
defined uniformly across the systems reviewed. We found that the
administrator's function could be that of strictly technical file
administration, as in RDAISA, or the function could combine both
the technical and administrative policies into one functional
description, such as the CBA at USAREC. Along with responsibility
differences, we found locational differences as well. A local
svstem control group might act in the data administrator role,
as in the MARLCIS system, or there might be a division or branch
within the data processing installation that was specifically
tasked to do the data administration functions for several
systems, as at MILPERCEN for the EMF system.

The systems we reviewed generally did not have an associated
automated data element dictionary,directory. However, several
systems personnel indicated that they had plans for the
develcpment of a DED/D in the near future. PBAS is an example
of such a system.

»

It was recognized by the systems personnel that a DED would
provide a means to establish common definitions across HQDA
related systems and would also help in identifying data location
and system linkages.

{4) Technology Assessment

The systems that we reviewed made use of various software
application packages. Some of the systems used commercially
available data base management systems such as System 2000 and

halalaal

ICTAL., Ther= were also data base management systems that were
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developed in house by the systems perscnnel which were tailored
to f£it the direct functional reguirements.

Qf the data base management systems that are being used,
some of them have on-line query and update capabilities while
others run inputs and updates against their files in a batch mode.
The software applications and hardware configurations for the
sample systems c¢an be seen in Exhibit VIII-6.

The software applications shown in Exhibit VIII-6 currently
run on a wide range of hardware configurations. There is not a
standard configuration that is used by all of the systems, as can
be seen in the exhibit.

(5) Quality Assurance

Compliance audits are an essential part of an effective
information management program. A guality assurance program
should be an ongoing function with periodic audits conducted and
improvements made. In order to restore confidence in data and
improve its guality it is necessary to clean up data already in
files and also determine causes of poor guality.

Several of the systems we reviewed had developed internal
Q/A routines to spot check data, such as the PROBE system. The
input data was fully edited and placed in temporary files for
independent analysis and reports were produced showing input
which is sent to the originator for verification. However, other
systems had only manual verification for data quality with manual
checks made on actual data, as in the JOPS systenm.

The general lack of data quality was attributed to
installation level data bases upon which many systems were
dependent. In some cases, the lack of confidence in the data is
well founded because the data contained in several of the sample
systems 1s incomplete, inaccurate, or out of date. This poor data
gquality has been attributed to the data entry point where there
is a lack of incentive on the part of those entering the data,
as well as a confusion on content or format of what data is
reguired. A lack of effective software edit capabilities has
also led to poor quality data and a low level of confidence in
the data.

(6) Forms, Records, and Reports Mangement

Formulation of policy for forms, records and reports was
generally cdone through one c¢entralized office at the DPT, for
each of the sample systems. Management of this policy _unction
was either the responsibility of a central office which the
systems report to, or is the responsibility of the systems
functional user, as in FCRDIMS. For several of the systems, forms
were supplied and maintained by an outside office, such as USACSC
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EXHIBIT VIiII-&

Comparative Software and Hardware

Configurations
SYSTEM SOFTWARE HARDWARE ‘1
PROBE TOTAL DBMS 18M 370/2033
DATA MANAGER
FORDIMS TOTAL DBMS 18M 370/3033
ARCS STANDARD FILES 1BM 370/3033
EMF SYSTEM 2000 UNIVAC 1108
STANDARD FILES
ARS SYSTEM 2000 UNIVAC 1108
AIM STANDARD FILSS UNIVAC 1108 1[
FORSTAT I0S, WWOMS HONEYWELL 5000
JoPs ISP, WWDMS HONEYWELL 6000
| RAs-sTAOES DATA DICTIONARY PACKAGE HONEYWELL 3000
| LogneT UNDER STUDY UNDER STUDY
| VARDIS STANDARD FILES UNIVAC 1108
I 28as DMS 1100 UNIVAC 1182
L USAFAC DED
| siorers-Rc TOTAL DBMS 18M 360/65/50 w
IS NOMAO 08MS NCSS TIMESHARE Jl

1
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for the MARDIS system. The out..ée o0ffice conducts reviews to
ensure that duplication does not exist in reports and reporting
requiremencts. Screening is also done to check for compatible
informacion.

w

SUMMARY CF FINDINGS AND IMPACTS

The significant findings developed during the analysis of the
samgle systems are summarized in the paragraphs whicn follow.

(1) Findings

Multiple Data Bases

. The existence of multiple copies of the same data base has
caused problems for users and developers of several of the
svstems we reviewed. It 1s difficult to control the update
and syncnronize multiple copies of the same data base. For
instance, multiple copies of the Armed Forces Entrance and
Examination Station Reporting System (ARS) exist. Users
report there are instances where synchronization between
data bases was a problem. Another related issue is simple
duplication of data. The purpose of a data base management
system is to serve multiple users/applications yet in the
ARS case a copy of each data base is used by =2ach functional
user instead of centralizing the data base.

Data Sharing

. Among the application svstems we reviewed we noted in several
cases that a lack of standardization of data elements
innibited data sharing. For instance, the data element
Education is defined differently in ARS than in the systems
with which it must interface. The result of this definition
is numerous error listings that must be manually reconciled
between syscems. Non-DA standard data elements also exist
between JOPS and FORSTAT, in PBAS, PROBE and in a variety of
other systems. Each time a non-standard or otherwise
incompatible data element is searched by the system manual
labor has to be expended to reconcile the definitions.

. The systems reviewed exhibited a great deal of data sharing
between applications. In no case did we observe any
appilication of the 14 systems reviewed directly accessing
the data base of another application for informaticn. Most
of the sharing was in the form of passage of magnetic tapes
back and forth. Passing tapes, while a long-standing
practice, is not free of problems. Incompatibilities between
hardware make various tapes difficult to read. Tapes cecome
outdated while still in transit and the construction of
data contained on a tape (records per block, parity, etc.)
differs from tape to tape. The lack of direct data base
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Technology Assessment

guery is indicative of several problems the Army must cope
with which are:

- The level of technology in communication devices which
are currently in use (limited high speed transmission
capabilisy)

- The psychological barrier against letting another
organization use any data base

- The evident lack of standard data elements that can be
used for mutual communication.

Each of the applications we reviewed, exhibited a different
consideration for existing hardware and software technologv.
A variety of the applications reviewed concernec tnemselves
with usage of data base management systems for data
retrieval. Cthers were concerned with use of teleprocessing’
equipment to share information with a variety of users.
Others concentrate on the provision of several statistical
packages to a community of users. The important point
demonstrated is that none of the applications we reviewed
are tied together by a common concern or objective of sharing
information from the easiest accessable source or the most
technology efficient source.

Each of the systems we reviewed depicted various
considerations for communications tecnnology. The current
ADP planning process emphasizes the importance of
integrating communications with systems. Many applications
we reviewed were dependent on designs that were oriented
toward existing AUTODIN I communications. 1In essence,
advanced communications concepts were not being considered.
The WWMCCS community applications (FORSTAT and JOPS)
indicated a consideration for high speed data transfer. The
remainder of the applications are currently limited by
existing AUTODIN equipment. Many of the systems personnel
we interviewed stated that information management in the
context of their application would be limited by current
communication devices., Little direct access across
functions via teleprocessor is evident, tapes are frequently
mailed instead of transmitted, and message formats are still
card image oriented instead of being more efficiently
transcribed. The applications we reviewed indicate that
current communications considerations may inhibit
information management across functions.

VIII-1l1




Cuality Assurance

. The svstems we reviewed highlighted the lack of an official
or uniform guality assurance prog¢ram emploved on tne data
in the svstems reviewed. We found cata guality problems in
a variety of systems (RIM, IFS, MARDIS, EMF) and currency ¢f
information problems in systems (EMF, MARDIS, ARS). Data
guality control procedures that were in evidence
concentrated more on program gquality control rather than
information gquality control. We found users of these
applications distrustful because of limited or non-existent
procedures for quality assurance of input data.

Forms, Records and Reports Management

. Forms Management, Reports Management, and Records Management
considerations were not evident 1n much of the systems
documentation that we reviewed. These runctions arz often
consicered adminlstrative and not related to information
processing and systems development activities. Concern for
forms and reports management would detect problems of
duplication of existing data and interest in records
management would assist in limiting the size of tape
libraries. The documentation we reviewed indicates that
these functions are largely ignored in systems development
and maintenance, however, they are integral to any
information management process.

. Based on our review of systems in different functional areas
1t 1s apparent that the management 1nformation control
system 1s not uniformly adnered to tnroughout HQDA
applications. For examplie, RIM develops forms for which some
organizations would require a Requirements Control Symbol
(RCS) for any reqguest for information on a recurring basis.
Other organizations were either unconcerned or applied the
grogram to one time requests. Among the other applications
we reviewed RCSs or Product Control numbers were not always
assigned nor were program exemptions present. The lack of
uniform application of information control procedures limits
the effectiveness of any effort at location or reutilization
of existing information.

Data/Systems Management

. In reviewing the various systems, a numker of management
approaches were dlscovered, none of which were coordinated ‘
by HQDA nor were there 1indlcations o6f cfecurring reviews Of
the systems management process. The planning mecnanlsm LOrC
dCDA 1s outlined in AR I8-1. However, many of the planning
activities are required to be responsive to higher level
organizations such as DOD and JCS. Systems such as FCRSTAT,
JOPS and ARS are subject to higher level planning authorities
which may not directly integrate with Army planning. It is
important to remember that an agreement between all
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activities to perform a similar planning process ensures an
orderly and coordinated approach to information management.
The Army must determine how applications which are
controlled by higher authorities can meet the Army's
information objectives.

Each of the applications we reviewed exhibited different
consiceratlions 1n lnformation lntegration. Systems design
and development 1n the Army nas oeen characterized as the
design of unique functional systems. We found the designs
of the applicaticns that we reviewed supported this
characterization. Limited consideration was given to normal
recurring information sharing or extraction of information
from other data bases. System interfaces appeared to be
specifically designed and the appearance of general
interfaces that could be used by a variety of applications
is limited. Each of the system data bases that were reviewed
were functionally oriented rather than cross functionally
oriented which further limited information integration. The
design activities represented did not report to a similar
source nor was integration of information across functions
a specific responsibility of one organizational activity in
a majority of the applications.

The use of data base technology and the data tase
administrator functions were not defined uniformly across
the applications that we reviewed. ror instance, some data
base administrators were being used as strictly technical
file administrators while other data base administrators
would be both technicians and policy administrators. 1In
other cases, a data administrator was present who would
prescribe data management and use policies and interface
with data base users. The variety of activities and
technology observed indicates that there is no common thread
of understanding among management as to how data base
technology or data base management can be employed in the
context of existing Army applications. This is the result
of a lack of g idance on information management from HCDA
and also indica‘ive of the level of technical understanding
of a relatively new concept to the Army.

There was no uniform use of data dictionaries/directories
4Cross organlzations or systems that we reviewed. The
applications we reviewed represented the last ten years of
Army ADP technology. Therefore, many of these applications
were associated with software concepts that are dated. The
use of data dictionaries with specific DBMS/applications
has been considered new technology for many of the systems
we had reviewed. Therefore, there are varying concepts of
employment of data dictionaries with various application
systems. None of the systems that we reviewed had
pregrocessors with interfacing active dicticnaries - in this
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case input data would have to vass a dictionary edit and
the dictionary would control data in the data base. In mest
cases where dictionaries were in evidence systems personnel
recognized that the dictionary was a means to provide common
definitions across HCDA related systems but had not
attempted linking data by location. Limited guidance on the
employment of dictionaries was evidenced nor was there
organizational/appliication consideration being given to
linking dictionaries.

. Existing documentation covering tne systems we reviewed is
1n various stages of completion and may be characterlzec as
d usually incomplete, usually outdated, and usually
f unavailable. Documentation 1s the activity associated with
F development that is usually deemphasized when resources
become constrained, yet many managers we interviewed agreed
that it is one of the most important tools to understand a
system. "All of the applications we reviewed exist in a
dynamic processing environment where changes to the system
are made daily. The existent documentation, however, is less
flexible. Much of the documentation is constructed to get
a system approved by management and therefore concentrates
on show rather than function. Once the system is approved
| the documentation is shelved or not periodically updated.
| In the absence of data sharing or knowledgeable personnel
‘ the documentation is the main location device for >
acquisition of data. 1If the documentation is not updated
acquisition efforts are very frustrating.

(2) Impact of Systems Findings and IRM Concepts

? A summarization of the impacts of the system analysis findings,
| and the relevant impacts of IRM concepts are presented below:

i Multiple Data Bases
I

. The duplication of data bases consumes additional ADP

resources. However, the problem with duplilcatlon represents

a much larger issue than inefficient use of resources. The
‘ duplication of data bases is indicative of an environment
! that does not capitalize on the advantages of single source
data (capturing data once) or which is opposed to using !
someone else's data on a recurring basis. Some managers
duplicate data bases to "functionalize" the data. When this
is accomplished, data base update becomes difficult as each
copy of the data base must be updated. The duplication of
data bases may also indicate that intersystem communication
may be a problem. This is not to say that a single, integrated
data base ¢f all of HQDA's data is desirable or even feasibla,
| There currently is little management control over the
duplication of data bases to determine if the redundancy is
warranted in lignt of the cost and the potential for Z2ata
iacconsistencies.
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Standardization

. Standardization has been an issue in systems design £or some
time. Many hQDA gesign actlvitles do not see the Denefits
of using standard data elements in systems design and regar3
the standardization program as one more hurdle that must be
overcome before systems approval. There are other aspects
to the problem. Without a central comprehensive approved
list of standard data elements, and without an enforcemen=-
mechanism, the standardization program may simply continue

4 its downward trend. With the state of Army functicnal

applications as they are, standardization is one of the

primary tools of improving data sharing.

Data Sharing

. The data sharing that is evident at HQDA is encouraging, but
the process 1s verv cumbersom. Many activities that we
visited recognized the need to share data and were doing
their best to pass tape back and forth to reconcile files
and to serve as input to their own applications. The problem
is that each DPI has its own set of information management
procedures and, therefore, tapes require special handling
when they are received in-house. The broader issues are the
psychological barrier against letting another organization

3 access a data base and the existent state of Army

communications which makes passing information back and

forth a cumbersom process. Data sharing should be
encouraged, tut managers should also be given the tools to
facilitate the process. Under existing technology and
management procedures, data sharing has become a frustrating
activity.

Qualityv Assurance

. Information Quality Assurance is a significant oroblem for
the Army, out 1t 1s Drobablyv one tevond the scope of authority
of systems personnel. Systems managers are held accountable
tor the effective functioning ¢f the application software
and that is one aspect of the overall quality assurance
problem. The data quality assurance function should
concentrate on the Jata originating sources and data

i transcription personnel (key punchers, etc.). The lack of

an overall qualit: assurance procedure that defines the

responsibility of each party in an information processing
system ensures that there will be overlaps, or gaps, or both.

The executive level interviews we conducted confirmed top

management's concern for data quality. A comprehensive

quality assurance policy is one mechanism to gain the
confidence of top management.
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Forms, Records and Reports Management

Forms Management, Records Management, and Reports Maniacemen

are all Important orocesses in :Vstems Jdevelopment and
malntenance. In the SYStems Jocumentation whlch we reviewed
we Jid not find evidence that bOHSLVera:iJ1 oI these
activities was integrated into the system design process.
This apparent lack of planning for forms, records, or reports
;nanagement can, at times, result in costly additions or
modifications to systems to bring them in compliance with
existing Army policies. Incorporation of these
considerations early in the planning and design processing
can result in a more efficient system develogment process.

Information Systems Planning Review and Coordination

Cata

The variety of information svstem planning groponents at
HQDA maxes the lntegratlion Of lnformatlon management
objectives Jifficult., Many of the apgplicatlon systams we
raviewed nave td De responsive to both the Army planning
authority (ACSAC) and a higher level planning authority (JCS
or DOD). Normal coordination mechanisms did exist for
approvals of systam software lmprovenents. However, few
coordination mechanisms existed for the macro-level
informazicn planning considerations. These mechanisms must
exist to ensure minimal planning redundancy or golicy
overlap. In addition, Army information glanning coblectives
will, by necessity, have to include all applications
sypgrorting HCDA. Mechanisms are needed to assure approgcriate
acdherence to overall objectives.

The wide variety of considerations for information
integration among the applications we reviewed 1ncicate a

Strong tunctlonal cerspective In 1nformatlon sharing. The
absence 0f genera. 1lnterfaces or usage Of ex1sting Jdata
bases by a variety of functionai areas limits the
effectiveness of information sharing. Design activities
should be encouraged co use a varietyv of information sources
instead ¢f simplyv duplicating information from another
functional area.

Administration

The varietv of applications of data base technology and the
various means for using a data administrator among the
systems we reviewed lndicate the acsence or the failurz2 to
adhere to eX1Sting lnformatich culdeiines. Ihe systems we
reviewed 23l 1ndicated Jitferent consideraticns for Jata
base technology which made it difficult to Jdetermine *the
common obtectives for informatien vanagemen‘ among the
systems that we reviewed. The need for overall guidancs in
this ar2a is agcarant to iasure thas ap*x"' ies ceccmes
concerned acout cross-£functional intagration.
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. The lack of uniform use or consideration of cross~functicnal b
linking of existling gata Jdictlonarlies, directories maxkes tnhe
orocess of lnformation i1ocatlon time Consumlnce and
difficult. Among toe appiications we reviewed and within
tnose apolicacticns actively using data
dictionaries. directories, there was little evidence that
consideration was glven to elther linking dictionaries or 3
otherwise interfacing information flows via dictionaries in
areas of high information transference. In essence,
dictionaries,directories are functionalized and limit their
location capabilities to that particular staff support area.
Again, this is a strong indication of a parochial interest
in information that limits the more efficient cross-
functional use of information.

. Communications technologyv is a significant problem for
information management to overcome. Many of the agp.ication
systems we revliewed depended neavlily upon existing
communication facilities for functional communication while
cross-functicnal communication tended to be more in the form
of mailed tapes. The effect of this existinrg envircnment
is that full advantage of cross-functional information
sharing cannot occur with less than optimal communications
eguipment. <Current communications software is too
cumbersome for report data transfer ard consideration of
this contraint on the information management environment
should lead to the development of more efficient means of
communication thac will 2nhance sharing.

. Cocumentation needs to be improved to facilitace information
location eftorts. Most of the appilcations we raviewed
rossessed poor to average systems documentation. Ceveloping
an understanding of an application was more a function of
finding the most xnowledgeable person rather than reading
existing documentation. The need for functional and timely
documentation cannot be overemphasized if locating
information is to te made efficient.

is chapter has provided an overview to the nature of HQLA
af tion systems through an in-depth review 0f fourteen malor

VS currenzly orerated at the HCDA DPIs. The systems revisws
rovide one source of input to determine how information is currently
anaged at HQDA and highlights some of the information management
rcblems that pervade the systems management environment. In the next:
hapter we explore the information management subject via three

ividual case studies.
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IX. INFORMATION MANAGEMENT CASE STUDY ANALYSIS

The scope of this information resource management study considers
the entire HQDA information environment. In order to obtain a
representative cross-sectional view, several structured data gathering
methodologies were developed. 1In this chapter we summarize the cas:
study data collection approach. The case studies were selected to
provide the study team with a basis for observing specific implicat:nns
of an IRM program in the Army.

1. CASE _STUDY OBJECTIVES

The evaluation of particular cases of information management
problems was v.ewed as a means of measuring or evaluating the impact
of an IRM program by focusing the concept on actual situations. To
analyze the cases, the study team formulated the fcllowing objectives
£or each case:

. Select an example of a typical HQDA activity which involves
the use of automated information

. Trace the process involved in supplying information to
support the activity

. Identify the information management issues which might
impact the activity

. Determine resources associated with supplying the
information

. Identify problems in the information supplied

. Indicate how improvements in information management might
alleviate problems and reduce resources expended.

Candidate cases were proposed by individual SAG members, HQDA
staff individuals and study team membters. The potential cases were

evaluated and a formal selection process was conducted, with voting
ty SAG members. The three cases selected were:

. The Readiness Indicator Model Case Study

. The 5-Ton Truck Case Study

. The Manpower Mobilization Case Study.

To facilitat2 gresentation, each case summary is presented 1n the
pages which follow. The consolidated summary of case findings and the
ralated 1impacts on Information Resource Management CONCep:ss ara

cresented i1mmed:iately following the last case s:tudy.
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READINESS INDICATOR MODEL

CASE STUDY

1. INTRODUCTION

The Readiness Indicator Model was selected for a case study
because it deals with mobilization planning and readiness measurement,
issues of vital importance to the Army; because it represents an
activity which required the aggregation of information from multipie
functional areas; because it is an activity which is typical of many
such efforts performed on a continuing basis; and, because it is of
major importance and visibility to top management in the Army.

The Readiness Indicator Model (RIM) was developed at the United
States Army Concepts Analysis Agency (CAA). In support of its missions,
CAA performs a wide range of studies and analyses. Frequently these
efforts are supported by an automated model or simulation. This case
study concerns the development of one such model: The Readiness
4 Indicator Model (RIM), which grew out of the Readiness System Study.

2. STATEMENT OF THE PROBLEM

r A definition of readiness has been a long standing problam for
the Army. Definitions do exist; however, very few of the existing
definitions are able to quantify an adequate measure of readiness.
The relationship between resources and readiness has also long been
a problem., The Readiness Indicator Model (RIM) is one concept that
has been used to attempt to quantify readiness. RIM, as yet, is not
officially approved as the Army standard definition for readiness, nor
nas the relationship between resources and readiness been developed.

This case study reviewed the development of the Readiness
Indicator Model (RIM), which was created in support of the Readiness
Systam Study, from an information management perspective. The major
functions considered include requirements analysis, data acgquisiticn,
data management and maintenance. Three kinds of information were
collected: inventory data, schedules for personnel training and *
material production, and decision rules. Much of this information
was obtained manually, and required a great deal of coordination among {
functional staff elements.

3. BACKGROUND OF THE READINESS INDICATOR MODEL

A readiness report, provided as part of a previous study, described
the development of a concept to estimate unit availability based on
perscnnel, equipment, and training shortfails. This concept was
partially tested using only personnel shortfalls to determine the
impact on unit availab:lity of 3 selected group of units, The ~esults
ravealaed that more realistic unit availability data to improve force
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capability analysis was indicated. Accordingly, CAA was tasked to
begin a readiness system study utilizing the concept developed as a
starting point.

(1) Phase I Readiness System Study

In Phase I of the readiness system study, the study team
developed the detailed functional logic of a technique for
measuring the capability of deploying Army units to be available
for deployment, and for measuring the capability of nondeploying
support units to be available for CONUS employment. The logic
of the technique was demonstrated to be feasible by manually
performing all technique calculations for a small number of Army
units., As a result of the Phase I effort, the sponsor directed
that the Phase II effort should concentrate on the automation of
the technigue.

{2) Phase II Readiness Indicator Model Prototype Development

In Phase II of the readiness system study, the study team
developed a working prototype model which incorporates all
programs and operations required to produce readiness
measurements for each unit of the force. The prototype utilizes
3! different preprocessing programs to create the files required
by five subroutines of the model. The prototype computes the
readiness of units in a given force based on the capability of
these units to meet deployment requirements, supplied as inputs
to the model. The model then calculates the capabilities of the
force units to meet specific time reguirements in relation to M-
day to be at a specified location, manned, equipped, and trained
to prescribed levels. The RIM also computes the difference
between a unit's deployment requirement and its deployment
capability. The difference is a measure of readiness which is
called a Unit Readiness Indicator (URI). A unit with a positive
or 2zero URI cannot meet its deployment requirement. The degree
that the unit is over-ready or under~ready is indicated by the
number of positive or negative days reflected by the URI.

An abbreviated force list was used in the prototype test.
The list was extracted from the Post Mobilization Development
List (PMDL) supplied by the sponsor to use in the test. The model
produced unit readiness indicators in accordance with the
technique specifications for each unit in the force. The output
also included a listing of the principal cause of deployment
delay for each unit.

(3) Phase III - The Readiness Indicator Model (Implementation)

The Final Phase of the Readiness Indicator Mcdel will be to
expand tne RIM prototype, document the model and assist the
potential recipient of the model.




3. INFORMATION RESOURCES

The developments in the RIM concept from problem definition
through conceptual design and implementation have dictated the
consideration of a wide variety of information reguirements. This
discussion will focus on the identification of data sources and then
the related management of data within the model concept.

(1) Data Sources

The initial identification of data sources in the Readiness
Indicator Study (Phase I) involved the analysis and description
of the major processes involved and document flow surrounding
the readiness environment. Eight processes were reviewed. They
were:

. Program Objective Memorandum (POM) Force Development Process
. Budget Development Process

. Current Force Employment Regquirements Process

. Current Force Deployment Assignment Process
. Current Force Deployment Capabilities Process
. Unit Structure Requirements/Authorization Process

. Materiel Resource Allocation and Distribution Process
. Readiness Measurement Process

These processes were examined to provide input to the formulation

of the deployment capability measurement technigue. This process
is important because it is responsible for the information
requirements of RIM. The deployment capability measurements
technique, and the sources of the information reguired, are
discussed below.

Deployment Capability Measursment Technigue

The analysis 0f these processes and review of :their
related documentation led to the development of the
Deployment Capability Measurement Technigue. The purpose
of the Deployment Tapability Measurement Technigue was to:

. Assemble in a systematized approach various planning
factors, availability data, and specified reguirements,
uniquely assoclated with units in a specified force.

. Process the data thus gathered to permit the
calculation, manual or 3utomatad, of the time required
Dy each unit to meet the derployment reguirement.
A-3
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Exhibit 1 depicts the major data sources identified in

RIM.

It took approximately 36 man months of 2ffort to develop
the RIM Definition and the formulation of the information
concepts to make up RIM. It took another 44 man months to
develop and test the model prototype. It is interesting to
note that in the 80 man months it took to develop RIM into
a working prototype approximately 350 percent of the total
project time was spent defining and acquiring the RIM data
elements from various systems. It is also important to point
out that this data was not originally created for RIM but
was already available from other systems as depicted in the
Exhibit on the data sources for the model. 1In essence, the
majority of this effort was spent searching for data that
was present somewhere within HQDA.

Current Information Sources Identification

It has been mentioned throughout this case study that
RIM continually goes through a process of information
revision. Users request RIM to be run for a particular study
or action and the model assumptions and inventory of data
elements are input into the model. Based on the outputs
that are produced the model data elements are continually
revised or updated before reports are produced. In essence,
running RIM is an iterative process that constantly involves
trying new sources of data.

A current listing of RIM data elements may be found at
Exhibit 2. The Exhibit depicts four major types of data
elements. These are:

. RIM Planning Assumptions - information for which there
are few automated sources. These are decisions which
either the model proponent or model user must make.
These also represent Army policy decisions to be made
in time of crisis.

. Show Rules and Times of Availability - these are also
largely from automated information sources and are
decisions which users of the model must make. This
information is not centrally catalogqued or maintained

. On Hand Status - much of this information is similar
to data elements run during Phase I and II. These data
elements are mostly from automated sources and
represent a major portion of the RIM data base.

Current Schedules in this information are all automated
and have teen continually revised since RIM's
development.
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The development of these current categories of
information has been an offshoot of earlier data source
analysis. Since much has been learned about the source of
this data, the time to acquire this data is not
representative of the heavy resource reguirements needed
during the initial steps of RIM development.

{(2) Data Collzaction

Earlier sections of this case study have discussed some of
the processes that were carried out to develop and collect the
information for RIM. It is important at this point to bring out
several factors pertinent to RIM that would be impacted by an
Information Resource Management Program at HQDA. These factors
are:

The RIM data collection effort for Phase I and II comprised
almost 50 percent of total man months devoted to the RIM
concept

. The most difficult part of the entire data collection effort
was the location of information or data - in very few cases
did RIM cause the creation of new or specifically defined
data

. Some of the data which was the result of integrating a vast
amount of mobilization data represented gaps in information
between two functional areas. This was largely information
acout processes for which there was more than one functional
proponent. These were known as RIM Planning Assumptions

. The most frequent problem with the data that was readily
available was the lack of common recurrent formats, header
instructions, and file layouts which resulted in
considerable preprocessing for the models

. A final set of information (Show Times and Rates of
Availability) represented data over which there was little
collection or analysis. Much of this data concerned the war
time role of the U.S. Army.

These problems indicate that the data describing
mobilization is not managed by an overall integrated (horizontal)
method but rather is a summarization of a wide variety of
integrated systems. The result of these problems appears in the
considerable effort undertaken to integrate the information to
correspond with a major management process at HQDA.

(3) Data Maintenance, Preprocessing and Verification

RIM includes 31 preprocessing programs and 3 subroutines
which actually implement the logic of the RIM readiness
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measurement algorithm. The extensive data preparation effort
includes simple tape conversions, code validations and
conversions, and the like. A part of this process has also been
a manual check of the data for accuracy and "reasonableness" by
the project team. Problems in maintaining and updating the model's
data are being solved as the process is refined.

(4) Resources Required

The development, information acquisition and maintenance of
RIM consumed over 7 1/2 man years of effort at CAA., The previous
discussions have pointed out that over one-half of this time was
devoted to data collection and acquisition. The entirety of
resources available to develop and maintain RIM was not available
to the study group. However, the information given our study
group indicates that the integration of infocrmation for RIM did
require a considerable amount of Concepts and Analysis Agency
resources. The resource information we did receive is presented
in Exhibit 3, which follows this page.

It is not possible to determine the dollars or man-months
that could have been saved had some sort of data location
capability existed at HQDA, However, based on our conversations
with RIM personnel and the man-months breakdown made available
to us, a savings would be considerable if it could be computed.

Two points are important to make regarding resources
required for RIM. The first point is that RIM information is
continually being changed as new sources are discovered for
information. The lack of a central location of information at
HQDA makes this iterative process necessary because sources must
continually be indicated. 1In all, the information collection
process for RIM is the most resource intensive process of the
entire model, i.e., data must be collected from critical systems
which are not coordinated.

The second point to make is the lack of normal integration
of mobilization data as demonstrated by RIM impacts other Army
resources since management procedures have to be developed on
Running Assumptions and Rates of Availability. In essence, the
cost of RIM is probably higher than the cost CAA has incurred
because of its impact on the way mobilization information has
been traditionally managed at HQDA. Additional resources have
to be spent in developing information for which there was no
source in the past or opportunity costs calculated in not locating
the information available.

ISSUES AND OBSERVATIONS

Qur analysis in support of the RIM case study has focused on the

management and coordination of the process of bringing together and
making usable the data necessary for the Readiness Indicator Model.

A-6
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EXHIBIT3

Manpower Resources Required to Develop RIM
Phase | and Phase

Problem Definition .
Formuiation of New ‘ Readiness Indicator

Readiness Measurement Model Prototype
Concept : Deveiopment, Test i
Phase | Phase il
Acquisition & Analysis of Input ‘
information (Readiness Environment !
Analysis & Modal Input Data !
Acquisition ) 20° 20

Davelopment of Model i
Logic (Measurement Concept 16 ‘ 24
Automation Specifications) !

Maintenance of Data Base 0 : 8

Tast & Operation of Model, i
Qutput Demos. 0 6

* Vianmonths *
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Jence, the findings of the case study concern the management of
inZormacion about readiness and mobilization policiss which is spread
taroughout AQDA, The findings made concerning information management,
as 3 result of this case study, are identified below. Impacts of these
findings and Iaformation Management are then considered.

«1) Findings

The major findings concerning RIM which were discovered
during this case study are primarily concerned with difficulty
in locating desired information, difficulty in resolving
guestions of authority over information to reconcile conflicting
data, and the poor guality of the data in the systems which provide
input to RIM.

There Was No Easy Way to Identify the Source of the
Information That RIM Needed

Identifying information sources was difficult during RIM
development, in part, because there is no one Army authority
for all of the defined components of mobilization policy.
For example, the Surgeon General makes decisions in
mobilization of doctors, the Selective Service in
mobilization of draftees, the DCSRDA in production equipment
availability, the DCSOPS in force mobilization, and DCSLOG
in l1ogistics supportc. As a result, one of the most time
consuming tasks associatad with RIM was the identification
of sources for information.

No central directory of information existed during RIM's
development for identification of the sources of information
concerning mebilization of an organization. Data was located
for RIM by informal contacts. Conferences were held to
determine the rules for providing data to RIM. In addition,
the various MOBEX exercises at HQDA have pointad to the lack
of availability of information to support a planned
mobilization. RIM has shown that the data can be found if
sufficient 2ffort is expended. The problem, however, is
finding the data in a timely manner and making the data
available to a community of users.

RIM Has Demonstrated That There are Multiple Authorities
for Information Resuliting in Confusion and Inconsistency

The cost of developing a model like RIM is largely a function
of this integration process. Such costs and timing make
responses to similar questions asked during a MCBEX
prohibitive.

The RIM s

tudy nas identified various decision or
slanning assumg
r

i
r which there are multiple
se. Examples of the topics of
le authorities are:

orjaniza%tions
informastion wi
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- Uncovered POMCUS

- CUse of Mobilization Volunteers

- Selective Service Show Datas

- Trainee Availability Show Rates

- Unit Reguired Fill Levels and Priorities

- Post Mobilization Unit Training reguirements
- Utilization of Excess Personnel

Mobilization Reguirements of TDA Units

There are many examples which RIM has provided concerning
meltiple authorities., For instance, the Surgeon General and
the CCSCPFS disagreed at one point on the mobilization policy
affecting Jdoctors. The Tank Force Management Office and the
Army Eguipment 3Status Reporting System are in disagreement
over the number 0f tanks in Europe. Different activities
nave plans for use O0f Uncovered POMCUS in Europe, and
different organizations have plans for the mobilization of
the Individual Ready Reserve., RIM has been used in the
following studies which in some part have teen concerned
with multiple authority for information:

- Personnel Resource Availapbiililty Study (OCSPER 2CSCPS!
- Reserve Movbilization CJapability 1373 (08D)

. Review of Suard and Reserve 2SO

- MCBEX 79 (2CsCrs:

- PCMCUS Increase Impact on Readiness (IlaR)

The existence O0f mulstiple authorities for information is a
problem that was encountered freguently during the
Jevelopment of RIM. It represents a problem whic!

contributes tuv confusion in locating and reconciling data,
and is a problem that Information Resource Management must

address.

th

-
g
n

Poor 2Jata gQualiszv

in Svstems Providing Information *o RIM
Hdas Been a Significant Problem
Throughout the Jdevelopment and continuing through the
maintenance of the model, guality assurance of RIM Jata has
c2en a2 proglam. The Joncapts Analvsis Agency closely
monitars the guaiity 2f their analvysis (study




methodologies), but as a secondary user of data, CAA must
accept the information given to them by HQDA activities. A
considerable amount of activity is expended =ach time the
RIM data base is updated. Much of the vreprocessing effort
in RIM is devoted to screening +the data for problams.
Examples of the types of 2rrors include:

“_“.,_.ﬂ__._.,.-.,_

- Errors in MTOEs - entire files must be purged. Some
units had no MTQE, others had numerous MTOE.

- Units not in PMDL - they found that the USAREUR people ,
were not filling out the PMDL correctly. ;

- Air Defense units were reporting equipment and {
personnel at different levels of detail. Several asset ;
files had no units attached to them

- MOS changes were not being updated across the VTAADS
and SACS systems causing MOS mismatches and file dumps

- Equipment Status reports were not in agreement which
caused program interrupts

- Equipment was missing in files such as the M-48's in
the ARDMA tape file and the Vulcan eguipment. Users
forgot to record equipment, and site confirmation was
required to correct the errors.

- Depot maintenance reports were frequently in error.
DARCOM did not insure that NICPS were reporting
materiel or depots were reporting receipt of assets

- No mobilization station for several units in scenarics

- Formats on the same tapes would change between updates
Wwithout notice to RIM personnel. Files would come in
without identification or the orcders of files would be
changed without notice.

. The Vertical Management Information at HQDA Created Problems !
for RIM, Which Required Horilizontal Integration of
Information

Many of the information systems supplying data to RIM were
designed to satify the vertical reporting requirements of

a particular functional ar~a. Drawing data from a variety
of such systems together to produce a meaningful information
» product was difficult. For instance, an earlier finding

» stated that there were multiple authorities for a variety

of information requirements in the RIM. The emergence of

these multiple authorities is largely due to the Zunctional
orientation of Army systems. For instance, who 1s the
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] affort if RIM managers suspected the information was not
good and decide not to use it., The other aspect of Juali:y
{ of information is that iz impacts the manags=ment of
resources. If RIM were used as part of a functional desired
support system, what reserve emplovment decisicns would be
made? Making a management decision on inaccurate data would
waste the Army's constrained resources.

6. CONCLUSIONS

RIM, as a case study, demonstrates some of the problems that 2xist
when a horizontal integration of information about a management process
occurs at HQDA. The focus of existing information systems on the
vertical management process makas difficult horizontal, or cross-
functional, information integration. Information of poor quality and
conflicting authority is also seen to adversely affect management.




S-TON TRUCK CASE STUDY

The S-ton truck case study is provided as an example of the
efforts required of HQDA functional staff organizations toc manage the
S-ton truck program, assisted by the current management information
systems. The management of 5-ton trucks include the assessment of
requirements, development, procurement, and ultimate distribution of
these trucks. It should be noted that our discussion will focus on
information management not the management of the 5-ton trucks
themselves,

The results of the case study analysis are discussed below under
the topics:

. Statement of the problem

. Background

. Information problems and issues

. Summary of case findings and potential impacts

The information management methods supporting the management of 5-ton
trucks are typical of the methods used at the HQDA staff level to

manage the entire tactical wheelad venicle (TWV) fleet and similar to
the methods used to manage most major items of Army materiel.

1. STATEMENT OF THE PROBLEM

The Army has recognized that tactical wheeled vehicle management
information systems are not fully integrated and are not fully
responsive to fleet managers. In addition, these shortcomings in
wheeled vehicle information management have affected the Congressional
perception of the validity of the Army's expressed requirements for
these vehicles, resulting in a potential reduction in program funding
and partially contributing to the current suspension in procurement
of these wvehicles.

The problems associated with the Army's TWV management informaton
systems have contributed to the declining credibility of Army
information as perceived by Congress. On 16 February 1979, a report
of the House Appropriations Committee stated:

"Due to DA management and data base deficiencies, the validity of any
DA determined requirements is considered suspect. Consequently, DA
truck needs based on a comparison of on-hand assets to even a reduced
AAQ are not viewed with any degree of confidence."
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The ramifications of continued deferment, such as gproduction 1=2ad time
lost, may altimately result in a serious problem in maintaining a
satisfactory readiness posture.

2. BACKGROUND

The 5-ton trucks under examination are wheeled, tactical transport
venicles. This truck series comes in seven body styles: <cargo, dump,
tractor, wrecker, van, stake and bolster. The 5-ton truck is one of
the Army's military design workhorse vehicles. The missions performed
by these vehicles are numerocus: it hauls ammunition and heavy general
cargo; it acts as a tractor prime mover for various semitrailers; it
provides transport of headquarters command posts, management
information systems, and communications and electronic systems; and
it is the principal wrecker recovery vehicle for the wheelsd vehicle
fleet.

The Army had approximately 34,000 5-ton trucks in its inventory
as of 30 September 1978, 10,000 short of the FY80 Army acquisition
objective. Present HQDA concerns center around a severe shortage of
selected vehicle body styles and an aging fleet coupled with
diminishing authorized resources for the timely acquisition of
replacements. This situation has become acute in view of reduced
funding levels for tactical wheeled vehicle procurement over the past
several years. Funding for the wheeled vehicle fleet has been reduced
drastically. Factors such as these have placed a greater emphasis on
the information systems which support the managem:ant of the asset.

The management of Army tactical wneeled vehicles is accomplished
within the functional management structure of the Army Staff, and the
staffs of major Army commands. The functional alignment provides a
clear division of responsibility for the management of materiel
throughout its life cycle. The requirements for initial or upgraded
mobility are the responsibility of the Deputy Chief of Staff for
Operations and Plans (DCSOPS) in coordination with the U.S. Army
Training and Doctrine Command (TRADOC).

The need for a specific capability triggers the detailing of a
conceptual approach which leads to the establishment of a required
operational capability statsment and introduction of the need into
the Army's materiel research, development, test and evaluation
community. The Deputy Chief of Staff for Research, Development, and
Acquisition (DCSRDA) has primary Army Staff responsibility for
managing the procurement of materiel to meet the stated capability.
A primary document used by the DCSRDA to distribute information to
the Materiel Readiness Commands (MRC) concerning requirements and
procurement objectives is the Research and Development Acquisition
Committee (RCAC) worksheet,

The transition of developmental equipment to service use involves
1 a coordinated shift in responsioility from the acquisition communicts
to the utilization and suprort community. The Deputy Chief of Staff

8-2
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for Logistics (DCSLOG)} assumes Army Staff responsibility for
management of maintenance and transportation support, logistic
olanning, materiel readiness, and the management of attendant
resources. An information source £or DCSLOG concerning authorized
equipment and disribution is the Total Army Eguipment Distribution
Plan (TAEDP) report.

3. INFORMATION PROBLEMS AND ISSUES

The remainder of this case study will concentrate on issues and
observations related to the management of information concerning the
S-ton truck program. Management of the 5-ton truck program includes
the efforts of the HQDA staff to gather needed information to assess
requirements and plan for the procurement and ultimate distribution
of the Army's 5-ton trucks, assisted by the currently available
management information systems. 4

A major problem with the TWV management information systems is
that responses to questions posed by analysts in OSD, OMB, and Congress
regarding composition and distribution of the TWV fleet frequently
cannot be provided in a timely or accurate manner. Data coming into
one of the HQPA MIS's is not necessarily available to another MIS, is
portrayed in a different manner, or reflects a different cutoff date.

The primary observations made during the analysis of the
information management activitiss for the S-ton TWV fleet are discussed
pelow under the topics:

. LOGSACS Data Base l

. Use of the RDAC Worksheet

. DCSRDA and DCSLOG Expansion of the LOGSACS Data Base

. Equipment Distribution Planning

. Budget Formations Based on LOGSACS Data Base

. Budget Limitations Inherent in Current MIS

. Mission Oriented 5-Ton Trucks
. Distortion in Vehicle Requirements Caused by Vehicle
Substitution

The current use of the LOGSACS data base is described in the section
which follows.

(1) LOGSACS Daca Base

The central informational building block from which the RLCAC
worksheets and the TAEDP reports are built is the Logistics

B-3
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Structure and Composition System (LOGSACS). LOGSACS is composed
of 2 series of procedures and programs which tie together four
data bases and a manual system to manage requirements and
authorizations for 2quipment. Exhibit 1 depicts the relationships
petween the various files and processess.

The user's manual that currently exists for LOGSACS is out
of date and, therefore, inadequate to support user needs. The
current manual was last updated in 1%70, Since that time the
system has evolved to a point where the nine year old manual is
considered obsolete and ineffective. Because of the use of
LOGSACS data as inputs to other systems {(RDAC worksheets and
TAEDP, to name a few), a lack of understanding concerning LOGSACS
has developed, with the resultant potential for misuse of LOGSACS
data. As understanding of LOGSACS declines with attrition of
personnel, knowledge of how LOGSACS data is derived is lost, and
there is an increased potential for misuse of LOGSACS data.

The increased use of LOGSACS data by other Army organizations
is an obvious attempt to defray the costs of developing the same
data for their own internal use. However, data sharing requires
substantial knowledge of the nature of the data being received.
This knowledge is not readily available with LOGSACS. The users
of LOGSACS data nave no formal mechanism to familiarize themselves
with the strengths or weaknesses of LOGSACS data, or with the
precise meaning of the shared data elements because system
documentation is not current and doesn't provide the user with
that type of information.

Due to the apparent proliferation of LOGSACS use, it would
be extremely beneficial if all users were aware of what the shared
data actually portrayed. This awareness would not necessarily
alleviate all problems concerning sharing LOGSACS data. This
awareness snould, at a minimum, allow the user to understand the
reasons for any discrepancies in data. It could also permit the
users to concentrate their efforts on corrective action to
reconcile differences, rather than the current situation where
users can only guess at the reason for discrepancies maxking
corrective action difficult, Lf not impossible.

(2) Use of the RDAC Worksheet

The DCSRDA, through the RDAC worksheet, consolidates
information concerning 5-ton trucks, by all-body-types (ABT):
therefore, the procurement planning is by ABT. On the surface it
would appear that the DCSRDA is fully justified in utilizing this
consolidatad data. But upon closer examination, this ABT roll-
up can distort the true asset postures for 3-ton trucks when
displayed on documentation to be used in hearings that defend
“ne program and budget.
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Since there are seven body styles of 53-ton trucks, it is
possible that 3 severe shortage of one dody :ype, but a
corresponding =xcess of another body style can occur. Therefore,
when aggregatad figures are presented, it is gossible for these
excesses and shortages to balance out. Without greater resolution
of particular body types, it is difficult to justify procurement
actions.

F It should be pointad ocut that a special DCSRDA project
identified this problem. Recently developed RDAC listings do
reflect data on specific body type vehicles. The "Action-Planning
Conference for Tactical Wheeled Vehicle Management” recommended
the continuation of this detailed RDAC listing to facilitate
program and budget justification to the RDAC/0SD, OMB and
Congress. Although it appears this issue has been solved, the
] presence of an IRM program could have identified this prcblem
during the information systems planning, review and coordination
(ISPR&C) process. During ISPR&C an attempt would be made %o
coordinate information user requirements, both internal (DCSLOG)
and external (Congress), to ensure the resultant system provides
the necessary information. In other words, an IRM program can #
provide a more comprehensive look at information requirements,
rather than the more prevalent "stovepipe" approach tc systems
development currently being used by many army organizations.

(3) DCSRDA and DCSLOG Expansion of the LOGSAC File

The 5-ton truck on~-hand asset balances as rortrayed by the
RDAC worksheets and TAEDP repcrts, reflect different figures as
of the same date. As of September 30, 1979, the RDAC worksheet ,
projects a balance of 9,196 5-ton cargo trucks worldwide, while é
the TAEDP projects only 8,591, a difference of 605 trucks, or 7%
discrepancy. But as the planning horizon lengthens, so does the }
discrepancy between the data. By September 30, 1981 the .
discrepancy between the RDAC and TAEDP projections has increased
to 22%, The RDAC worksheet projects 10,727 as of the end of FY
81, but the TAEDP reports 8,803 as o the same date, a d . fference
of 1,919,

Recalling that the DCSLOG i1s ragquired to distribute and
support the trucks procurred by the DCSRDA, this inconsistency
in data has an obvious impact on the integrity of the DCSLOG
plans. Another impact of this inconsistent data, is the potential
loss of credibility with higher level organizations, i.e., 0OSD,
OMB and Congress, as they become aware of these inconsistencies.
In fact, as we gathered information concerning this case study,
we attended a House Appropriations Committee hearing where the
Chairman indicated that che committee has been 3iven conflicting
data concerning the number cf 5-ton trucxs currently in the Aray
inventory. This potential loss of credibility with the HAC and
other higher level organizations can have an adverse impact on
the Army. The inconsistent data can also cause coordination
problems betwe=n the DCSRDA and the DCSLOG.
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The cause of this inconsistency in data can be traced to
the process where the DCSRDA and DCSLOG manipulated LOGSACS data
differently to arrive at RDAC worksheet and TAEDP figures. The
divergence between the RDAC and TAEDP increases in outyears since
FY80 figures are predicated on FY¥79 figures, and figures for
succeeding years are predicated on the year previous. It was
indicated during interviews that the probable cause of the
inconsistency is the different methods employed by the DCSRDA
and the DCSLOG in handling equipment losses, i.e., peacetime
losses, washouts and sales.

Users of both systems, RDAC and TAEDP, felt that separate
reports were required, due to differences in the DCSRDA and DCSLOG
functions. But, notwithstanding separate reports, they expressed
a need for consistent data between these reports.

The primary cause of this asset inconsistency appears to be
a lack of front-end planning and coordination for information to
support the 5-ton truck program. The presence of an IRM program
could have surfaced these inconsistencies early during the system
development stages, or at least identified then during the quality
assurance process. Either method could have potentially led to
an earlier detection of these inconsistencies, identified the
cause, and corrective action could have been taken.

(4) Equipment Distribution Planning

The DCSLOG is responsible for the materiel distribution
planning function. One of the primary tools used by the DCSLOG
is the TAEDP. Currently, the TAEDP deals only in authorized
equipment. New items of Army materiel coming into the Army
inventory, but not yet type classified, are not included in the
TAEDP. Since the DCSLOG is required to plan for distribution for
five years into the future, many new items of Army materiel are
expected to be included in the Army inventory, and the
distribution of these items should be planned. But the TAEDP
cannot consider these items because they have not yet been type
classified. Therefore, distribution planning for these new items
requires a manual process resulting in the expenditure of
considerable manpower.

It should be noted that the Army is aware of this situation
and is taking steps to include items not yet type classified, but
expected to be in the next five years, in the TAEDP. The expected
completion date of this project is June 1980.

An effective IRM program could have highlighted this obvious
oversight. during the systems development stages of the TAEDP.
Although an IRM program in itself would not have eliminated this
situation, it could have been identified earlier and taken into
consideration during the original development stages rather than
the retrofit approach now currently reguired.

B-6
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(3) Budget Formations Based on the LOGSACS Data Base

The DCSRPA uses the December LOGSACS to prepare the 3-ton
truck procursment budget (3s well as other procurement budgets).
The DCSLOG uses LOGSACS data from June of the following v=ar.
The data contained in the December and June LOGSACS is different.
Recalling the close relationship between procurement and
distribution, i.e., the DCSLOG distributes what the DCSRDA
procuras, it appears as though overall 5-ton truck management
would se enhanced if both activities used the same basis for the
development of their respective plans. From a 5-ton truck truck
program perspective, the DCSLOG in planning to distribute a
different amount of trucks than the DCSRDA is planning to buy.

Because of the close coordination required between the
DCSRDA and DCSLCG communities, it would be of obvious penefit to
the 5-ton truck preogram as well as to the Army as a whole, if the
same planning basis were used by both activities. An IRM program
could address these inconsistencies that cross organizational
lines and possibly a single basis could be employed by both
activities, either through mutual agreement of both parties or
by direction of a higher authority.

(6) Budget Limitations Inherent in Current MIS

Periodically, the development communities fail to
gualitatively and quantitatively identify support equipment
requirements during the acguisition cycle. As a result,
oprogramming,/budgeting actions for support equipment may lag the
primary item and lead to potential support equipment shortfalls,
program delays, and unanticipated needs for additional funds.
Conversely, "hidden" support egquipment requirements may be
approved and generate an increase in procurement guantities
without detailed knowledge of the requirement being available.

The Basis of Issue Plan (BOIP) system is the established
procedure for identifying and reporting support equipment
requirements. In the opinion of the Action Planning Conference
for Tactical Wheeled Vehicle Management, the BOIP "...system is
adequate, however, disciplined enforcement or the system has
varied widely." Lack of awareness and education may be a major
contributing factor.

In light of the fact that there already is an adequate system
in place (BOIP), the apparent cause of the problem lies in the
lack of a consistent enforcement program to ensure the required
information is input into the BOIP system. Since the development
communities are required to input support equipment information
already, the quality assurance function of an IRM program could
pinpoint violations of this requirement for information. The
gquality assurance aspect provides an incentive for the
develcoment comminities to routinely comply with this information

3-7
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requirement since they Xnow this compliance will be checked
periodically.

(7) Distortion in Vehicle Reguirements Caused bv Vehicle
Supstitution

Currently, no methodology exists to reflect the impact of
substitute vehicles on the requirements for a specific vehicle.
For example, if a unit required five "wrecker™ 5-ton trucks, but
the 5-ton trucks were not available and five other trucks were
substituted, the current requirement for 3-ton "wrecker" trucks
would not be recognized because of tnis substicution. This
inability of the current information systems to adequataly
address substitute items can result in a false status of assets
on hand. MIS roll-ups, that include substituted items, would
reflect a greater than actual number of items on hand. This
distorted data is part of the information presented to OSD, OMB,
and the Congress as procurement backup information.

The Army is aware of this situation and a study is being
conducted by the Army Logistics Management Center. Solutions are
being recommended which would enable the TAEDP to reflect this
information correctly. Although IRM would not have necessarily
corrected this situation, the presence of an IRM program could
possibly have facilitiated the identification of this problem
and corrective action could have been taken earlier. Through an
education process concerning the characteristics of the data an
organization is using, situations such as this could be
highlighted and possibly prevented in the future.

In the foregoing sections, the major information management
problems related to the S~-ton TWV management program have been
described. 1In the next section the case findings are summarized and

the impacts are described.

1. SUMMARIZATICN OF CASE FINDINGS AND IMPACTS

An objective of this case study is to evaluate the relevant
findings of the case in terms related to the information resource
management topics, previously ocutlined in Chapter III. Viewed in this
manner the current and future impacts of requirements to provide Army
materiel data for both internal and external requests can be evaluated.

The findings of the case, and their associated impacts, are
discussed in the next section,

(1} Findings

The significant information management findings of the case
are summarized below.
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(2)

The current LCGSACS manual is out Of date. The current user
manual was last updatad in 1970, making the manual absolate
and 1neffective.

Different levels of detail data are used bv DCSRCA 1in
compl.ing similar ragorts. The CCSRDA, in tze RDAC worksheet,
consolidates data py all-body-type (ABT) for procurament
planning. This ABT roll-up can distort the true asset:
posture of 5-ton trucks. In the aggregate hidden excesses
and shortages bdalance out, therefore excessive overages or
shortages in the inventory are masked.

Inconsistant data results when LOGSACS data is manuallv
manipulated. DCSRDA and DCSLOG start with LOGSACS data, but
each manipulates the data manually for its own use. The two
staff agencies produce inconsistent data, which when re-
utilized becomes more distorted.

The materiel distribution planning activity can not easilv
accommodate new eguipment coming 1nto the Army. The system
provides for handling authorized equidment only.

The DCSRDA and DCSLOG =ach use different versions of the
LOGSACS data base for budget planninc. DCSRDA uses the
December LOGSACS and the DCSLOG uses a version produced in
June. Data ls different in both files, resulting in
inconsistent budget planning.

Current MIS do not accurately identifv suprort eguicment
requlrements during the acquisition cvcie. The apparant
cause of the problem lies 1in the lack of a consistent
enforcement program to ensure required information is
entered into the Basis of Issue Plan system.

Current systems cannot distinguish the impact of substitute
vehicles on tne procurement orocess., Currently subsittute
vehicles are accounted for 1in the aggregat2, thus masxing
potential critical shortages for the vehicles for which they
were substituted.

Impact of Case Findings and IRM Concepts

A summarization of the impacts of the case findings, and the

relevant impacts of IRM concepts are presented below:

A lack of current user documentation creates a high gotential
for misuse of LOGSACS data. The user manual 1s designed to
explain the nature of che data in any system, and defines

characteristics that allow the user to interpret and use

the data accurately. Two IRM functions collectively address
this subject to reduce the potantial for a misuse of data.
The standardization function incorporates the

B-9
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In this section the major case findings were summariczed and
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information issues presented in this 5-ton case study are
representacive of similar issues for the tactical wheselad
the Army's
described

impacts of those findings were demonstrated. B2Because :the
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EXHIBIT 1

Manpower Mobilization Case Study
Statement of Original Information Requirements

1.  The overail manpower shortfall reports, based on military occupational specialty (MQS)
requirements for the Army, as follows:

—  Qverall Trained Military Manpower (TMM) shortfall
—  TMM shortfail by major commands of the active force
-~ TMM shortfall for the reserve components combined

—  Based on the combined TMM, Forces Command, and USAREUR categories, provide
a detailed analysis of the five most critical MOSs within each Career Management Field
{CMF), to contain Army-wide authorizations and shortages, overall training time, and
other related management data that the Army considers pertinent in analyzing these :
shortages, especially as they impact mobilization planning ;

— A current chart reflecting ail MOSs, by title and number within each CMF.
2.  Demographic data using a format brovided
3. Data regarding the number of sole parents in the Army

4. Data regarding the number of pregnant women in the Army

| 5. The judgments of the Army staff as to the percent of reserve component personnel that | i
would be able and willing to respond to a call for mobilization within thirty days after notification

6. The judgment of the Army staff as to the percent of reserve components personnel
that could be considered as failing into the combined “‘unsatisfactory participation’” and *‘ghost’”
categories.
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turn, tasked the Plans Division and then the Personnel Mobilization
T2am. The primary Action Officer assigned responsibility for compiling
3 rasponse was a member of this team. The activities performed 1in
response to the Congrassman's request are summarized, by major tasks
under the neadings:

Requirements Definition

. Tasking of Assignments
. Data Compilation by Task
. Report Consolidation

In the paragraphs which follow the key factors for 2ach area of activity
ars dlscussed.

(1) Requirements Definition

Based on the original requirement, the Action Officer had
to decide who had the data, in what form the data was recorded,
and what data the Army could provide. Individuals from 2leven
distinct organizations within and outside the HQDA staff were
asked to attend a planning meeting to discuss the reguirement
and :ssues relating to the fulfillment of the requirement. A
total of chrse meetings were held (including the initial meeting)
and numerous phone calls were made to address =wo major concerns:
defining the i1nformation requirements that needed to be
satisfied:; and, coordinating the data collection efforts.

With the exception of the first requirement, there were
minimal problems in determining what data could be provided.
After considerable discussion 1t was decided the following data
would be provided for requirement (1).

. The peacetime manpower status for the active Army by CMF
separated by Officers, Warrant Officers, and Enlisted
categories

. Full mobilization manpower status ninety days after
mobilization (M+90) by CMF separated by Officers, Warrant
Officers, and Enlisted categories

. The peacetime manpower status for the active force for nine
major commands by CMF separated by Officers, Warrant
Officers, and Enlisted categories
A combined report for the reserves

. Based on TMM, Army-wide, the five most critical MOSs in each
CMF
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. A current chart showing all MOS in each CMF.

Prior to actually collecting the data, several problems nhad to
be rescolved before the requirsments could be fulfilled. There
were definitional problems for terms and data elements. There
weére proolems locating data sources and determining what data
reporting formats were available. Some specific examples are
cited below:

. The original request for seven character MOS data had to be
clarified as the Army does not maintain seven character MOS
data (it maintains five character M0S data)

. The term MOS only applies to Enlisted and Warrant Officer
personnel. Officers have a Specialty Skill Indicator (SSI)

. Providing data by MOS would be too time consuming so overalil
strengtic figures would be shown by CMF. That is, there are
only 31 CMFs and over 1200 MOSs (five character)

. The location of required data had to be determined and
responsibility assignments for providing it had to be made.

{(2) Tasking of Assignments

The Offices assigned responsibility for each of the six
tasks are listed in Exhibit 2. The exhibit shows that over fifteen
offices took part in gathering information. 104 manhours were
spent Ln the requirements definition and tasking areas by the
Primary Action Officer only. The hours expended by meeting
acttendees are accounted for within the aggregate resources
expended by each of the offices assigned responsibility for
providing information.

(3) Data Compilation by Task

To supoort the analysis of the overall case, individuals in
each of the offices assigned to provide data were interviewed to
determine the following:

. Was the data available?
. What sources were used?
. What form was 1t in?

. What processing had to be done?
. What problems were encountered? and

. How auch Zime was spent?




Manpower Mobilization Case Study

Task Assignments

REQUIREMENTS

OFFICE ASSIGNED

(M

The World-Wide Peacetime Manpowsr Status for the Active Army

s Officars ¢ Warrant Officers ¢ DAPC-MSQ e DAPC.QP
o Enlistad o DAPC.MSO o DAPC.EPF-A
s JAG s JAG
o Madical o TSG
o Chaplains ¢ 0CC
The Peacetime Manpower Status for the Active Farces for
Nine Major Commands, Separated by:
o Officers ¢ Warrant Officers o DAPC-MSO o DAPC-QP
s Enlisted o DAPC-MSO o 0APC-EPS
A Combined Repart for the Resarve Components
s USAR ¢ DAPE-MBM
s ARNG s NGB8
Futl Mobilization Manpower Status at \+30 by CMF ¢ DAPE-MBM
Based on TMM, Army-Wide, the Five Most Critical MQS’s
in Each CMF
o Active Army Enlisted o DAPC-EPF-A o DAPC-MSO
s USAR o DAPE-MBM
s ARNG ¢ NGB
A Current Chart Showing All M0S’s in Each CMF o DAPC-MSO

{2) Demaographic Oata
» Officers o DAPE.MPQ
o Enlisted o DAPE-MPR
s ARNG o NGB
¢ USAR o DAPE.MBM

(3)  Number of Sale Parsnts in the Army o DAPE.MPE, Distribution and

Readiness Branch
(4) Number of Pregnant Women in the Army » DAPE-MPE, Structure and
Systainment Branch

{8) Best Judgment as to the Parcentage of Reserve Components ¢ FORSCOM
‘Willing and Abie to Respond to a Cail for Mobilizatian Within 30 Days o OCAR
Aftar Notification. o NGB

(6) Best Judgment as t0 the Percentage of Reserve Components o FORSCOM
that Could be Considerd as Falling in the Combined "Unsatisfactory s 0CAR
Participation” and “‘Ghost’”’ Category s NGB

Mladiee M’ - : ‘
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The data collected from multiple sources and interviews within
an office for each of the requirements was then analyzed in detail
oy cthe project team. Samples of the type of analysis activity

for two such offices have been included in our report to provide
the reader with an understanding of the processes used to arrive
at the eventual aggregate total of resources required to satisfy
the antire inquiry.

The specific data gathered for the sample offices is
described 1n the sections which follow. The first description
1s for an office where the data was available but there were
problems 1n data manipulation. It satisfied one part of the first
requirement. The second sample office provided available data
but some additional data collection was required. It summarizes
The activity necessary to satisfy the fourth requirement for
pregnancy data.

. DAPC~-EPF-A

A summary chart showing the processing raquired by the
Personnel Inventory and Analysis Branch of the Enlisted
Personnel Management Directorate is shown in Exhibit 3. The
Branch was responsible for developing the Army-wide
statistics for Enlisted personnel.

- InEuts

The COPO43 part 6 which contains aggregate authorized
and assigned strengths by MOS (9/30/78) was used. The
COPO45 part 21 which contains strengths by command and
MOS (9/31/78 and 10/31/78) was used for error
correction.

- Processes

The authorized and assigned strength figures for each
MOS had to be transcrived to separate worksheets for
each CMF. After this was completed, each worksheet was
totalled in order to get the CMF strengths.

An error was noticed (by another division) in the
authorized figures for TRADOC. Although it affected’
only TRADOC for the command breakout, it affected all
of the statistics generated for the Army-wide summary.
The differences in the authorized strengths between
the September and October COPO45 part 21 reports for
2ach MOS had to be applied to the worksheets by CMF.
New totals were calculated and percentages of £ill were
calculated for each MOS within a CMF to determine the
critical MOSs. ‘
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Training times were obtained for each critical MOS from
the Trainee Branch.

Qutruts .

One output was provided. The output listed the world-
wide strengths for enlisted personnel for each CMF and
the critical MOS's for each CMF.

Problems

Afcer the initial calculations had been made, the error
in the TRADOC authorizations was noticed. A
recompilation was then performed.

The format required a manual roll-up using existing
reports because no report contains data aggregated to
a CMF level. One report did, but was eliminated during
a review of recurring requirements.

Resources

The data compilation required the following resources:

54 manhours at the professional level
4 manhours at the clerical level

An additional 72 manhours were requirea to recompute
statistics after the TRADOC error was determined.

DAPE-MPE

A summary chart 1s shown in Exhib:it 4. The Structure

and Sustainment Branch of the Enlistment Division of the
Military Personnel Management Directorate was respoasible
for providing a response to the pregnancy gquestions.

- - - e~ v -

lnputs
.e TAGCEN Statistical Clearance Office

.o Health Services Command, Biomedical Statistics
Division, Special Projects Branch

. Separation Branch

Processes

TAGCEN was contacted to see 1f they had any data. YNone
was available. Since a similar gquestion had been askad

previously, the Structure and Sustainment Brancnh
already had data for the first three guarters of FY 73.
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The Branch gathered the ramaining guarter's data from
the two sources used previously: the Health Services
Command, and the Separation Branch of DCSPER. The
Surgeon General's Cffice nad referred the Branch to the
Health Services Command.

The Health Services Command, Biomedical Statistics
Division, Special Projects Branch runs a series of
computer programs which are fed by all service medical
treatment facilities and all civilian medical trea:zment
facilities that are funded to trea:t military medical
patients. The Branch produced gquarterly reports
containing pregnancy statistics. A regquest to the
Branch was made via telephone for the last gquarter FY
78 statistics for abortion and édelivery data. The
Special Projects Branch made a guery to their data base
for the two statistics.

A third category of data was provided by the Separation
Branch of the Enlisted Division. This Branch provided
the number of personnel separated due t0 pregnancy.
The separation data is provided in the DCSPER4S,
Strength of the Army report, and contains a separate
code for separation due to pregnancy.

The data for the number of personnel having abortions,
deliveries and separations wera then totalled for four
quarters to come up with an annual figure. Data for
the previous fiscal year was already available from
the previous time the gquestion had been askead.

Two statistics were provided to the Plans Division:
the total number of pregnancies for FY 77 and FY 78.

Qutputs

A typed response was provided. A copy was provided to
TSG for informational purposes. No coordination was
necessary with TSG.

Problems

The data in the exact form asked for was unavailable.
It 1s unknown and probably impossibie to determine the
number of pregnancies in any one month or as of a
particular date.

This was the second tit2 a guestion of this nature had
been asked. The first time, the Branch had to start
from scratch and determine what data elements could be
used to provide the information. The three categor:izs
of abortions, deliveries, and separations seemed to
satisfy their needs.
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The Branch has 1dentified a need for this type data
from the Health Services Command; however, at the time
of 1nquiry, 1t had not completed the coordination
necessary to be 1ncluded on the distribution list for
the HSC reports.

The data for each of the quarters for each category
were totalled manually. A minimal amount of time was
required for this data manipulation.

- Resources

12 manhours at the MAJ level for collection

8 manhours at the MAJ level for meetings and
administration

3 manhours were required of the Health Services Command

5 manhours at the LTC level

Statistics on the computer time required for responding
to the data base query were not available. The time
was estimated to be minimal as compared to most of the
processing and queries that the Health Services Command
makes.

These two samples were included in our discussion to present an
overview of the type of analysis and data gathering activity the
study t2am performed for each of the six original data
ra2guirements. They represent examples of how two of the six

offices, tasked to provide the data, responded to their individual ‘
requirement.

A

(4) Report Consolidation

Qutputs from all the data gatherers were provided to the
Personnel Mobilization Team Action Officer who was responsible
for assembling all of the reports i1nto a coherent package.

Activities

Report consolidation activities included retyping where
necessary, checking of completeness, statistical c¢learance
by TAGCEN's Statistical Clearance and Policy Group, and
ensuing corrections.

. Problems

The Personnel Mobilization Team encountered no major
problems 1n gathering the reports into a coherent package.
(The case study team was unable to gather any data on the
involvement of TAGCEN's Statistical Clearance and Policy
Group and, therefore, their specific activities are not
1ncluded 12 this report).
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. Resources

The resources expended in report consolidation were as
follows: °

180 Manhours at the LTC level
40 Manhours at the clerical level
160 Manhours for statistical clearance (estimatead)

The TAGCEN Statistical Clearance and Policy Group's level
Of effort was estimated. No records by action are kept of
their time spent in clearing actions. The Group treated the
action like any other and could recollect neither the time
nor the specific problems encountered 1in reviewing the
response.

3. SUMMARIZATION OF CASE FINDINGS AND IMPACTS

Responding to the Congressman's request for information requirad
considerable personnel resources throughout HQDA. The consensus among
the 1ndividuals whom we consulted in conjunction with the case is that
the regquests from Congress will probably continue to be dissimilar to
the recurring automated reports. However, the problems highlighted 1in
this case study are typical of problems to be expected with other
raquests. The study team does not intend to infer that problems of
thals natur2 should be solved through the development of new systems
or reports, out rather that technigues incorporated in the concept of
management of information as a resource could provide a forum for the
rasoluction of some of the typical problems that arise in rasponding
to external gueries for data.

Highlights of problems and major activities required in the
compilation of a response are shown graphically in Exhibit 5 on the
following page. The chart summarizes the problems and activities in
the three areas of:

. Definition of requirements

. Data Acgquisition

. Data Processing

For each of these categories, the major problems and activities are
nighlighced for each of the s.x reguirements. An appraisal was made
9y the Dproject team as to the relative 2ffort 1involved in solving the
problem or performing the activity. For sxample, determiaing the data
source for resquirement (1) was a major effort, whereas the special
computar run for tnat requirement raquired little effort and played
only a small part 1n satisfying the overall requirement.
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(i)

Flnu.."2S

Tae major £indings resulting from this scudy are presented

~

11 Exaibdiv. 6 on che foilowing page. These findings are explained
11 the paragraphs which follow.

Problems ex1st 1n interpreting terms and reguirements and
in cne definition of data elements. The original letter
asked ror the overall manpower shortfall in terms of MOS.
However, the MOS applies cnly to Warrant Officer and Enlisted
personnel not Officers. Further, the full MOS is only five
characters long and the Action Officer had to decide whether
the Congressman really wanted specific MOS data or some
other data. While this problem was encountered in satisfying
the request, this type problem may not always be solved by
an IRM approach. In a previous request for sole parent data,
there was a problem in defining what available data, i1f any,
would satisfy the request. Although the EMF contains a data
element indicating the number of dependents, 1t does not
differentiate between adult and juvenile dependents. In
providing the pregnancy related data, since the data was not
available directly 1n the EMF and OMF, a decision had to be
made as to what combination of available data elements could
pe used to satisfy the need Zor the pregnancy statistics.
For these types of data items autonated dictionary aids
could support the resolution of problems associated with
meaning and location of data.

For each of the reguirements, the source of data was not
Known 1mmediately. Saveral meetings were neld and numerous
phone calls were made in order to determine who could provide
the data. The location of the required data had to be
rasearched and determined before the data could be assemblad
for analysis. Most of the planning time was spent 1in
determining the tasking. Furthermore, for most of the
requirements, many individuals had to be consulted, each
providing specific pieces of data to satisfy the requirement.

In several instances data had not been collected previously
nor was not part of a normal collection process. The question
of sole parentage had peen asked once pefore and a field
survey had to be initiated to provide an answer. However,
the results of the survey were invalidated. Revised
guestions about sole parentage are included 1n a new field
survey. Since a requirement to collect this data had not
peen established the data had to be estimated or obtained ZIrom
a sample survey. In order to determine the number of pregnant
women 1n the Army, data had to be collected from several
sources. Tnere are no centralized personnel data bases thac
maintain this i1nformastion.
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Access to computerized files was made onlvy 1n two instances.
A conscious decision nad been made td pertorm most of the
necessary manipulations manually. The prime reason Jiven
was the shortage of time. The decision necessitarad spending
aver 390 nours manually rolling up nardcopy reports. Ia the
first lnstance, whers access was made to computer files,
MILPERCEN ran a speclial request program for the TRADOC
Systems Analysis and Nuclear Agency (TRASANA) model. The
model was already available and 1s run periodically; the
only difference was 1n the input data which MILPERCEN already
a2ad. The second access was through a batch gquery to the
dealth Services Command data base.

Five of the six requirements needed estimates because data
was unavallaple. For the strength data, estimates nad to oe
applied to the mobilization SACS data and resarve componants
mobilization data to determine timne phased raguirements for
personnel. Data for sole parentage had to be estimated
pecause the survey data previously collacted was invalid
and the personnel master files do not have a sole parent-
indicator. The pregnancy statistics provided had
qualifications and did not include pregnant women in several
categories. The final two estimates were made to satisfy
raquirements {(5) and (6) which asked for judgments and
tnerefore asked for estimates.

The formats of available reports did not contain data
aggregated to a directly usable level. Most Ot the strength
r2lated rsports contained data aggregated only at the MOS
iz2vel and had to be rolled up to the CMF lavel. The reports
used for enlisted personnel in the active Army formerly
contained data rolled up to the CMF level. However, that
portion of the report had been eliminated 1n a periodic
review Of the recurring management information raguirements.
In most cases strength data was culled from one report and
the assigned and quaiified data came from another.

Authorization data from source reports was inaccurate for
one command. PERSACS data used Ln the generation of tne
Septemoer 30 COPO43 report was inaccurate, and, when the
1naccuracies wera detected, initiated a large amount of
racomputation time,

Data conversion was required. There were several instances
where tne end Of month authorization and assigned strength
filas contained new MOSs in one file and still had the old
MOSs 1n the other raquiring user conversion.

Qrganizatcions 4o not maintain r2cords regarding personnel
c0Sts invoived 1n Droviding 1aformation, None Of the
orjanizacions 1nvolved Keeps track of the zime ragulred o
satlsfy outside 1nformation neads.
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(2) Resources Expended

The resources expended 1n compiling a response for the
Congrassman are listed 1n Exhibit 7 on the following page. The
total person hours raguired to prepars the report were estimated
to be 1090 hours. It must be pointed out that the resource
astimates were re-constructed after the fact. Because offices
typically do not account for hours and other resources expended
in responding to inguswries of this nature, the actual costs may
be nigher than the escimates derived.

The next section provides an overview to those IRM concepts
which could aid in making responses to these type inguiries more
efficient.

(3) Impact of Case Findings and IRM Concepts

‘ A summarization of the impacts of the case findings, and the
relevant impacts of IRM concepts are presented below:

. Failure to utilize automated aids in resolving data element
definition and locacion problems will result 1n an
inefficient use of resources. Applying an IRM concept, the
use of a data dictionary would have provided an automated
aird i1in 1dentifying the appropriate data element(s) in the
Army i1nventory to satisfy some parts of the reguirement, such
as sole parent data and orecnancv data. and referenced the
source of the data, as well. Considerable manhours devoted
to manual search and comparison efforts could potentially
be saved in responding to similar ad hoc requests in the
future 1f the staff could facilitate locating data aided by
automated capabilities.

. If the demands for data are not controlled, the reportin
burden on the fileld and the Stail can become excesslve. f%e
raquest asked for data related to sole parentage and femal=
pregnancy. This data was not currently stored in a central
data base nor was 1t readily available., These inquiries
represent unigue regquests for data, some of which nave not
Peen previously collected. Similar requests will again arise
in the future. The Army must determine if and how the data
should be collected, stored, processed, etc. Applying the
IRM concept of Information System Planning and Review, an
effective function of this type can make the determination
through decision processes of whether the actual data must
pe collected, or whether statistical estimates should be
provided.

. The continued reliance on the use of estimated data reduces
confidence 1n the validity ot the data. The rsguirement
requesced tne Army estimate using 'best judgment" the
"ghost" and "unsatisfactory participation"” of Reserve
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EXHIBIT 7

Manpower Mobilization Case Study

Resources Expended

TASK

e OVERALL MANPOWER SHORTFALL

REPORTS

e DEMOGRAPHIC DATA
e SOLE PARENT DATA
e PREGNANCY DATA

e PERCENT RESERVE COMPONENTS WILLING AND ABLE

TO RESPOND TO A CALL FOR
MOBILIZATION

e PERCENT RESERVE COMPONENTS CONSIDERED "“GHOST”
AND “UNSATISFACTORY PARTICIPATION"

e REQUIREMENTS DEFINITION, INTERPRETATION,
TASKING, REPORT CONSOLIDATION, AND
STATISTICAL CLEARANCE

TOTAL

PERSON HOURS

521

12
1

28

40

488

1090

e




Components 1n time of mobilization. It further directed
coordination with DOD would be avoided. Analysis indicated
that the Congressman doubted the DOD figures and ragquestad
best judgments from the Army for tne data. Two IRM related
functions could 1mpact tnis situation, the Information
3ystem Planning and Review function and the Quality
Assurance function. The first would aid in determining
whether the data should be collected, and how; and, the second
- would apply the quality control features necessary to assure
) consistent and accurate data is released by category.

. Failure to adequately control system change policy can
otentla create uncontrolle ata lnconsistenclies.
EalIure.to properly identify all systems that contain a data
element results in data inconsistency if any characteristic
of the data element (definition, code scheme) is changed but
the change is not made in all systems. In this case out-
of-date MOS codes wers contained in some files requiring
manual conversions to current codes prior to supporting the
CMF roll-up compilations. The IRM concept of metadata
management serves to reduce these incompatibilities through
managing systems change policy and by using automated
dictionary/directories to i1dentify data elements and system
associations. Therefore, the impact of changing any data
element can be assessed before the change is made and all
affected systems cain be identified.

. The failure to effectively control and monitor the guality
Of data can require additional resources to make data re-
usable. Data provided for one requlirement was 1n error,
wnicn nad not been detected, but was used in the original
computations . The guality assurance function emphasizes
control of data quality as near to source of origination as
possible. Under this approach the chance for error is
reduced and overall data quality is improved. The function
also i1ncludes validating data for accuracy prior to release
for re-use. When this function 1s not performed adegquately,
the potantial for distripbuting erroneous data 1ncreases.

The implementation of several of the IRM activities,
descrived 1n Chapter III of this report, can provide a forum for
the resolution of some of the problems mentioned in the findings
and 1mpacts summarized above. The implementation of these
activities would not necessarily resolve all problems related to
ad hoc or external requests for information. While some effort
wlll always be needed to interpret the meaning of external
raguiraments, the IRM concept can aid the staff in reducing
1nconsistency for internally maintained data.




2. SUMMARY OF CASE FINDINGS AND IMPACTS

(1)

o

L TR TNV TR, VR TN

In this section, we present a summary of the major findings that
Fave a commonality among the three case studies. Detailed findings
were stated in the individual case study descriptions. These £indings
are explained in the varagraphs which follow.

Findings

The cases demonstrated that requested data often does exist,

however, the major problem was locating the sources of data.
This was true for both the RIM system development and the
manpower mobilization case studies. For the RIM development,
a major undertaking was determining what the information
sources were. In the manpower mobilization case, several
lengthy meetings were held and numerous phone calls were
made in order %o identify who was responsible for providing

subsets of data, and in what form that data could be provided.

An excessive amount of time was spent reconciling
conflicting figures purporting to display the same
information. Examples of data inconsistencies were found
in all three case studies. These inconsistencies were caused
by several conditions, such as poor data quality; different
systems being updated with the same data, but at different
times; reports generated from different versions of the same
data base; and multiple differences in data element names,
definitions and code representation.

Poor data gquality has been indicated in PERSACS data. The
PERSACS data base contains authorized strength data for all
major commands, however, the source data for the compilation
did not contain authorized data for one major command.

For the RIM study, there are continually instances where one
of several conditions arise, such as, there are no
mobilization stations for units, units have no MTOE, and
units have multiple MTOEs. Valid MOS codes were changed.
However, the codes were not changed at the same time in all
systems., This required a manual conversion effort in the
manpower mobilization case study where the PERSACS data
files had been updated, but the personnel master files had
not been updated. In the RIM study, the same problem occurred
with TAADS and SACS.

Different versions of the same data base were used in the

budget preparation for 5-ton trucks. The result was that

the DCSLOG planned to distribute a different number of trucks
than the DCSRDA was planning to procure.

There is a ootential for misuse of data due to a lack of
understanding as to wnat the data means. The lack of a
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current user's manual for LOGSACS has promoted a lack of
understanding as to how the data is developed and an 1ncrease
in the misuse of the data for purposes other than intended.
Many changes have occurred to LOGSACS since the last update
to the user manual nine years ago.

Current mangement information systems cannot keep up with
the changing reguirements for the data maintailned dv the
systems. In the 5-ton truck study, there was a problem with
the use of TAEDP data by DCSLOG. The TAEDP deals only with
authorized equipment and new items are included only if they
have been "type classified" in the inventory. Distribution
planning for these items requires a manual process resulting
in the expenditure of considerable manpower.

Also identified in the 5-ton truck case study was the fact
that data regarding multi-mission equipment is not
identifiable by specific missions in the present HQDA
management information systems., The result is that the
impact of a budget cut cannot be readily identified with a
specific mission and therefore an inability to properly
define equipment reguirements occurs.

(2)  Impacts

The major findings presented in the previous section impact
the development of an Information Resource Management Program
for HQDA. These impacts are explained in the paragraphs which
follow.

Without improved capabilities to more efficiently locate
and access data, excessive personnel resources will be
consumed and excessive time delays will occur. Information
about the information resource should be available to
Headquarter's personnel in order to help them locate
information sources. As stated in the findings, most of the
time the data was available; the problem was locating it.
Although the informal personal contact network method of
locating data is generally effective, it is time-consuming
and often does not exist for new Action Officers.

. The data user, data handling, and data management communities
require continuing education and orientation to effectively
utilize the Army's information resources. HQDA personnel
need to be educated as to why information is a resource to
be managed. The level of data sharing is significant and
the importance of controls over data quality, data sharing,
and constraints needs to be stressed. The education should
make users aware of what shared data actually portrays.

. The Army staff will be recquired to change current vractices
if more efficient cross-functional information sharing 1s
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to occur. The level of data sharing among functional areas
Ls inCreasing and changes tc systems' files are bei1ng made
without coordination among all users of those data files.
This has created unplanned delays in processing data. The
review and coordination can include an evaluation of the
potential for consolidation of data or function. The rata |
at which requirements change indicates that systems planning |
must be carefully reviewed with respect to -he information :
to be provided by the system.

. In order to make information policv effective, a mechanism
Or_process must be established to execute and enforce
existing policies and procedures. Data administration can
help to resolve the data inconsistencies that have appeared .
in the case studies. The organization can provide improved
data consistency by ensuring that data element changes are
effected in all systems using a data element in the same
time period. Further, the organization can examine why

inaccurate data 1s being generated and recommend steps to
prevent future occurrences of similar inaccuracies,

This chapter has provided an examination of three case studies
conducted to determine how information is managed at HQDA and where
the problem areas are in actual situations. As in the previous
chapters, the examination has indicated a need for a comprehensive
Information Resource Management program. The next chapter presents
the reguirements for such a program.

T ———————— T Ty e e o -




X. HQDA AUTOMATED INFORMATION RESOQURCE MANAGEMENT PROGRAM
REQUIREMENTS DEFINLITION

In Chapters II and III we have discussed the concept of managing
information as a rasource of Headgquarters, Department of the Army. Tn
Chapters IV-IX we have described the characteristics of HODA's current
approach to managing its automated information and some of the
resulting impacts on HQDA. In this chapter we present the requirements
and rz2lated considerations for an automated information resource
management (IRM) program for HQDA,

Qur discussion includes the following program design eslements:

. Summary of Issues

. Overall IRM Program Regquirements

General Design Requirements
. Tunctional Requirements
Organizational Considerations

Implamentation Considerations.

1. SUMMARY OF ISSUES

In the previous chapters we have presented a series of issues
which have an 1mpact on the method 1in which HQDA manages its
tnformation. A summary of the major issues developed in those chapters
15 presentad 1n Exhibit X-1. Three logical groupings of issues are
oresented which summarize the issues develooed as 2 rasult of the
various <data collection efforts conducted during Phase I. These
Jrouplngs ara:

. Information Issues,
. Management Issues, and
. Organizational Issues

The summarized findings should be viewed as a collective grouving,
by category, and are not intended to relate to the associated IRM
frogram Impacts on 2 one-to-one basis. The Findings, collactively,
are considerad to have the impacts indicated. Several of the more
imgortant 1ssues 2r2 discussed in the paragraphs which follow to
establish a common ground for understanding the overall IRM orogram
requirements presented i1n this chapter.

X-1
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EXHIBIT X-1
Page 1 of 3
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Information Issues

Ther2 1s 1ncomplete knowledge as to what information is
avairlable. This oroad Zinding carri2s througn 20 several
levels. ™We Zfound that theras was an ignorance of what data
2laments exist among Headguarters, DA data dases, a lack of
Xnowladge as to where svecific elements reside, the format
1n which thev are stored, and the process raquired to access
the 1nformation. The 1mpact on Army management has been
duplicate collection and maintenance of files containing
similar information among the different functional ar=as.
This i1nhibition of data sharing extends not only to
information held at DPI's but also to data needed in supvort
of applications systams at HQDA. Data may be held and
maintained independently because the user is unaware that
1t 13 being collected, stored, and audited by a source that
1s closer to the origin of the information. As the number
of efforts made to gather similar data increase, the abilitv
to assure the quality and timeliness of :zhe information
declines. The impact of these findings 1n HQDA center around
the need for education and :tools that develop an awaraness
Zor the guantity and quality of information that is the
Army's resources.

Decision processes are difficult to suopbort when available
data 1S 1naccurate O lLncons.sten: cata from automated
sources. The limited degree of 3data sharing among the
functional areas cr=ates a "stovevipe" or vertical flow of
information to Army management. When Staff elaments revort
information which conflicts, substantial efforts must be
made 1n order to reconcile or justify the variances. These
conflicts not only force the integrity of the data to be
Juestioned but cause much manual manipulation and =2£fort in
justification which might be spent mors oroductively. 1In
cases where 1nconsistent data is suoovlied to external
orjganizations 3such as 0SD, OMB, and Congress, the Armv's
Management and credibility may be gquestioned. Lacking a
coordinatad 2ffort to manage 1aformation as a rasource of
HQDA, the vertical focus of current managmeent could continua
o inhibit data sharing and force the expenditur2 of 2%forts
to reconcile conflicting information.

There 1s a significant amount of inconsistent data el-ment
definition and coding. During our examination Of
applications systems, examples of inconsistent data element
definitions and coding werz gathered Juring interviews of
systems personnel. It was found that some data elements had
the same names bu: were defined Jiffarantly and converselv
1nstances whare 1dentical 1nformation was bteing called by
d1fferent rames. This can cause a problem when the svstems
attempt to use the fame Jata 1n ver€orming similar €unctions.
Throuzh oroverly defined data mangemant oolicias and
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procedurses, data element manipulation and usage can be
controlled, theraby 1nsuring that each staff alamen= in HODA
usas the Jdata consistentlv and 1nformation generatad isinag
the same base data elemeats can de comparad and meaning®ul
developed.

Management Issues

There appears to be a lack of support for the Armv
Information Processing Standards and Army-wide nolicies
regarding standards are not followed uniformlv. While some
systems were developed 1in compliance with the Army
Information Processing Standards, no DPI has been using the
standards in all systems for which the raqulations are
intended to include. Standardization has not been consider=d
an integral part of information systems olanning by all
Agencies. Only a minimal amount of 2ffort is being dirscteA
at this program by HQDA; no DPI has taken an active rols in
having data elements submitted for standardization, in oars:
because of long delays involved in the standardization
process, Further, the current policies contain no orovision
for compliance auditing and enforcement. The key obiechive
of data standardization is to vromots compatibility among
systems and the lack of adherence to the standardization
policy has resulted in systems being develooed using non-
standard data elements. This has resulted in inefficiant
and costly data sharing among systems.

Some DPIs are oroceeding to develoo their own information
management orograms independentlv., While the DPI3 ar=
realizing the need for an improved managment of the
information, they are developing 1indecendent orograms. The
uncoordinated develooment of informat-ion management can
result im conflicting policies.

Organizational Issues

There 1s minimum supoor: for data czar or IRM bureaucracv.
HQDA s=2ff activities are concerned that a data czar will
emerge from an IRM program. Furthermore, most O0Ff the HQDA
executives felt uncomfortable with a data czar aooroach, HDu*
were 1n general agreement that a horizontal avoroach could
be of benefit to the Army as a whole. However, to accomplish
this horizontal approach to information management; it was
Jenerally agreed that someone must be put in charge. The
1mpact of this is that the centralization vs.
decentralization issue must be carefully balanceAd.

An 1nformation management authori-v does not exist to review
sSystem designs horizontallv or orovide technical quidance

and suwnport fcr information management. Tae dynamlc nacdre
oI tne HQDA environmenc nas caused rncreased demands for
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data by agenci2s other than a DPI's functional orovonant.
Further, the technical assessment function is oerformned on
a random and ad hoc basis and 2ach DPI oerforms i:ts own
assessment. The 1increase 1in demands for 3ata sharing will i
require a greatar 2mpnasis on a horizontal review anA
coordination of informa%-ion svstems olanning. Howewver, IRM
must assist the mission 2f DA and not merely ragulate.

. The size of the Armv Staff is shrinking and OCSA is under
constant scrutinv to remain streamlined. These findings
were orought up by Several of the HQDA executives
interviewed. The impact on the development of an IRM
organization will be that newly created IRM activities will
be difficult to staff and that any office recommended at
the OCSA level should be initially small and reviewed
periodically.

2. IRM PROGRAM REQUIREMENTS

The overall requirements of an automated information resource
managemant program (IRMP) need to be stated 1n terms of the objectives,
scovpe, authority, and responsidllity associated with the program. This
program definition 1s required so that HQDA “Management has a full
understanding of the major aspects and rslated 1mplications of IRM,
AZter recelving program concurrence, these essential program elaments
can be 1sed as the basis for developing the volicy statement
2stablishing IRM for HQDA.

(1) Program Obiectives i

The overall goal of developing an information rasource
Management program (IRMP) for HQDA is to establish the oprocess 1
through which the Army can begin to address some of the many !

1
!

problems i1t currently faces with regard to its information
resource and to place itself in a better position for resolving
those problems 1n the years ahead. Such a orocess does not
formally 2x1s%t in Headguarters today. Many 2f the relsavant
functions of 1nformation resource managema2nt ar= scatterad
taroughout the various staff agencies with lit_.le or no conesive
direction for resolving inter-agency conflicts or sharing and
correlating 1nformation.

The first objactive of an IRMP in establishing this process
1s to develop an understanding of the concept of information as
) a resource of HQDA and to promulgate this philosoohy throughout
the organization. This education process will be widesoread and
on-go:wng throughout the early vears as the vorogram is developed.
Widespread understanding of this philcsovhy is fundamental to
the accomplishment of specific oojectives and the attainment of
the goss:ble benefits through better managamen: of the Armv's
1nformation resource.
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A second major cbiective ralated %20 the establishmant o€
zhe Process f£or information r2source management 1s the
rdentification of responsidilities for the rasource thoroughout
3QDA. s we 1indicated 'n Chapter ITI, resconsidilitias mus: 2e
cla2arly develoved and understood for the

. Information Resource User Community,
. Information Resource Handling Community, and
. Information Resource Management Community.

The process of effective information resource management will
need to focus on the relationships among these three communities
and how their individual roles can contribute to better
1nformation £or HQDA.

In particular, the Information Resource Management Tommunitvy
should vrovide through an IRMP a horizontal look across sta®f
agenci2s with a focus on the information which the Information
Resource Handling Community orocesses and provides *+o the
Information Resource User Community to support their mission.
The IXM Community should provide a focal point or a forum for

. resolving conflicts within the User Community with regard
to 1nformation

. astablishing consistent information management oolicies and
direction

. facilitating communications ahd understanding betwean =he
User Community and the Handling Community

. coordinating plans across HQDA for information svstems with
regard to information reutilization

. providing an educational service to the User Community
regarding 1nformation awaraness

. identifying the costs associated with information so that
HQDA can we1i1gh these costs against the benefits obtained.

(2) Scove of Program

There are many dimensions to the develooment of a orogram
for 1nformation resource managament. Three dimensions of special
si1gnificance to our study are:

. the discipline,

. the subjact, and
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. the level of the information to be managed.

As we indicated in Chapter III, there are sevaral disciolines
which are moving in the direction of i1nformation resource
management for the 1nformation generally considered under the
ourview of that discipline (data processing; Daperwork or
administration; textual, scisntific and teschnical information:
clerical or correspondence activities; etc.). In the
Headqguarters, DA environment there are a number of staff agenci=zs
with 1ndividual missions related to specific disciolines (such
as OACSAC, TAGO, or ODCSRDA). One dimension of the scove 0f the
IRMP concerns the discipline(s) to be integrated into the orogram
and the organizational impact such integration would have.

A second dimension of an information resource management
orogram 1S the subject of the information to be included in the
scope of the program (financial, versonnel, logistical, force
structuring, etc.). Thus, an initial program might be defined to
manage only the financial information resources or only the
personnel information resources. In fact, parallel orograms f£or
individual subiects could be established and merged sometime in
the future as conditions dictate, given they were initially
established subject to common direction.

A third dimension is the level of the iaformation to be
considered, and thus the range of the management activities
throughout the Army (e.g., Headguarters, MACOMS, Field Operations,
2tc.) Headguarters, DA L[S a staff organization for the Devartment
of the Army. Many of the resource management functions which it
verforms 1t does for the entire Army (e.g., ODCSPER establishes
personnel policy for all Army personnel). BSut 4HQDA is a sizable
organization unto itself with its own resources to be used for
1ts own operations. These resources, too, must be managed. 1In
most i1nstances, the organization which manages the resources for
the Army also manages those resources for HQDA (e.g., Headguarters
versonnel come under the same policies as £i2ld personnel).
Occasionally, however, Yeadquarters may wish to limit its scove
for a resource to0 just that portion of the total Armv resource
which 1s directly involved with HQDA., 1In the case of information,
1= 1s possible that HQDA may wish to limit the scove of 1its
1nitial information resource management program to just that
information which HQDA employs in carrying out its staff
activities for the Army.

Qur study has been limited to reviewing the management of
information which nas been automated for use by 3QDA. As a
consequence of this focus of scope, the program requirements which
we nave developed and present in this chapter are to be
interpreted as applying to the management of automated
information only at the HQDA and its supporting DPI level.
Expansion of the scope of the automated information resource
management program to include manual information, word processing
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activisias, textual or scientific and technical information, or
tnformation processed and used by the MACOMS and field activities
ar2 considerad natural extensions of the concept of viawing
rtaformation as 31 rasource. Yowever, the raquiraments i these
2xtanded areas have not been fully investigated during =his study,
Additional study will be n22ded =0 detarmine the fa2asibility of
such 2xpansions 11 scope for an automatad i1nformation rasource
managament 2rogram,

Qur study did investigate automated information management
activitias across all the major Headgquarters Staff Agencias {(with
the exception of compartmented intelligence information in ACSTI).
While a complete study of every automated information system was
not possible under the resources of our contract, a representative
sample was investigated to provide an understanding of what
information has been automated by the Army and how current
information management policies and procedures have been put into
effect. The study did at times address manual information where
1t interfaces with automated systems. We also considered to a
limited degr2e the information used in the field as it is reported
uo to HQDA Staff Agenciles.

The focus on automated information is a natural first steo
1n the development of an information resource management orogram
of larger scope. The intentional decision to limit the scooe of
this study %5 automated 1nformation was dased on several Xey
factors:

. automatad i1nformation processing is a well-developed and
recognized discipline

. data management doctrine and philosophiss are already
established

. software aids to assist in managing automatzd information
have been developed

. metadata about automated data is more readily availabls

. the automated subset of HQDA's information offers a realistic
domain for implementing an IRM orogram.

While many problems occur in the manual processing of information,
1t 1s when information 1is automated that the need for precise
definitions of terms and standards for data names and
representation becomes most apparent owing to the orecise and
generaily inflexible nature of current automated data drocessing
equipment. This fact, coupled with the large volumes of
information which has been orzanized for orocessing by automated
means at HQDA, make the domain of automated information an
tmportant and natural place to start in develooing a nucleus of
tnformation resource management at IQDA.
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Wwith the understanding that our study and racommended
orogram are %o Oe interoreted as avolying =2 the limited scoove
of automated 1aformation used bty HQDA and its supoor-ing D°l's,
we shall not reference scope limitations, in general, throughout
our ramaining discussion of the Armvy’'s requirements for
tnformation rasource management.

(3) Authoritv and Responsibility

The efficient use and management of information 1s th
tesponsibility of everyone in HQDA. The current stovepipe
orientation of information flows, however, tends to narrow the
focus of responsibilities of the individual Staff agencies. At
present, there are few individuals or organizations in HQDA with
a broad perspective of 1nformation management across all the
staff agencies. As the agencies progress in their develooment
of 1nformation systems they are beginning to formalize the need
to share 1nformation across functional areas and they are becoming
aware of the need to manage information better to facilitate this
sharing process.

The sharing of information requires cooperation,
coordination, and a commitment on the part of the sharing parties.
Within a staff agency there are typically mechanisms for achieving
this coordination, cooperation, and commitment commensurate with
the mission and rasource management activities of the agency.
Among agencies, information sharing needs and problems can be
worked out by mutual agreement but may often be limited to a
system-by-system basis. Under these circumstances individual
agencies find themselves sharing information in one form (or on
one basis) with a given agency but, verhaps, in a different form
(or on a different dasis) with ancther agency. Conflicting
unilateral or bilateral policies may then arise.

Information Resource Management will establish a mechanism
for resolving problems on a Yeadquarters-wide basis and
developing a consistent set of policies with regard to information
lanagement (provonency, retention, naming, representation schemes,
coding, permissidble values, etc.) To be effective, this IM
mechanism must have the cooperation and commitment of the
rndividual Staff Agencies to

. participate in its develooment,
. abide by its policies, and
. contribute to its operation and improvement.

In addition to Staff Agency comm:tment there must also be
leadership and direction for the establishment of the program
from the QOffice of the Chief of Staff in terms of a Headguarters
commitment to ‘




. wmprovad managemant of it%s information rasources

. allocation of other resources %0 supovort this managsmant
process
. axpectartions for itndividual staff agencizs to particivate

1n the process.

Such a commitment would 1nvolve the declaration that
automatad 1nformation is to be considered as a ra2source of HNQDA
and the assignment of specific IRM responsibilitiss to selactad
organlizations. The designation of authority and resvonsibilitv
for IRM will also require the allocation of resources sufficiant
to execute the program. The magnitude of these resources 1is
indicated in Chapter XY of this repvort and will be develoved in
gr2ataer detail in Phase II of this study. While too managemen:
(OCSA and Staff Agenciss) commitment and direction is essential,
an Iaformation Resource Management Program also resguires the
commitment and particivation of the individual information users,
orocessors, and svstem designers. It is these peoole (2.3., Action
Officers, Daza Base Administrators, System Plannesrs and
Implementators) who must abide by the Dolicies to maka2 the drogram
effective; and it is they who stand mos: to benefit from the
stability associated with information resource management.

3. GENERAL DESIGN REQUIREMENTS

An 1nformation rasource management orogram i3 the coordinated,
directad mechanism whereby an organization can ou%t information
resource managsment 1nto effect. Soecifically, at HQ0DA an information
rasource management program will be:

. A philosophy which must be made prevalent throughout HQDA

. 34 sat of policies and orocedures to 1mpart the ohilosoohv
and to govern the program

. An orjanizational structurae to develno, implament, monitor,
and execute the policies and proceduras and the orogram
itsalf

. A set of tools to assist the development, implementation,

monitoring, and execution process.

The need for such a program has been described in Chaoters IV-IX of
this report. Further, the issues brought forth 1n the orevious chaoters
and restated 1n Section l of this chaoter must be considered in the
Jeneral design of an effective IRMP for HQDA. The program, itself?, is
developed conceptually i1n this chaoter and in Chapter XI. DRetaileAd
development of the program is scheduled for Phase 2 0f our contractual
afforet.




(1) Philosoohy

The fundamental ohilosoohy that information is a <73luadla
ra2source of Headquarters, Devartment of the iArmy and that this
rasource needs to be manag=ad has been discussed at lang<h
throughout this report. Hers we stress the need o oromulgats
this ohilosophy throughout HQDA to gain:

. an organizational understanding at all levels

. top management commitment, direction, and allocation of
resources for an effective program

. middle management agreement with the princioles of IRM and
a commitment to abide by the philosoohy to obtain mutual
denefits

. supervisory and operational level understanding of the
concepts involved, awareness of individual resoonsidilities,
and the development of the taschnological soohistication
necessary to implement and maintain the program.

The promulgation of this philosophv will entail a substantial
and long-term educational effort, but one which is necessary to
the development and continued maturation of the program.

(2) Policies and Procedures

The set of policies and procedures governing the orogram
w1ill te developed over the years as HQDA more clearly defines
the IRM program which is best suited to its needs and capabilites.
In general, policies will need to be established regarding:

. Program purpose, direction, and scope

. Program authority, monitoring activities, and enforcemant

sanctions

. Organizational placement of IRM activities

. Detarmination of information prooonency and sole competent
sources for data

. Data standardization and data ressource Adirectory
construction

. Access, privacy, security, and freedom of information issues

. Quality control of data validity, accuracy, consistency, and
the retention process
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. Authority over the raviaw and approval of the information
systems plans of the Staff Agencisas

. Torms, reports, and rsacords control.

{3) Organizational Structure

The organizational structure to develop, implement, monitor,
and exacute the policies, procedures, and the program itself, is
a major consideration for HQDA as they embark on instituting an
information resource management nrogram. Chaoter XI of this
teport addraesses the organizational structure issue in some depth.
Primarily the organizational considerations for an initial IRMP .
center on what i1s feasible to get the program started. Thus, our E
focus has been on determining

. What IRM activities are initially necessary £or the program J

. Where those activities are currently being performed within
HQDA {iF "at all)

. Wwhat level of authority will be required for each activity

. Other organizational considerations concerning the current
4QDA environment.

These 1ssues are addressed in subsequent sections of this chaoter.

(4) Management Tools

The tools to assist in the management of the information |
resource are many and varied. Some of the major tools include: ’

. A data standardization program for data elements and data [
1tems
. Data bases pertaining to forms, records, and rapvorts to be
managad
i
. Data Element Dictionaries and Directories ffor metadata) :
. Audit mechanisms for gquality control of data and information

resource management policy compliance control
. Cost accounting mechanisms for information.

The deqrze of sophistication of these tools and the scooe of
“heir application will be significant in determining the success
of the IRM program,

Data Standardizatinn "as been an ongoing affort in DOD and
epartlent o0f the Army for over 13 vears. The orogram has
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met with mixed rasponse, supoort, and success, and yet it is
generally agreed that standards in terminologv, data elzment
names, data item values and codes, and attendent data managemant
software would go a long way toward facilitating information
sharing 2nd raducing the costs associated with information
systems. The Data Standards Program is a fundamental and integral
part of the HQDA Information Resource Management Program and
provides a set of tools which can be used to assist in the use,
maintenance, and management of the information rasource.

The current Forms, Records, and Reports Management activities
in TAGO i1nvolve the establishment and maintenance of data bases
pertaining to the forms, records, and reports of HQDA. These data
bases are an essential source of information needed by the
Information Resource Management Community to monitor and control
the develooment, proliferation, and dispensation of forms,
reports, and records.

Data element dictionaries and directories are colleckions
of data about 2he data contained in a computerized €ile or Aata
base, r.e., metadata. Tyoically, dictionaries contain the defining
charactaristics of data =2lements such as name, size, data tvoe,
character set, precision, date of last uodate, etc. Data
directories contain information about the location of a
parzicular data element wizhin an organization, which computer
Drograms access that alement, which organizations are resoonsibla
for the data, etc,

The FIPS Task Group 17 of the National 3ureau of Standaris
has identified a new tool which they term the Data Resource
Directory (DRD). This tool is 2 combination of the functions of
a data element dictionary and a data element directory and one
whose scope is the entire data (or information) resource of an
organization (manual or automated). The HQDA DRD, then, would
contain all the metadata pertaining to the HQDA information
resource. GZ=ven with the understanding that the contents of the
DRD 1s matadata and not the actual data itself, the size of such
a ORD for an organization the size of 4QDA would be considerable,
The actual develoovment of a DRD for HQDA will undoubtedly occur
11 stages with suitable restrictions of scope (such as the focus
of our study on autorated information or the concentration on
individual subject areas one at a time). Indeed, the
implementation of the concept of a DRD may actuallv result in a
distributed DRD for reasons of efficiency, =2ffectiveness, or
security. In Phase 2 of our contract, we shall investigate further
the concept of the Data Resource Directory for HODA.

T™ie Audit mechanisms for quality control of Z2ata and IRM
policy compliance will entail the development of management
proceduras =0 be followed by the Information Resource User
Community and the Infsormation Resource Handliag Community with
r2gard =0 the 1nformation resource. Such mechanisms will bde
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similar to the audit procedures currently in effect for the
management of other rasources.

The Commission on Faderal paperwork in their reoort on
Information Resources Management (Seotember, 1977) rejecks the
1dea that 1nformation-related costs should be considered as
overhead and advocatas the develoovment of mechanisms for cos*
accounting for information. "nfortunately, few such mechanisms
alrsady exist; research is needed to identify information costs,
Categorize them, and develop mechanisms for aggregating and
summarizing these costs. The development of such costs can allow
HQDA Managjement to compare actual information system per formance
with expected performance and thereby determine bottlenecks,
breakdowns, and misdirections in the Total HQDA Information
System.

An information resource management program, then, is
. A Philosophy
. A Set of Policies,
. An Organizational Structure, and
. A Collection of Tools.

The philosophy 1s clear: information is a valuabla resource of
QDA which must be managed. The get of colicias is based on this
2ni1losoohy and serves to define the philosoohv “or the HINA
anvironment. The collection of tools is virtuallyv endless. As
new and 1mproved technology and techniques ars 4develoved, new
t00ls will become available to supoort IRM., The activities
Jertinent to the organizational structure for information
resource management are Jescribed in the next section of this
chapter.

1. FUNCTIONAL REQUIREMENTS

Exhiioit X-2 identifies 1l activities which are r2levant to =he
management of i1nformation as a resource. 7We believe these activities
are fundamental to an initial automated IRMP, Sut they 40 not
necessarily comprise all of the functions which the Army may need to
develop to manage its total information resources.

{l1) 1Information Policy Development and Promulgation

The first activity listed on the axhibit is Information
Policy Development and Promulgation. 3As we have diccussed, a kev
concept of 1nformation resource management 1s the develooment of
a consistent set of oolicies with regard to the managemen* »>f
tnformation. This set of policies i3 the cornerstone uoon which
the Program is built and which defines the authoritv and
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limitations of the ramaining activities. Some of the arsas whera
tnformation managemeant policias will be raguirad wer2 liszad in
the praceding section of this chapter. 3asically these zolicias
relate to the scope and conduct 0f all the activitias o2f the
information rasource management °rogram.

Review and Coordi-ation of Information Svstems Planning

(28]

The next activity is the Review and Coordination of
Information Systams Planning with respect to the information to
De provided or used by the system. This review would include:

. consideration of alternative sources of data for the svstem

. avaluation o€ the potantial for consolidation of data or
function

. an HQDA-wide perspective for information acguisition and
sharing.

The actual development of the Information Systems ®lans would
remain 1n the purview O0f the 1ndividual Staf€ dgencies and thelir
respective DPI's. Further, it is understood that other forms of
review of these plans (such as for ADPE to be involved, soundness
of the system design, justification of the need for the system,
consideration of Lifs Cvcle Managemen: guidelines, a2%c.) are
highly i1moortant and will continue to be needed 1n addition %o
the 1nformation raview. The coordination of the devalooman:z of
Lnformation svstems for the various Staff Agencles is impor:ant
to the enhancement of i1nformation sharing and to the
tdentification of potentially redundant situations.

{3) Information Resource Education

third activity, Information Pasource Education, has two
aspects. One 1s the aducation of HQD2 °on +<he vhilosoohv and
benefits of wiewing rnformation as a rasource and on what the
program 13 doing %0 manage that rasource. The second asvacht is
che =2ducation of HQDA personnel on =he contents, location, uss,
and constraints of the information ra2scurce. This function aids

LA |
o
o

. the Action Officer in processing “is action items,
. the systems planner and designer in creating new information
systems

. HQDA managemen®- in olanning and oSudgeting for inforaation.

Ther2 will need =95 be develoved an 1nformation locatdr svsten
{po3s1oly 2ased uvon a dCDA Data Resource Tirackorv) which can
o2 used o fac:.lizaze the 1nformation rasmurce education orocess.
The automat:ion of this locator svystem 13 deemed an 2s3sential
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asvect of 1ts viability due %o the zotential size of its contants
and the us2r vooulation. In addition to oroviding an on-line
taformazion locator service to HAQDA, the information rasource
2ducation act:ivity MmLght cecome 1avolved 1n oublishing 3 zeriddiz
newslatter containing Lt2ms 0fF L1ntarash %0 %he (nform=tisn
r2source community.

(4) Information Resource Tec.nologv Assessment

Information Resource Technology iAssessment sinilarlyv Rnas
twWw0o aspects. One is the assessment of current DPI and Sta€é
Agencies' capabilities to support tneir own information needs as
well as the demands of other organiza*ions. The second asoect
1S the tracking and assessment 0f current tschnologizal trends
11 1nformation management and assistance and juidance to the
Staf€ Agenci2s and DPI's 1a 1ncoroorating this tachnologv.

Information tachnology 1s a rapidly growing and chanding
12ld, and many cimes a system can be technologically outdat23
cefor2 1ts develoovment 1s completed. The assessment of
tnformation tachnology vder se (2.3., ADPE or Word Processing
Zgulpmen=' 1s best left to the expertise of the Information
Resource Handling Community. However, information rssource
management, 3s an emerging field, can be expected to develoo
sovecific technologies and avoroaches relavant to> the management
2f the 1nformation resource. The Information Resourcs Managamant
Jommunity will want t£o %rack such 32velopments and assist LN
avaluating and promulgating new develooments throughout HQRA.

n

{3) Metadata Management

Metadata Management 1is the management 5f data about the data
\Metadata) contained 1in the information ressource. Metadata
Tanagement 1s concerned with such issues as the name of a “da%a
2lement, 1%s location, its definition, a list O0f i%s vermissible
users, a3 list of the 1nformation systems which access this elament,
“he s0l2 competan: source of the iaformation, the orooonent
rasconsidlae for 1ts definition, e4c. This metadata can be
maintzained 1n 3 netadata base called = Tata Dictionary Direchorv.
The creation, coordination, and Taint2nance oY this
dictionary directory is termed Metadata Management.

The management of metadata can occur at several levels
throughout HQDA. The current trend toward develooing data
dictionaries in the various Staff aAgencies and DPI's ooints out
the need for a metadata management function in each organization.
This function, while based in the tacnoloagical issues of creating
2 working data dicticnary, will also need Lo stress user
Lavolvement 1n the selection and Jdefinition of terms. The
Taiate2nance of metadata in a functional area will te an ongoing
2roc2ss as new needs ar2 1dentified, new 2l2ments fefined, an3d
2X13ting 2lements modifi2d or delezad. The indiviiual Fata
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dictionar.2s £or the functional areas can tecome the cenktral
zoin= 3f definition for that cortion of the information rasource
1a the domain of each Staff agencvy.

On a HQDA-wide level, the davelooment of =2he HODA Daxa
Resource Directory descrizced earlier will provide 3 foczl osoint
for coordinating 1ndividual Staff Agency dictionary devaloovment
as well as providing the D2asis £for a locator service td assist:
1n the 1dentification and locaticn of 1nformation throughout HQDA,

The maintenance of the Data Rzsource Directory will require a
full-time staff to coordinate metadata definitions and

alterations as well as *to support :he Information Resource

2ducation activity in assisting action officers and others in
obtaining information. Further, it is envisioned that the

metadata maintenance staff will be involved in accumulating .
statistics and i1nformation on the use and service 0f the

information resource.

1 (D ¢

() Data Base Administration

Data Base Administration, as described in Chaonter ITI, is
tnhe tachnical design and maintenance of data bases used 1in
information systams. Data Dictionaries can be extremely useful
tools to Data Base Administrators as they develop data bases.
BE€fective Data 3ase Administration is a hishly tachnical ar=a
which requires significant technical training. D3A skills are
scarce within the Army today and are expected to remain scarce
for the forseeable future. Conseguently, training, gquidance, 2n4d
3ssistance programs will need 2o be established.

The Data Base Administration function should continue &2 be
performed at the individual Staff Agency and DPI level as
drimarily a tachnical activity. Coordination of data base
administration efforts across functional areas would contribute
to an 1mproved dasis for information sharing and the
1dentification of potantially redundant data or data bases. HODA
volici2s and guidelines for the design and maintenance of data
Dases, the selaction of 3data base management softwars, ani
standard data elsment names and codes would facilitate %£he task
of data base administration and contribute to consistency of data
base management throughout HQDA,

e T SRR S N
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(7) Data Standardization

Data Standardization, the seventh activity of an IRM vrogram,
15 the development, maintenance, and enforcement of DA stansari
data element names, values, and coding schemes. Adherence o dat:
standards can facilitate the information sharing orocass;
nowever, wholesale standardization 1s not necessarily fzasinla.
The relative lack of success of %he current DA vrogram for Hata
standardiza-ion after more than 13 vears of operation tesveaks
of the d1ff1cuity 1n carrying out 3 standards orogram. This face,
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couplad with the need to coordinate with data standardization
2fforts az the DOD, Federal, and YATD lavals makes %his an
tmportant function.

e sz2e the n2ed t5 Lacoroorate into %he HQDA automated
taformation rasource management orogram tle develoomen< and
Malntsnance of Jdata standards for use in HQDA automated svstems.
If the 1nitial scope of this vrogram i3 limited %o HODA and its
supporting DPI's 1t will need to work closely with current DA
data standardization efforts without necessarily incoroorating
those ongoing activities. As the scooe of the information
resource 1s expanded the HQDA data standards orogram would bve
able to merge with the DA standards program. A& key objective, of
course, will be to maintain compatibility among the programs.

(8) IRM Policv Compliance Audit

Accompanying the development and promulgation of 1nformation
management policy 1s the need to audit individual Staff Agencias,
DPI's, and information systems for compliance with the oolicies,
orocedures, and standards regarding information management. Such
an audit activity not onlv supplies management with information
concerning violations of the policies but vrovides an incentive
for system developers to design compliance into their svstems
(knewing they will be checked.)

The audit function will nesd to be overformed at a varietv
of levels and across all of HQDA. The auditors will require
sufficient technical skills and information resource management
training to be able to determine volicy compliance effectively.
They will also require sufficient authoritv and backinag %o insure
the cooperation of the Staff Agencies and DPI's in the audit. The
1ndependence of the audit is an important consideration and mav
require measures similar to those currently in olace with the
Army Audit Agency or the Inspector General.

(9) Porms Management

Forms Management with ragard to 2uto~at24 infarmation
concerns the design and conktrol of the emoty forms to He used as
input media to automated Lnformation systems. The management of
forms addresses the possible use of alternative forms, the
consolidation of existing forms, and the retention or durging of
outdated forms.

(I0) Records Management

Records management includes the management achivities
relating =9 the creation, maintanance, and usa2 of official recoris.
Where these racords are automataed, this function comes under the
ourviaw 0f an automataed i1nformation rasource management Drogram.

o e




{ll) Reports Management

Reports YManagement iLnvolves ¢£he managemant 0f the
oroducad by automatad 1nformation svstams. This function
tracking the need Zsr continued oroduction of (oossibly
reports, coordinating the develovment of new ‘cossinvlyv r
reports, and control over the oroduction of periodic reo
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The managemen< of forms, records, and rz2ports usad in
conjunction with automated systems will entail the establishment
and enforcement of polxcxas, the creation and asxecution of
procedures for approving and monitoring forms, records, and
reports usage, and the development of automated data bases and
aids to assist in the management process. Many asvects of these
three activities are already being executed in the Jffice of the
Adjutant General for the Army as a whole. Ther2 will need to be
close coordination of these activities as they Dartain to HONA
automatad systems to Zform the 1nitial HQDA automated information
ra2source management program.

3. ORGANIZATIONAL CONSIDERATIONS

Several of the functions listed in the oreceding section ars
currently being performed in HQDA, albeit at Aifferent locations and
with varying degrees of coordina%tion. Sxnibit X-3 shows the 11
information rasource managament activities and selactad St£aff Agencies
Wwhich nave some responsibility with regard £o those Sunctions. Staf€f

g=ﬂc1=s listed by name have some JQDA-wide rol2 €for that activity
whila the DPI and Functional Area columns indicata2 2 rasoonsitility
generally limited to the raspective DPI or Functional Area.

The chart shows, 3as might be expecte&, that the DPI's are generally
tnvolved 1n some way with each of the IRM activities. This, of course,
1S true Decause of our focus on automated information and the DPI's
rol2 1n developing, implementing, and exacuting information systems.

The second major point shown [n the chart 1s the disversed
location of policvymakers for automatad information managament., Thus,
wl=hin HQDA

. ACSAC establishes policy with regard %o LngsrmatLon systems
vlanning and data standardization,

. COA has a newly created office of Resource Management Policv
which establishes policies about policias,

. TAG sets policies with regard to forms, rz2cords, and revorts
management, and

. The DPI's and Tunctional Areas set their own Dolicies in the
absence of HQDA-wide volicy {(such as with Data Base
Administracion, Metadata “Managemani:, Information Sducation,
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and Technology Assessment). In addition, the DPI's and
Ffunctional Areas a%t times set their own policies in arzas
where HQDA polici2s already exist (such as data
standardization where a system may adhere to local standaris,
DA standards, DOD standards, NATO standards, or Federal
standards depending uvon the area and mission involwved).

The Computer System:Command is responsible for developing data
standards for HQDA and DA as well as providing assistance in technology
assessment and information system planning and in auditing to some
extent compliance with DA data standards,

The chart of Exhibit ¥X-3 does not distinguish among the various
levels of IRM activity in which the individual areas engage. In Chaoter
III we mentioned three levels relevant to the Information Resource
Management Community:

. Executive, or policymaking,

. Administrative, or controlling, and r
}

. Operational, or execution.

The Executive Level of IRM is concerned with high-level policy
and direction of the information resource management activities.
Executive activities to be performed are as follows: i

N salia

Establish the goals and direction for .nformation resource

management
. Conduct long-range planning for information resource
management
. Set policy concerning information resource management
. Authorize information resource management activities

. Arbitrate information disputes

. Evaluate information resource management effectiveness and
efficiency.

The Administrative Level of IRM is concerned with enforcing and
controlling the information resource management activities. Spmecific
tasks at =his level include:

. Refine information resource management goals into spvecific
objectives

. Conduct mid-range planning for information resource
management




. Translate information resource management volicy into
procedures

. Tnforce information resource management activities

. Clarify and validate information disoutes

. Control information resource management effectiveness and
efficiency.

The Operational level of IRM is concerned with executing and
monitoring the information resource management activities. Duties at
the operational level are:

. Meet information resource management objectives

. . Provide short-range response to information needs
b
. Execute information resource management proceduras d
. Audit compliance with information resource management é
policies H
i
. Identify information dispute issues E
. Monitor information resource management =2ffectiveness and E
efficiency. ;
Each activity of the IRMP entails executive, administrative, and i
operational aspects. Exhibit X-4 shows the degree of authority we .
believe to be appropriate for each level within each activity. H

Basically, the categories of authority shown in the chart are :
. Establish a regimen that a given activity should be performed
. Provide guidance on how that activity should be carried out
. Review the execution of the activity
. Approve the plans for the activity or disallow its execution
. Develop or execute the activity
. Comply with the activity guidelines or pass the activity

guidelines along to others in HQDA,

Exhibit X-4 shows the executive role of IRM to be one of oolicy
and planning approval, general advocacy of the philosovhy of
information as a resource, and the coordination of the program. The
administrative role is one of policy develooment, planning review, and
approval authority over data standards and metadata, forms, records,
and reports management. The operational role is generally one of
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executing the activities, complying with the policies, and developing
the plans.

At this point 1t L1s important to note that we have not attempted
to describe a single organizational entity for information resource
management (although such an organization might be conceivable). We i
have described a program for information resource management which i
may take on any of several possible organizational embodiments. The {
point of the discussion thus far has been to describe the activities ‘
which we believe to be necessary to such an initial program and the
levels of authority necessary for each activity. In Chapter XI, we »
will discuss three alternative approaches to organizing for the !

implementation of an initial information resource management program:

centralized, decentralized, or distributed. The assignment of IRM

k activities to particular HQDA Staff Agencies as part of the orogram
development is beyond the scope of this phase of our study and is the

subject of Phase 2. {

L —r

6. IMPLEMENTATION CONSIDERATIONS

Before we enter the discussion regarding alternatives in Chapter
XI we need to summarize some important considerations pertaining to
the establishment of a program for managing the automated information
resource of HQDA. These considerations are presented in Exhibit X-5.

(1) Effectiveness of IRM Policies and Placement of Authoritv in '
Supporting DA Mission Accomplishment 5

HQDA is, itself, a staff organization to the Department of
the Army. As such, HQDA exists to assist the Field and
Installation Commanders in accomplishing their missions. This

o g i e 27
N

assistance takes many forms includ.ng
. Obtaining and retaining resources for the Army from 0SD and
Congress

. Proposing and defending programs to OSD and Congress

. Active management of DA resources through the establishment
of policies and procedures and the collection of pertinent
information

e e ———

. Feedback of information to the Field and Installation
Commanders to assist in their individual management
endeavors.

The management of the information resource must be accomplished !
1n a way that assists the various Staff Agencies (and, thus, the
Field and Insctallation Commands) in meeting their missions and
not merely regulates their actions. To achieve this goal will
require heavy user involvement in the process of managiag the
information resource. User responsibilities will need to be

Pr—————
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clearly defined and accepted. Prooonents, consumers, and sources
of 1nformation will need to be integrated into the information
resource management process and not relagated to merely a vassive,
compliance/reclpient role.

The IRM policies and procedures which the User Communitv
and the Information Resource Handling Community will be expectad
to follow must be developed in a cooverative environment which
blends the right degree of participation and authority. This
blend is achieved in other management programs in HODA through
the establishment of high-level committees with representatives
from each Staff Agency and chaired by the organization which has
primary functional responsibility in a given area. This
committee/responsible agency approach provides a direct channel
for user participation while also focusing authority €for
coordinating and ensuring compliance throughout the Army Staff.
The placement of this authority and the assignment of
responsibilities are a key consideration in the establishment of
an information resource management program for HQDA.

(2) Evolution of IRMP from Existing HQDA Activities

The IRM Program for HQDA, then, must be evolutionarv, not
revolutionary. Initially, the seeds of the concept must be nlanted
with sufficient resources to assure its growth, Too large of a
push at the outset could, however, prove fatal to the orogram by
forcing change too rapidly. A gradual controlled transition will
be necessary over a period of years. There will, of course, be
substantial near-term benefits, particularly from the nersmective
of metadata management.

. The education process will be large and continuous as more
and more people are exposed to the concept and understand
the benefits of this approach,

. The various IRM activities, now dispersed throughout HQDA,
will require better coordination and some consolidation,

. HQDA has a large investment in current automated information
systems which it cannot discard immediately,

. The IRM Program will be a dynamic undertaking which will
entail periodic review and redirection as the Army matures
its understanding of how it wants to manage its information
resources.

{(3) Expediency of the Initiation of an IRMP

Accompanying the notion of an evolutionary aoproach is the
consideration of how to get the program aporoved and underway.
Again, the less radical the change incurred (reorganization,
reallocation of resources, retrofitting of existing systems, 2tc.)

X=22
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the more likely the program will get off to a rapid start. Further,
1t 1s not necessary for the Army %0 commit to the entire orogram
at the start or even to> have complately defined the orogram at
the outset.

There are many technical aspects of information rasource
management which need to be developed in addition to the
management or organizational aspects. One such technical activity
1s the construction of a Data Dictionary/Directory of data
elements, their definitions, their representation
characteristics, their locations, oroponents, sources, users,
timeliness indicators, and other pertinent metadata. The
construction of a dictionary/directory for all of the automated
information resource at HQDA would be a substantial undertaking.
A more expedisnt approach which allows for some organizational
learning about the dictionary development process would be the
selection of a limited scope set of data or systems to serve as
a pilot. The PPBS process and the current PRORE effort are one
possible arena for a pilot imolementation.

(4) Extensibilitvy of the IRMP Scope

As we have indicated, our study has focused on developing a
program for managing the automated information resource of
Headquarters, DA and its supporting DPI's. The possibility for
extension beyond this current scope should be considered as the
program is implementad and evolves. In Chapter ITI of this report
we discussed the applicability of the IRM concept to non-automated
information, i.e., irrespective of the medium on which the
information is collected, stored, transmitted, or reported. We
have also discussed the possible extensions of managing
information as a resource of HQDA to managing information as a
resource of DA, similar to the management of DA personnel,
financial, or materiel resources.

The early focusing of scope is commensurata with the long-
term evolutionary approach to IRM by defining an achievable but
important first step. The program must be carefully designed so
that future extensions of scope are vossible. It siould also be
pointed out that the growing trend towards more and more
automation in the Army (as elsewhere) imolies that information
considered beyond the scope of this effort today may well be
automated (and, hence, within the program scope) in the near
future. There is also the likelihood that an effective
information resource management program at AQDA will foster
similar (and hopefully related) programs throughout DA as well.

(5) EBEfficiencv of Overation

The resource posture of HQDA and the Army is under constant
scrutiny and evaluation by Congress, OM3, OSD, and HODA itself.
The size of the Army Staff is shrinking. Yew orograms are
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evaluated 1n the lignt of the expected manpower savings to be
obtained. New resources are often difficult to obtain. Nuite
often the allocation of resources to a new orogram will entail
the transfer of resources from some other activitv. TIn such
1nstances, the benefits of the new program must He sufficiant to
warrant the reallocation of resources.

The IRM ?Program for Headquarters, DA must be develooed with
the recognition that resources are constrained (oparticularlv
authorizations for personnel). In our earlier discussion of the
effectiveness of the program we described the need for the active
involvement of the Staff Agencies in the development and execution
of the program. Under such a mode of division of responsibilitiaes,
the 1mpact of resource constraints should be lessened.

(6) Cost of Developing, Implementing, and Operating
an IRMP

The cost of establishing and maintaining an information
rescurce management program is an important consideration
in getting such a program underway. Decision-makers need
an estimate of the cost associated with the program alter-
natives to determine which alternative, if any, to pursue.
Cost estimates are also required by planners in preparing for
+he allocation of resources. Cost is not necessarily the
deciding factor in implementing a program alternative,
but those alternatives which exhibit costs Zar in excess
of available resources are not likely to be implemented.

There are many cost areas associated with establishing
an IRM program for HQDA. The more tangible costs include
the staff required to develop, implement, and operate the
program, the tools needed to assist the establishment process,
and the necessary supporting data and materials. The in-
tangible costs include possible internal organizational
conflicts caused bv overlapping missions and the orgjanizaticnal
learning time required for HCDA to make the %fransition tc
managing its automated information as a resource.

In Chapter XI we provide an estimate of the tangible
personnel costs associated with the initiation and operation
of the IRM program. These cost figures provide a basis for
comparing the suggested alternative approaches Zor establishing
an initial program. Detailed costing of the selected
alternative is reserved for Phase II of our study.

In evaluating the cost of establishing an IRM program
one must also consider the cost of not having such a
program. Problems with HQDA's current mode of informat:ion
management have been described throughout this report.
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These problems, while difficult to quantify in dollar
terms, represent real cost considerations for the Army.
Some of these problem areas include excessive time Spent

in searching for existing automated information, inadegquate
information from automated sources to support operaticnal
decision-making, redundant reporting and storage of
information, manual correlation and resolution of data
inconsistencies, expansive growth of data bases and in-
formation systems, information conflicts or gaps due o
uncoordinated information planning, and possible budget
cuts in selected areas due to the inability to produce
correct information at the right time.

In the next chapter we present alternatives for establishing an
initial program for managing the automated information rescurces of
HQDA given the requirements and considerations discussed in this
chapter.
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INITIAL INFORMATION RESOURCE MANAGEMENT PROGRAM
"ORGANIZATIONAL ALTERNATIVES

The objective 0of this chapter 1s to present organizational
alternatives for the initial step in the long~range implementation of
the HCDA Information Resocurce Management Program {(IRMP). This includes
consideration of organizational and implementation factors based on
the IRMP requirements stated in Chapter X.

Our discussion of the organizational alternatives includes the
following:

Approach to the Development of Alternatives
. Major Organizational Options
. Introduction to Organizational Alternatives
Centralized Approach to an Initial Automatad IRM Program
. Distributed Approach to an Initial Automated IRM Program
. Decentralized Approach to an Initial Automated IRM Program
. Cost Considerations of IRM
Recommended Organizational Alternative
Summary of Organizational Alternatives Analysis.

The discussion begins with a description of the appreach used in
developing the alternatives.

1. APPRCACH TO THE DEVELOPMENT OJF ALTERNATIVES

The previous chapter described the objectives of an Information
Resource Management Program and the regquirements for successful
accomplishment of the program objectives. The scope of the program
to be initially implemented by any of the organizational approaches
under consideration was defined in the ccurse of the study as
encompassing automated data systems within HQDA. Within this scope,
a list of functional activities were identified which are regarded as
essential to meeting the requirements of succussful implementation of
an Information Resource Management Program,

{1} Functional Responsibilities

The basic functions of an IRM Program have been Jdescribed
previously and include:

XI-1

TR e e w—— AL sAY T =




. Information Policy
Information System Planning
. Information Resource Educzation
. Information Technology Assessment
. Metadata Management

Data Administration

. Data Standardization
. Policy Compliance Audit
. Forms Management

. Records Management
. Reports Management.

These functions provide a checklist of responsibilities that
should be satisfied by any organization which is proposed for
the effective administration of an Information Resource
Maragement Program.

The matrix presented in Chapter X, and reproduced here for ease
of refarence as Exhibit XI-1, describes the functions regarded as
essential to the implementation of an IRM Program. It also shows the
nature and appropriate level of authority for performance of the
function. The functions listed across the top of the matrix describe
the areas of concern or responsibilities that should be addressed in
the IRM organizational alternatives.

(2) Levels of Authority

The matrix in Exhibit XI-1l identifies three levels of
management responsibility for each of the IRM functions. The
management responsibilities shown are not necessarily synonomous
with organizational levels of authority. Rather, they describe
the elements of management responsibility that comprise each of
the functions of an IRM Program. More importantly, the authorities
indicated for each of the three categories of management
responsibility describe the level, at a minimum, at which the
functions must be performed in order to achieve the objectives
of the program. For example, while it is important to the success
of the Program that certain key functions receive exacutive
management attention in the form of approval or initiating
actions, it should be clear that not all functions require this
level of attention for effective program implementation. It was
important in the development of organizational alternatives,
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however, that the appropriate levels of authority for program
implementation be identified prior to attempting to design
organizations which could realistically carry out the program.

2. MAJOR ORGANIZATIONAL OPTIONS

Qur analysis of the functions and management responsibilities
required for initial implementation of the IRM Program within the
current HQDA environment indicated that the program could be
implemented in any one of several organizational modes. A realistic
consideration of the political and resource constraints within HQDA
also indicated that these alternative approaches would differ more in
the degree of emphasis on organizational approach, e.g. centralized or
decentralized, rather than along a wide range of functional approaches. :
The reason for this narrow range of difference between the most '
centralized approach and the most decentralized approach is the limitad
number of realistic organizaticnal choices for several of the IRM
functions. As a result, the major differences in the organizational
approaches revolves around where the focus of authority and
responsibility is located for certain key functions, e.g., information i
policy and information systems planning.

{1) Organizational Alternatives

The basic characteristics of each organizational alternative
can be seen in Exhibit XI-2. Each of these alternatives is
categorized as follows:

Centralized Approach

Would require the establishment of a central authority
for functions related to IRM. Authority angd
responsibility would be placed at the highest comnon
point in the organization to effect maximum control.

. Distributed Approach

Would require the establishment of a centralized IaM
staff for policy development, and a possible
reassignment of some existing functions to achizve a
distribution of responsibilites for IRM at the
appropriate levels. Authority and responsibility would
be located at the level in the organization that
conforms with current allocation of similar functions.

. Decentralized Approach

Would create additional responsibilitiss at the staféf
agency,/DPI levels for IRM functions, and would rely on
the coordination of inter-functional concerns through
an Oversight Committee. Authority and responsibility
would be located as close to the level in the HQDA
organization where the actual work takes place.
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A more detailed discussion of 2ach of these organizational
alternatives can be found in section 3 of this chapter.

(2) Evaluation Methodology

The basic test of an existing organization is whether it is
meeting its management or organizational objectives, i.e., is it
accomplishing what it was established to do? Further
consideration of organizational performance involves the
determination of the efficiency and effectiveness with which an
organization accomplishes its objectives, and the identification
of opportunities for improvements in the organization, i.e., i
identifying those revisions to the organization that would reduce !
the cost or personnel required to meet its objectives.

The evaluation of the effectiveness of a proposed
organization relies on the same criteria of efficiency and
effectiveness, however, the degree to which an organization meets
the criteria must be assessed in a more subjective manner than
in the case of existing organizations. The final judgement of
the relative effectiveness of two or more alternative
organizational approaches must rely on a combination of the
practitioner's experience with organizational behavior and
evaluation of the management environment in which the
organization must perform. In the case of the development of the
HQDA Information Management Program, it was first necessary to

establish:
. General design criteria for structuring the program
. The essential functions to be performed by the
organization in order to achieve an effective IRM
Program
| . The nature and level of management responsibility that

must be applied to each function in order to achieve
an effective and efficient organization.

(3) Environmental Constraints

1 The definition of the functions and identification of the
management responsibility associated with their performance
reduced considerably the number and range of organizational
options to be considered. The number of alternatives was reduced
even further in considering what were regarded as environmental
constraints:

-

. Continued emphasis on reduction of size of HQDA staff
would pose a problem to creating a program requiring
| Sizeable staff additions
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. Internal and extzrnal pressures to minimize the size
of staff in the Office of the Army Chief of Staff should
be considered for any proposal that creates a permanent
IRM responsibility at that level

Recent experiences nave demonstrated a reluctance
within HQDA for the creation of new staff level
committees

. Strong resistance against central control or the
appearance of control over the ownership of
information.

These environmental conditions provided additional criteria for
use in the development of the organizational alternatives. As
indicated early in the discussion, the final evaluation of the
relative effectiveness of the organizational apprcaches must, of
necessity, rely on subjective judgement. While various evaluation
mecthodologies were considered, such as assigning relative
effectiveness weights to various organizational locations for
specific functions, each was rejected as only adding further
subjectivity to an already highly subjective process.

{4) Implementation Factors

Before we begin the discussion on the organizational
alternatives, we need to reiterate that certain considerations
should be taken into account in evaluating these alternatives.

The IRM policies and procedures which HQDA will be expected
to follow must be developed in a cooperative environment which
blends the right degree of participation and authority. The
placement of this authority and the assignment of
responsibilities are a key consideration in the development of
alternatives for information resource management at HQDA.

The IRM program must also be evolutionary. A gradual
controlled transition will be necessary, with this transition
directed with a long term perspective in mind. The less radical
the change incurred, the more likely the program will get off to
a good start. It is not necessary for HQDA to commit to the
entire program at the start. Indeed, the program itself is
expected to evolve over the ensuing years.

The early focusing of scope is commensurate with the long-
term evolutionary approach to IRM by defining an achievable but
important first step. An effective IRM program at HQDA will
foster the development of similar programs throughout the Army
as well. The program must be developed with the recognition that
resources are constrained. Increased efficiency and the other
benefits of the new program must be sufficient to warrant the
reallocation of resources.
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3. INTRODUCTION TO ORGANIZATIONAL ALTERNATIVES

The organizational approaches presented in the following sections
are not intended to describe specific organizational structures tnat
could be portrayed in a set of detailed organization charts. Rather,
they descripe variations in philosophy or degree of management, 2ach
approach to which could be achieved through two or more subtle, but
perhaps significant differences in organization. The review and
consideration of these approaches is required with HQDA prior to design
of a specific organization to implement the program.

The organizational configurations that were considered to be
feasible with the HQDA environment and that would provide a comparable
degree of effectiveness in the implementation of an IRM program can
be seen in Exhibit XI-3. A discussion of the first six IRM functions
can pe found in each of the organizational alternatives sections which
follow. These functions include:

. IRM Policy

. Information Systems Planning

. Information Resource Education
. Information Technology

. Metadata Management

. Data and Data Base Administration.

The other five IRM functions are the same for all of the three
alternatives and are described below. These include:

. Data Standardization

The administration of the program regarding standard data
elements and data descriptions should be developed and
promulgated by a separate agency. The other functional areas
would participate in the development of data standardization
policies to the extent of recommending approaches and
reviewing draft policies. The central IRM staff agency will
retain responsibility for resolution of conflicts and issues
associated with data standardization, and set policy with
regard to data standards

One of the primary responsibilities of the DPIs will be to

implement the data standardization policies and procedures
developed by the central standardization staff.

XI-6
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Policy Compliance Audit

The integrity and effectiveness of the IRM Program w~ould be

dependent to a considerable extent on periodic reviews of

adherence to IRM policies and procedures dy the functional

areas and DPIs. These management audits should be performed

with the same intensity and level of effort that is applied }
to other internal reviews. For that reason, this function j
should be assigned to an individual staff agency and ‘
performed by personnel with sufficient EDP and information

management training to provide a competent level of

evaluation.

The centralized IRM organization would be responsible for
initiating and following up on the corrective actions that
are recommended as a result of any findings of the auditing
staff agency.

. Forms Management

Under each of the alternative approaches to IRM, a separate
staff agency would be assigned responsibility for Automated
Data Forms Management. The purpose of this function is to
establish the same discipline that is applied to manual data
forms management in the automated data environment. The
staff agency would issue policy governing the design and
use of automated data forms and approve all forms other than
those used for internal functional agency purposes only.

In performing this function, the staff agency would rely on
the other staff agencies to provide input, particularly to
the policy formulation process.

. Records Management

Policies governing the storage and retention of automated
data records would be established and promulgated by the
same staff agency as for forms management. As in the case
of other IRM functions, the other staff agencies and
comparable level organizations would participate in the
development and review of draft policies. However, the final
decision-making authority for storage and retention policies
will rest with staff agency.

The DPIs will be responsible for carrying out the policies
and procedures established by the staff agency.

. Reports Management

This function primarily involves review of the nature and
frequency oI standard reports to minimize the duplication
of reports or other undesirable reporting practices. The
same staff agency as for forms and reports would be

responsible for developing procedures and compiling an

X1-7




inventory of standard reports and conducting periodic audits
of the appropriateness of report distributions. The ctaff
agency would also identify opportunities for consolidation
or elimination of duplicative reports.

Proposed actions and recommendations would be reviewed with
the affected functional areas, but the central IRM staff
agency would retain responsibility for resolution of issues
related to reports management.

4. CENTRALIZED APPROACH TO AN INITIAL IRM PROGRAM

The centralized management approach to implementation of an IRM
program implies a high commitment to the objectives of the IRM program.
It would entail the establishment of a centralized staff agency with
responsibility for Information Resource Management. The immediate
office of this staff agency could be staffed by personnel performing
comparable functions in other organizations throughout ¥QDA, or through
the assignment of representatives to an existing organization at the
DCS/ACS level. As the title of the approach suggests, many of the
responsibilities would be centralized at the DCS/ACS level, in a manner
very similar to those DCS3 with responsibilities for other resources,
such as COA, DCSPER, and DCSLOG. The following IRM activities would
be centralized in this alternative:

. Information Resource Management Policy

. Review and Approval of New Information Systems
. Assessment of IRM Technologies

. Metadata Management

. Data Administration

. IRM Education

(1) Functional Responsibilities

The assignment of responsibilites for the IRM functions in
a centralized approach to program implementation can be seen in
Exhibit XI-4, and generally would be as follows:

. Information Policy

The development of policy and procedures governing the
administration of the IRM program would be centralized
at the Deputy Chief of Staff or Assistant Chief of
Staff level. These policies would encompass the
functions associated with Information Resource
Management including:
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- Information Systems Planning
- Data Standardization

- Data Administracion

Metadata Management

Rasponsibilities for the review 0of policy drafts and
proposed procedures would rest with the DCSs for the
functional staff agencies, The DPIs would implement
the policies and procedures that were developed Ior

IRM.

Information Svstems Planning

The review of information systems proposed for
development by the functional areas would be performed
by the proponent staff agency. The review and approval
of the information contained in the systems by the
centralized IRM staff agency would be reguired prior
to initiating design tasks., It is anticipated that in
most instances the central IRM staff agency approval
would be a pro forma action documenting the ccnaclusion
of the submitting DCS in their review Of the proposed
information system. The approval authority would serve,
however, to resolve any conflicts or deadlocks
ragarding the initiation of the proposed information
system. Responsibility for the development of th
information system plans and other preliminary
materials would be retained by the individual stafs
agencies and supporting DPI's.

Information Resource Education

This function would be assigned to the centralized IRM
staff agency and be devoted to the dissemination of
information on the advantages, objectives, and
ozeration of the IRM Program, as well as on the services
available to the user community. This function wculd
also include the development of training courses and
materials for presentation to both the information
handling and user communities. Although this function
might require a small permanent training staff at the
DCS level, much of the training could ultimately be
performed by personnel provided by the staff agency
directorates or the DPI's,

Information Technology Assessment

This function describes the activities associated with
the review and evalaiation of IRM technologiess as well

XI-9
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as new hardware and software technologias.
disseminaczion of information about zhe =
the HCDA information handling communicy

included as an activity of this function.

The function would be performed by a small staif located
within the central IRM agency and would provide
technical assistance to the individual staff agencies
and DPI's related to new systems or IRM technology
applications. The individual staff agencies and
supporting DPI's would identify the needs for new
applications and coordinate these with the central
agency.

Metadata Management

The responsibility for the administration of :h
metadata management program would rest with the
centralized IRM staff agency. The agency would maintain
the HQDA data element dictionary directory. The
individual staff agencies and supporting data
processing installations would participate in th
development and maincenance of their own data
dictionary/directories and provide metadata to the
central repository. The central staff agency would
coordinate the developmeat of the individual DED D's
by the staff agencies.

Data and Data Base Administration

A central staff acancy would be responsible for the
development of policy concerning data base
administration procedures. The individual staff
agencies and DPI's would retain responsibility Sor
other data administration procedures through daza
administrators specific to the functional staff area.
The data administration activities include:

data base Jdesign

security of the data ovase
integrity of the data base
data base standardization
performance monitoring
documentation,

While an overall objective of data administration in

the IRM program is to foster standard DBMSs and common
data management procedurss and systems, the DPIs would
retain responsibility for selecting the best aproach

to meet their Jdata administration needs.
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) Advantages of Centralized Approach to IRM Program

There are several advantages apparent 10 relving on a aighly .
centralized approach to implementing an inicial IRM program. The
centralized ageroach:

. Provides a high degree of visibility to the Objectives
of the program which will serve tO0 increase the level
of compliance with program policies

. Assures a high degree of emphasis on the attainment ot
program objectives and ainimizes the time reguira2d to
coordinate and achieve agreement on policies and tasks

. Permits more emphasis on common approaches and
standards, and provides Ior more rapid resolotion o
issues and conflicts arising from this emphasis

th

. Provides for concentration Of scarce IXM sxills

. Avoids duplication of staff activites within HQDA for
several important IRM functions and will reguire less
staff than other approaches to implementation O0f IRM.

{3) Disadvartages of Centralized Approach to IRM Program

The disadvantages of a centralized a
~
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implementation of an IXM Program incliu
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. Denctes perception of tight control over information

7]

. Implies reduced sensitivity toward individual amission
raguiraments

. Provides f£for a concentration of approval authoricties
for several IRM activities may cause dottlanecks and
delays in impiementation process

. Results in the success of this aprroach teing nighly
dependent upon the ability of the central authority to
exercise freedom of action and repeatedly overcome
challenges to authority.

s. DISTRIBUTED APPROACH TO AN INITIAL IRM PRCGRAM

The Jdistributed management approach to the ianplementation of a
H9CA IRM Program entails the establishment of a HQDPA Information
Resource Management staff. This staff wouid have the responsibilicy
£or several IRM functions in HQDA., The staff would develop Information
Resource Policy and would participate in the promotion of the IXM
concept throughout the HQDA environment, The staff would also approve
new information system plans. This IRM staff would bde located at a
l2vel which would provide cthe nigh visibility needed £or the proaram.
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An IRM oversight committee would also be established with members
from each of the staff agencies. The committee has the responsibility
for review of HCDA IRM policies, and is chaired by the Director of the
Information Resource Management staff.

An IRM steering committee would be established at the DPI level
and pe made up of members from each of the DPI's. The committese would
provide guidance and recommendations on IRM policy to the individual
operational staffs.

Within this alternative structure, each staff agency is
responsible for operational level activities of the IRM program.

(1) Punctional Responsibilities

The assignment of responsibilities for the IRM functions in
the distributed approach to program implementation are shown in
Exhibit XI-5 and would be as follows:

. Information Policy

The development and approval of policy governing the
administration of the centralized IRM program would be
assigned to the centralized IRM staff. These policies
would include several of the other functions of IRM
including:

- Information Systems Planning
- Data Standardization
- Data Administration
- Metadata Management,
The responsibility for the review of HQDA IRM policies
would lie with the oversight committee whose members
include representatives from each staff agency and is
chaired by the director of the IRM staff. The staff
agencies and DPI's would follow the policies and
procedures developed by the IRM staff.

. Information Systems Planning

The review and approval of the proposed information
systems would be performed by the IRM staff. This
central approval authority serves to resolve any
conflicts or duplicative development efforts prior to
the detailed design and implementation of the proposed
system. The responsibility for the development of
information systems plans would be within each of the
staff agencies. The DPI's would identify the

XI1-12
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requirements and assist in the development of i
information systems plans. i

. Information Resource Education

The responsibility for the development of the IRM
education program would be assigned to an individual
staff agency. This function would include the
dissemination of information on the advantages and

objectives of the IRM program, as well as what IRM tools
are currently available and envisioned for the future.
Also included in this function is the development of
training courses and materials for presentation to the
IRM user community. The central IRM staff would also
assist in the promotion of IRM concepts. The individual
staff agencies and DPI's would assist in conducting the 4
IRM education courses and disseminatz information to
the information system users.

. Information Technology Assessment |

The activities of review and evaluation of IRM
technologies as well as new hardware and software
technologies, and the dissemination of information
about these findings, would be the responsibility of a
separate staff agency. This agency would also provide 1
technical assistance to the Data Processing
Installations with regard to their system development
plans. The individual staff agencies and DPI's would
identify the needs for new applications and coordinate 1
with the technology assessment office for
recommendations.

. Metadata Management

The responsibility for the administration of the
metadata management program rests with an individual
HQDA staff agency. This staff agency would maintain
the HQDA information dictionary/directory. The
individual functional staff agencies and supporting
DPI's will participate in the development and
maintenance of their own data dictionary/directory and
provide the necessary information to the central
repository of HQDA information.

. Data and Data Base Administration

An individual staff agency would be responsible for
the development and maintenance of a data
administration program. This agency will develop ]
policies for the various data base administration

functions and delineate individual responsibilities.
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The agency's objective is to increase reliance on common
data management procedures and systems.

Bach staff agency and DPI will have their own data/data
base administrators whose activities include:

- data base design

- security of the data base
- integrity of the data base
- data base standardization
- performance monitoring

; - documentation.

(2) Advantages of Distributed Approcach to IRM Program

The prime advantage of this alternative is the potential
efficiency and consistency of consolidation of IRM policy making
to a highly visible IRM staff. Other advantages include:

F . The establishment of an IRM staff and oversight
‘ committee at a level of authority which would ensure
adherence to IRM program objectives

. The user has a direct role in the development of policy
and procedural guidelines resulting in user adherence
to program policy

. Staff agencies and DPI's develop their own systems to
meet local needs.

E . Allows for the coordination between functioc~al and
operational ADP groups

(3) Disadvantages of Distributed Approach to IRM Program

Though there are a number of advantages to this alternative,
L there are some disadvantages which may detract from its
effectiveness. These potential disadvantages include:

. The make up, size and r2latively few times an oversight
committee would be able to meet are factors compounding

a possible lack of effectiveness ﬂ
. Capability for timely response to conditions in a
dynamic environment may be precluded
. Establishment of another staff office means the
creation of new positions in an environment of
3 decreasing resources

The distribution of IRM activities poses problems in
program coordination because inteirfaces needed to be
established to provide bi-directional communication

v -14
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5. DECENTRALIZED APPROACH TO AN INITIAL IRM PROGRAM

The decentralized organization structure denotes that Information
Resource Management functions and responsibilities would be assigned
to the individual dQDA Deputy Chiefs of Staff (staff agencias) and
the corresponding Data Processing Installations. This alternativas
poses replication of most the IRM functions at each staff agency
throughout HQDA.

Each staff agency would establish their own IRM staff. This staff
could be set up through the existing DCS support offices (AMO/ISO) or
be a separate office made up of individuals from within the staff
agency. The IRM staff at each of the individual staff agencies would
coordinate with the IRM support staffs of the other functional areas
to assure that the information management program components and
concepts were properly applied throughout staff level operations. This
coordination would take place through an IRM steering committee which
would be established to review the functional areas for adherence to
overall HQDA IRM policies and procedures. This committee would be
made up of representatives from each of the individual staff agency
IRM support staffs and representatives from the DPI level IRM
committee,

The staff agency IRM support staff would be responsible for
assuring that the individual functional staff area and operational
DPI area are meeting program requirements. Each supporting data
processing installation would also establish an IRM support office.
This DPI support office would be responsible to support the IRM
policies and procedures established at the staff agency level. This
staff could be located within an existing DPI support office or be a
separate IRM support office made up of representatives from each of
the other support offices within the DPI.

The supporting DPI IRM staffs would also interface with other
operational staffs from the different staff agenices. The interface
would take the form of the establishment of a DPI level IRM steering
committee which would provide guidance and recommendations on IRM
policies, to assure that the individual DPI staffs are adhering to the
established IRM policies and procedures.

(1) FPunctional Responsibilities

The responsibilities within each IRM function, as shown in
Exhibit XI-6, would be assigned as follows in the decentralized
approach:

. Information Policy

A central'policy office would be established to develop

and approve information policy for both staff agencies
and supporting operational organization levels.
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EXHIBIT Xi-8
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Policies for the following functions would be included:

- Data Standardization }
- Data Administration

- .Metadata Management

The responsibility for the review of the policies would
lie with the oversight committee whose members include
representatives from each of the staff agencies and

from the DPI steering committee. The individual staff
agencies and supporting data processing installations
would implement the policies and procedures that were
developed for the IRM program.

. nformation Systems Planning

The individual staff agencies would have the
responsibility to review and approve information
systems plans from their individual functional and
operational level areas. The oversight committee would {
coordinate the plans to ensure adherence with :
established policies and procedures. The supporting
DPI's will review plans developed at the DPI and submit
them to the functional staff agency for review and
approval,

. Information Resource Education

Each staff agency would have the responsibility for
the development of their own IRM education program.
This includes the development of training courses and
materials for presentation to the IRM user community.
This activity includes dissemination of information on
the advantages and objectives of the IRM program as
well as tools that are currently available. The
supporting DPI's would provide guidance and
instructions on IRM policies and procedures to their
individual staffs.

. Information Technology

The individual staff agencies would have the
responsibility to review and evaluate new IRM
technologies, which include hardware and software
developments. The staff agencies would provide
guidance and disseminate information on IRM
technologies to the supporting DPI's on available
resources and information technologies. The DPI's would
assist in conducting the IRM education courses, and
disseminate information to the DPI staff.
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. Metadata Management

Each staff agency would develop their own data element
dictionary and provide guidance on what information
should be included as part of their meta data program.
The DPI/IRM staff would develop and maintain their own
central respository of information and submit this
information to the staff level DED/D as required.

. Data and Data Base Administration

Bach staff agency and supporting data processing
installations would be responsible for the development
of their own data administration program. The
activities of the program include selaction and
recommendation of data base administration procedures
and guidance on how these procedures should be
instituted and followed., The individual data base
administrator functions include:

- data base design

- security of the data base

- integrity of the data base
- data base standardization

- per formance monitoring

- documentation.

(2) Advantages of Decentralized Approach to IRM Program

The advantages of this alternative are based upon the
establishment of centralized IRM support groups within the
individual functional and operational levels. This alternatives
advantages include:

. Individual functional autonomy would be retained, which
enhances the focus on individual functional mission
accomplishment

. Functional management attention to the IRM functions
through their role on the oversight committees

. The participative decision making process has the
effect of operational adherence to the policy and
procedural guidelines

(3) Disadvantages of Decentralized Approach to IRM Program

This alternative, in some ways, reflects the existing HQDA
situation. Though there are a number of advantages to this

alternative, there are some disadvantages which may detract from
its effectiveness. These potential disadvantages include:

X1-17
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. IRM program activities and control are relegated to the
functional level since a total information review from
one source is not available

. Problems or difficulties that may arise reguiring =
committee action may be forestalled because of the
difficulties associated with bringing all of the
committee members together at short notice

. There may be a reduced enforcement capability which
can cause a potential for inconsistent/conflicting
implementation of IRM policy

. Benefits to be accrued from information resource
management are limited to the degree of program
implementation which is chosen to meet the reguirements
of the individual functional areas.

7. COST CONSIDERATIONS OF INFORMATION RESOURCE MANAGEMENT

Any reallocation of functions within an organization results in
a change in resource consumption. The change may be an increase in
total organization costs, a decrease in cost, or a shift in how
consumntion is managed. The installation of an information resource
management program falls within the overall category of a reallocation
of functions in that a previously unrecognized management function is
given an identity and held accountable for results.

The impact of the above includes the followng:

. Identification of an organizational structure

. Development of objectives

. Establishment of programs to meet organizational objectives.

Each of the impact statements has cost implications. The
implications, however, vary considerably in terms of impact on the
overall organization and in terms of the abilitv of the organization
to describe the implications. The difficulty lies in determining what
is the composition of the entity to be costed, and then determining
the cost characteristics of each element.

In general terms, an organization is costed by identifying the i

associated personnel, facility, equipment and materials that will be

! utilized, and assigning va.id values to each element. An objective is

‘ usually costed in terms of the opportunity costs associated with

. implementing the objective. A program is costed by determining

i resource consumption throughout the l1ife of the program. Each of these

processes requires the development of a chart of accounts based on

the unique cost characteristics of the subject. This section explores

Ccost considerations that should be reviewed during the initial

XI-18
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development and installation of an information resource management
program.

(1) Organizational Costing

In considering the development and installation of zan
information resource management program, one area of analysis is
the comparative costs of alternative organizations. This is, in
effect, a subset of the overall analysis of alternative
organizations.

In the information resource management program (see Exhibit XI-
1), we identify eleven functions and three levels of management.
The matrix shows a managerial relationship, at each level, to each
function. Organizational structures can be derived from this
matrix and then subjected to an evaluation process pased on pre-
determined criteria. Organization structures, however, cannot be
costed without a companion series of assumptions. These
assumptions are discussed below.

One could assume that no additional resources will be
assigned the Army by higher authority to implement an Information
Resource Management Program. A companion assumption could bpe
that personnel positions would be established by transfer £from
functions with lesser priority than IRM. If these assumptions
are made, then there is no additional overall cost to the Army
for personnel assignment to IRM,

A comparative analysis of alternative organizations under
the above assumptions would examine the changes at each echelon
based upon numbers and grades of proposed positions.

Unless it could be established that HQDA and subordinate
elements would require office space and equipment over and above
that currently used, these items are not true costs and should
not be considered. The determination of costs associated with
equipment needs over and above current inventory regquires a
detailed specification such as number and types of terminals,
lines to be installed, etc.

For the comparison of alternative organizations, even with
a relaxation of the two assumptions cited above, the chart of
accounts probably remains relatively uncomplicated. This is so
because comparative costs analysis of management-type
organizations to perform identical functions seldom result in
significant changes. Significance is defined here as egqual to
or greater than major elements in the decision process. The
important considerations in comparative cost analysis is to
provide assurance that the identified functions are included in
each of the alternative organizations.

XI-19
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At a later stage in program development, it is agpropriate
to obtain detailed descriptions of resource requirements for the
selected alternative. In this case, the discussion above is

expanded into a matrix with three dimensions. One is a resource
by function expansion; the second 1s to 1dentify costs oy
aporopriation; the third i{s to display costs by grogram yvear.

This is shown in Exhibit XI-7.

(2) Comparative Costs of Three Possible Initial IRM
Organizational Concepts

Exhibit XI-8 presents the current information management
manyear level of effort at HQDA. These figures are HQDA estimatas
and have not been verified by actual count by Arthur Young &
Company. The manpower estimates have been translated into dollar
amounts using an average cost based on FY79 salary for a G313
step 3. Exhibit XI-9 displays possible professional manpower
requirements for alternative organizations to initiate an
Information Resource Management Program. These are initial
requirements for comparison purposes only and represent
professional personnel at the staff agency level reguired to
actively participate in the initial IRM program operations. The
intent is to show only those costs which relate to utilization
of personnel resources for the initial IRM program related
activites. Exhibit XI-10 presants the manvear level estimates
for the annual operation of the IRM program for a typical vear
approximata2ly S5 vears out from program initiation. These
estimates represent staff agency personnel only, as the DPI
personnel remain compatible with the current figures seen in Exhibit
XI-3. These manpower reguirements have also deen translated into
dollar amounts using an average cost based on FY79 salary for a
GS13 step 5. These costs are valid in the sense that they reflect
a comparison of the relative cost weights of the three
alternatives. The manvear figures and relative costs which are
shown are based upon the following assumptions:

. The number of personnel resources assigned to each Zunction
represents those resources which relate to information
resource management program related activities.

. A change in professional manpower reguirements by function

would be reflected on a proportional basis across all three
alternative organizations.

. Secondary mission regquirements that are normally performed
by General Staff and Staff Agency elaments are not
considered.

. Military personnel costs can be traded into the

organizations Jor civilian personnel costs on a one-for-one
Dasis.
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EXHIBIT X1-9

ESTIMATE OF INITIAL IRM PROGRAM
PERSONNEL REQUIREMENTS

ALTERNATIVE Centraiized  DJistributed  Jecentralized
IRM
ACTIVITY vY S* MY S wY S

1AM Palicy 10 311 10 311 10 311
Review & Coordinatian - - o = -
of Infarmatiop Systems 218 218 15 48
Manning
Information = = - P - ~ya
Resource Education 5 156 218 fo=sT
Informatian
Technoiagy
Assassment
Vietadatz - - -= a
Management 20 622 23 TT3 353 1289
Data/0ata 3ase oy -
Administration 10 311 19 311 10 311
Data Standardizatian 2 62 2 62 2 62
Poticy Camplisnce Juarc
Forms Management
Recards Management
Aenorts Management
TOTALS 54 1630 61 1898 "9 2438

All personne ére costed 3¢ $31,113 serannum
Sasad an current salary GS13 Step §
Al costs art i 000°s




! EXHIBIT XI-10
i
ESTIMATE OF ANNUAL OPERATING IRM PROGRAM
PERSONNEL REQUIREMENTS
' ! ALTERNATIVE Centraiized : Distributed ‘ Deceatralized
| 1AM ’ ] { ; & ;
i ACTIVITY My | S l My : S My : S :
| ] | -
| IAM Poliey lo{311! 101311 10’311 |
i ! . . . E
| Review & Coardination i ; ‘ ' !
i of Information Systems 13 467! 15 4671 30 934 | g
Planaing | i : i . '
| i i i
Inf i ! |
Resource Education Lo 3lli 15,467 15 467
Informatian ‘ i ! i :
Technolagy 51155; 15,467 20, 622
Asssssment | : ‘ !
Vetadata I | : : 3
| Managemant 205 622° 25778 351089
fl‘ Data/Data Base ! | ‘ ‘ ?
i Administration 40‘12455 40 1245 40 1245
Data Standardization lSl 467| 15;467 15 467
| ! ! '
f . j ! !
' Palicy Campliance Audit S : 155 5155 5 155
l ‘ ) X
! Farms Management 5155 : 5:155 ' 5'155 !
k i ! ! ' f 1
[ i i |
,l ' Records Management 5 | 155 ! 5/155{ 5155
l | 1
{ ! | ‘ ’
; | | Aepors Mansgement 5|155| 5155 | s)iss
' : i ‘ I E
| ToTALS 135 '4198i 1554822185 5755
. x :

30004 30 current wisry G513 Ste0 §

|

|

: * i aersonnet are casted 4t $31.113 perannum
t Ad covts are n 100<
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Managerial judgement will be exercised to transfer personnel
from one function to another in subseguent vears.

Most of these functions are currently being performed within
Ganeral Special Staffs or Staff Agencies. The Staff or
Agency can determine whether or not it is dealing with
realignment or an additional requirement.

. The management aspects of IRM may generate additional
software or hardware requirements. Any such needs that
develop beyond the initial requirement would be similar or
identical for all organizational configurations.

The number of personnel resources reflected in Exhibit XI-
9 depicts resources required for initial IRM program related
activities. The number of personnel required to perform some of
the functions appear to be similar across the three alternatives.
This is due to the fact that, although the organizational
structures differ in a minor way, the number of personnel required
to perform these functions remains relatively constant.

It is important to note that the detailed costing for an
IRM program at HQDA will be done in Phase II of this project. At
that time, a specific organizational configuration and associated
costs will be developed.

3. RECOMMENDED ORGANIZATIONAL ALTERNATIVE

The simplistic, textbook approach to an information management
prcgram focuses on requirements for policies, procedures and
corresponding controls. This approach would not meet the needs of
HQDA which is not only complex in its organizational relationship but
has ongoing responsibility for a broad spectrum of programs, each with
its own information needs and unigue response requirements. Therefore,
we suggest that a successful Information Resource Management Program
at HQDA is dependent upon an organizational approach that draws on
the strengths of the existing structure to the maximun 2xtent possible.

The multi-faceted nature of the HQDA programs, as well as the
line-staff relationship between Headquarters, the staff agencies, and
the DPI's mandate that there be a division of responsibility that
fosters coordination, but not control, of data. The need to share data
acorss organizaion boundaries requires some centralized coordination;
otherwise, each functional staff area, office and DPI would continue
to focus on their own program. Although centralization is appealing
from the control aspect, it will not succeed because of the HQDA
structure and IRM program needs for flexibility. The control
tendencies of a strong, centralized program do not foster the needed
cooperation. What is required is a balanced approach that will provide
cooperation of programs with appropriate independence of program
operations.

XI-21
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As a resultg, our recommendation is a Jdistriouted approach. This
1s a hybrid of the classical centralized and decentralized management
aprroaches. The zasic philosophy is analogous =0 distributad
processing - locate the work at the level in the organizaiton best
suited to perform the specific tasks.

The proposed distributed organization structure provides £or both
an IRM staff and IRM oversight committees. The I’M staff would have
the responsibility for several Of the IRM functions at dQDA. The staff
would develop information resource policy and would also approve new
information systems plans., The IRM oversight committee at the staff
level would be made up of members from each of the staff agencies and
from the oversight committee established at the DPI level, This staff
level committee would be chaired by the director of the IRM staff.
The oversight committee would have the responsibility to provide
Juidance on the development of IRM policy, as well as review those
policies that were developed. The IRM staff would support the IRM
Jdversight Committee by performing review functions for feasibility
studies, system design and implementation and conduct system
evaluations to assure that HQDA-wide reguirements were being met,

The oversight committee formed at the DPI level would monitor
the adherence to staff level data management concepts and would support
the HQDA-wide IRM Oversight Committee. We recommend that the
chairperson of the DPI level committee be the representative member
of the staff level IRM committee.

The funcional staff agencies would retain their own currer:.
responsibilities for feasibility studies, system design and
trplementcation, and system operations. In addition, they would be
responsible for maintaining a detailed data element
dictionary ‘directory and for providing the IRM staff with the data
needed for a HQDA wide data resource directory. An individual staff
agency would be responsible for auditing data quality and performing
system evaluation from the perspective Of HQDA IRM reguirements,

A discusion of the recommended Jdistributed organizational
aporoach with regard to each of the IRM activities follows:

(1) Infcrmation Policy

The development of a consistent set of policies with regard
to the maragement of information is a key concept of IRM. This
set of policies defines the authority and responsibilities of
all of the IRM activities. The responsibility for the development
and approval of policy governing the administration of the
distributed IRM program would be assigned to a central IRM staff,
This distributed approach to IRM would establish a mechaniasm for
resolving problems on a HQDA-wide basis and allows £for the
development of a consistent set of policies. It pruvides a
balanced approach that encourages user involvement and
cooperation O0f programs with appropriate i1ndependence of program
Jgperations,
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(2) Information Systems Planning

The review and coordination of information systems planning
with respect to the information to be provided includes the
consideration of alternative sources of data for the system and
evaluation of the potential for consolidation of data or funcion,
while maintaining an HQDA-wide perspective for information
acquisition and sharing. In the distributed approach, the review
and approval of the information contained within these systems
would be performed by the central IRM staff. This coordination
of the development of information systems for the various staff
agencies will allow for the enhancement of information sharing.
The distributed approach would serve to resolve any conflicts or
duplicative development efforts in the design and development of
proposed information systems.

{(3) Information Resource Education

This function entails the educaton of HQDA on the philosophy
and benefits of IRM and what the program is doing to manage
information. In the distributed approach an independent staff
agency would have the responsibility for the development of the
IRM education program. This agency would compile and disseminate
information on the advantages and objectives of IRM, as well as
what tools are currently available and envisioned. This agency
would also develop and conduct training courses for the IRM user
community., This centralized education approach provides a
coordinated, directed mechanism whereby HQDA can educate and train
the IRM user community. It will aid the systems planners and
designers in the development of coordinated information systems
by providing a method that promotes the use of consistent
procedures in systems design and development.

(4) Information Technology Assessment

Information technology assessment involves the assessment
of current operational capabilities to support information needs,
and tracks and assesses current :echnological trends in
information management. In the distributed approach a separate
staff agency would have the responsibility for this funciton. As
part of its activities, the staff agency would provide assistance
and guidance to the other staff agencies and DPI's in
incorporating these technologies. In the distributed approach,
the separate staff agency would develop and coordinate specific
technoligies and approaches relevant to the management of
information, and would also assist in evaluating and promulgating
new IRM developments throughout HQDA. This allows for
coordination between functional and operational ADP groups and
IRM users. -
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(3) Metadata Management

The managemen: of data about data contained in the
information resource is tarmed metadata management. This function
antails the creation, coordiantion, and maintenance of a data
resource directory. In the distributed approach a separate staff
agency would ve responsible for the administration of the metadata
management program. Although the management of metadata would
occur at several levels throughout HQDA and would ra2quire user
involvement, the separate staff agency would provide the focal
point for coordinating individual staff agency directory
development. It would also provide the basis for a central locator
service to assist in the identification and location of
information throughout HQDA. This central staff would allow for
coordianted metadata definitions and alterations as well as a
central source for accumulating statistics and information on
the use and service of the information,

(6) Data and Data Base Administration

Data Base Administration entails the development and
monitoring of policies and procedures for the technical design
and maintenance of information systems. In the distributed
approach, a separate staff agency will develop the policias and
guidelines for the design and maintenance of data bases and the
selection of data base management software. This approach would
allow for coordination of data base administration efforts across
functional areas and would contribute to an improved basis for
information due to the centralization of policy and guideline
development. This centralization facilitates the task of data
base administration and contributes to the consistency of data
base management throughout HQDA.

(7) Data Standardization

This function includes the development, maintenance, and
enforcement of DA standard data element names, values, and coding
schemes. In the distributed approach the administration of the
data standards program would be the responsibility of an
individual agency. The centralization of this funciton allows
for the consistent development of data standards for use in HQDA
automated systems. This central authority could ensure that data
elements and codes that are used in more than one system were
standardized, which facilitates data transfer and increases data
re-utilization. This authority would ensure a centralized program
that fosters the coordinated development and implementation of
standard data elements across HQDA.

(8) Policvy Compliance Audit

The policy compliance function entails the auditing of
individual staff agencies, DPI's and information systems for
compliance with IRM policies, procedures and standards. This
function would be assigned to an independent staff agency in the
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distributed apprecach. The centralization of this funciton into
one staff agency allows for the concentration of sufficient EDP
and IRM personnel that would provide a competent level of
avaluation. The central audit function would also help to ensure
coordinated adnerence to policies, vrocedur2s and standards
within HQDA. The audit agency would also establish a mechanism
for determining problems on a Headquarters~wide basis with regard
to IRM policies and procedures.

(9) Forms, Records, and Reports Management

Forms management concerns the design and control of forms
to be used with automated information systems. Records management
includes the management activities with regard to creation,
maintenance, and use of official records. Reports management
involves the management of reports produced by automated
information systems. In the distributed approach a separate staff
agency will establish and enforce the policies and procedures
dealing with each of these functions. This centralization allows
for consistent policy development and ccordinates the creation
of the procedures for approving and monitoring each of the
activities associated with the forms, records and reports process.
This centralization will enhance the opportunity for close
coordination of these IRM activities as they pertain to individual
HQDA automated information systems, and becomes an integral part
of the IRM program.

In the distributed approach, the IRM policies and procedures which
HQDA will be expected to follow would be developed in a cooperative
environment which blends the right degree of participation and
authority. The possible organizational locations of the IRM activities
in this approach are shown in Exhibit XI-ll. The placement of this
authority and the assignment of responsibilities is a key consideration
in the distributed approach of information resource management at HQDA,

The IRM program must be evolutionary. A gradual controlled
transition will be necessary, with this transition directed with a
long-term perspective in mind. The less radical the change incurred,
the more likely =%2 program will get off to a good start, Within the
distributed organization it is not necessary for HQDA to commit to
the entire program at the start, Indeed, the program itself is expected
to evolve over the ensuing years.

The early focusing of scope of the distributed organization is
commensurate with the long-term evolutionary approach to IRM. It
defines an achievable but important first step. The distributed IRM
program at HQDA will foster the development of similar programs
throughout the Army as well. The program would be developed with the
recognition that.resources are constrained. The increased efficiency
and the benefits of the distributed IRM program would be sufficient
to warrant the reallocation of resources.
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Possible Location of IRM Activities

EXHIBIT Xi-1°

IRM ACTIVITY

POSSIBLE LOCATION OF IRM ACTIVITY

{IRM POLICY

ACSAC, TAG, OCSA, NEW STAFF AGENCY

REVIEW AND COORDINATION
OF INFORMATION SYSTEMS
PLANNING

ACSAC, TAG, OCSA, NEW STAFF AGENCY

INFORMATION RESOURCE
EDUCATION

ACSAC, TAG, USACSC, NEW QFFICE

INFORMATION TECHNOLOGY
ASSESSMENT

USACSC, USAMSSA

METADATA MANAGEMENT

USAMSSA WITH ACSAC, TAG, NEW STAFF
AGENCY

DATA/OATA BASE
ADMINISTRATION

ACSAC WITH USAMSSA

DATA STANDARDIZATION

USACSC WITH ACSAC OR NEW STAFF AGENCY

POLICY COMPLIANCE AUDIT

ARMY AUDIT AGENCY, IG, ACSAC, TAG,
NEW STAFF AGENCY

FORMS, RECORDS, AND
REPORTS MANAGEMENT

TAG IN COORDINATION WITH IRM PQLICY OFFICE

- ——— s b 'Y
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The distributed organizational approach is, therefore, the most
feasible alternative for consideration by HQDA in the establishment
of an Information Rescurce Management Program.

9. SUMMARY OF ORGANIZATIONAL ALTERNATIVES ANALYSIS

Qur analysis of the technical, political, and resource constraints
within HQDA has indicated that the IRM program could be implemented
in any one of three organizational approaches. These three
organizational alternatives differ in the degree of emphasis on IRM
functions and responsibilities. The major differences in the
alternatives revolves around where the focus of authority is located
for certain key IRM functions, such as information policy and
information systems planning.

Once the overall approach has been selected by HQDA, we can then
further develop alternatives by function as part of the implementation
plan (Phase II). This would include the designation of
responsibilities, activities, and detailed resource requirements.
However, top management agreement and commitment is needed before the
program can be further developed,

Details of our recommendations for the initial development of an

information resource management program for automated information at
HQDA are presented in Chapter XII.
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XII. STUDY RECOMMENDATIONS

The ovearall goal of a HQDA Information Resource Management (IRM)

Program, and this report, is to establish the orocess whereby YODA can

begin to address problems in the management and use of its information

resources. The recommendations presented in this chapter are designed
. to provide HQDA management with a general plan of action for moving
forward in the development and implementation of an IRM program. We
believe that important program initiation and design decisions need
to be made in the immediate future so that the development of the IRM
philosophy, concepts, and program structure can proceed in a well
directed and timely manner,

1. SUMMARY QF RECOMMENDATIONS

In the preceding chapters of this report we have provided a
discussion of IRM concepts, a description of the existing HQDA
information management environment, and an analysis of HQDA IRM
requirements and alternatives. Together, these elements provide HQDA
wlith an assessment of the problems, needs, and framework related to
information resource management. Based on our review of these factors
and our previous experience in related studies, we rescommend to HQDA
management that:

. The concept of information as an organizational resource be
recognized by HQDA management and promulgated as Army oolicv.

. Top management commitment and support be given to the
development of an information resource management program.

. An evolutionary approach be followed in the development of
the IRM program.

. Automated information systems at HQDA be used as the starting
point for the implementation of the IRM program.

. The development of the HQDA automated IRM program proceed
in Phase II following the distributed organizational
approach.

. Consideration be given to the extension of the IRM prograi

to include non-automated information after the basic program
is established.

. Consideration be given by HQDA top management to the
placement of authority and assignment of responsibilities
in establishing the IRM program for HQDA.
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. Particular emphasis to be placed on making imorovements in
the data element standards, data resource directory, gquality
assurance, and information cost accounting areas.

Each of these recommendatons is discussed in more detail in the
following section of this chapter.

2. STUDY RECOMMENDATIONS

RECOMMENDATION 1l: The concept of information as an organizational
’ resource should be recognized bv HQDA manadgement
and promulgated as Armv policv.

Information is critical to the performance of essential HQDA
managerial functions. Automated information is not effectively managed
in HQDA. 1In order to provide proper focus and direction for information
management at HQDA, we recommend that the concept of information as a
valuable and expensive organizational resource be raccgnized by HODA
management and promulgated as Army policy. The pronouncement and
promotion of this organizational philosophy is needed so that HODA
managers can develop the proper perspective in viewing information
not as a free commodity, but rather as a resource, similar in treatment
to dolla:s, personnel, and equipment.

RECOMMENDATION 2: Top management commitment and suoport should be
given to the develooment of an 1anformation
resource management orogram.

The establishment of any new program cutting across
organizational lines will fail if it does not have management backing.
The history of systems management and related developments has
demonstrated this important organizational principle. Recent
initiatives in the ADP and information management areas at HQDA,
although offering the potential for improsing management and
organization effectiveness and efficiency, have not been fully
implemented.

To realize the full benefits of IRM and to establish proper
program direction, we recommend that management commitment and supvort
be given to the development of an information resource management
program by senior HQDA officials. In particular, the commitment must
carefully distinguish management of information resources from ADP
resources. Only through this type of high-level support can sucn
a broad management program succeed.

RECOMMENDATION 3: An evolutionary aporoach should be followed in
the development of the IRM program.

The implementation of the IRM program at HQDA should not be
revolutionary, but rather be built on existing information management
activities. Many of the functions relevant to IRM are currently being
performed in a number of locations throughout HQDA, but there is a
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lack of coordination among the activities, aspeciallv across Stactf
Agencies. There is also a lack of focus on managing information as a
resource, L.e.,, from a horizontal view. Instead, a concentration exists
on managlng svstems in a vertical fashion with a view of information
as an 1ntegral vart of esach system. The result, of course, is the
local optimization of information defin.tion and :representation to
achieve Staff Agency missions.

We recommend that the IRM program at HQDA be evolutionary in
nature. Initially, the concept must be established with sufficient
resources to0 assure its growth. Too large of a push at the outset
could, however, prove fatal to the program by forcing change too
rapidly. 3 gradual controlled transition will be necessary over a
period of, perhaps, 5-10 years. But the transition must be directed
or focused by an corganizaiton or group of leaders with a long-term
perspective, people who can coordinate the ongoing and future 1
development of i1nformation systems, but who can also reconcile the
shorter term benefits *+*5 ensure success.

RECOMMENDATION 4: Automated information svstems at HQDA should be %
used as the starting pDoilnt LOr the Lmplementation
of the IRM oprogram.

The overall success of the IRM program will be directly dependent
on its ability to demonstrate improvements in the early stages of
program development. A comprehensive program addressing all aspects
of information management would rsgquire major organizational and
technological changes, and may encounter much resistance by HQDA Sta€f
Agencias. Many management programs have failed in the past because
of the setting of over ambitious and unachisvable program goals and
objectives in their initial years of development.

We recommend that automated information systems at HQDA be used
as the starting point for the implementation of the IRM program. With
this more narrow focus, the information management staff can
concentrate on specific areas which will bring about the greatest
return 1n terms of irnformation improvement Juring the first several
years of operation. There are already well-defined tools to assist
1n the management of automated information, and certain doctrines and
concepts relating to automated data bases and data administration ara
already established. Further, metadata about automated information is
more readily available. This gradual implementation approach is also
compatible with the development of alternatives for addressing the
full spectrum of information {(both automated and manual) as part of
a HQDA or Army-wide long range plan for information resource
management,

RECOMMENDATION 5: The develooment of the HQDA automated IRM oroaram
should oroceed i1n Phase II following the
distributed organizational aooroach..
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In Chapter X o0f this report we Jefined the raguiraments for an
automatad IRM program. Organizational alternatives for meeting these
raguir2mensts were tdenctified and evaluated :n Chaoter XI. These
alternasivas wera:

. centralization of author:ity and rasconsioility ar the
Gi13hest commeon oint in HQDA to insure an efficient and
effaective program

. Distribution of operational asvects O0f TIM authority and

responsibility with centralization of 1aformation policy
and some HQDA-wide 1nformation management activisies

. Decentralization of authority and resoonsibility as close
as possidle tId the level of HQDA where the information 1is
used; coordination of inter-func%ional ar=2a conc=arns would
De accomplished czhrough an Jversight Jommittee.

- -

Thus we Rave orovided HQDA with a basis for selecting a conceprual
Jdesign which sould be used in che Surther Jevelopment and iaplemen-
vaticn of an IRM program for HCDA.

our assessement of the advantages, disadvantages 23 coses oF
each alternative, the Jdemonstrated needs oI HQPA, and the current
orzanizaticnal environment have lad to ocur recommendation of a
distribuzed ageroach which is a hybrid of the <ol ssical :gn::ali:e§
and decentralized approaches. The basic philosophy o :h}s aggreaca
©5 analogous o fhat of distributed processing:  locfate tile worx ac
rie level in the organization which is best surted to fersiorm <he
task.

This alternative was selected because it provides a talanced
acoroach that fosters management control and cooperation with agpro-
oriate independence for Staff Agency program operatlions. It wi.o
also allow HQDA o build upon existing IRM activities in moving to-
wards more coordination and sharing of informatlon resources.

we have Jeveloped the essential philosophy and concepts oI the
distributed approach in Phase I of our study. Based on our Jonclu-
sions regarding the need Zor informaticon resouusce management o HQD%
and ocur sreliminary cost analysis we recommend that the Ammy frodesd
with Phase IT of the effort to develop the detailed definition o2
+he selected apprcoach and the specification of an implementaticon plan
for installing information resdurce management at HQDA.
RECOMMENDATION 6 Consideration should be given to the extension af

the [ orogram to inciude non-automated informa-
ticon actter the Dasic orogram i1s establisned.




Ju: studyv has focused on Zdeveloving 3 orogram for managing the
automated rnformation rasource of JQLA., 1Automated i1nformation is only
one subset of the overall 1nformation r=2sources of HQCA. The conceots
of i1nformation manajement are equally apolicabl=a to non-automatad
taformation and should be considered irrespective of the medium on
which the 1nformation i1s collectad, stored, transmittad, or raoorted.
Tuture studv directions and program develooment should also consiier
the organizational scope of this study. Much of the data raceived by
HQDA 1s submittad by f£ield commands and operating agencis=2s.

We racommend that full consideration be given to the extension
of the IRM program to Lnclude non-automated 1nformation as well as
information management policies which are aoplicable to all Army
activities. The early focusing ¢f scope is commensurate with the long-
term evolutionary aporoach to IRM by defining an achievable bux
important first step. The IRM program for HQDA has been carefullv
designed so that future extensions of scope ar=2 possible. It shoulld
also be pointed out that the growing trend towards more and mor=
automation 1n the Army (as elsewhere) 1moliss that information
consirderad beyond the scope of this effort today may well be automatad
(and, hence, within the program scope) in the near future. Therea is
also the likelihood that an effective information r2source management
program at HQDA will foster similar (and hooefully related) ovrograms
throughout DA as well.

RECOMMENDATION 7: Consideration should be given bv HODA tov
management to the vlacement of authoritv and
assignment of resovonsibilitias 1n establishing
the IRM vrogqram.

Information is a key aspect of the mnission of 3CDA. The managemen:
2% the information resource must Ye accomplished in a way that assists
the various Staff Agencies (and, thus, the field and installation
commands) 1n meeting their missions and not as a orogram which merelw
regulates their actions. To achieve this goal will reguire heavy usar
involvement 1n the process of managing the information resource. Jser
responsidilties will need to be clearly Jdefined and acceotad.
Proponents, consumers, and sources of information will nead to be
integrated 1nto the i1nformation rasource management orocess and not
relegated to merely a passive, compliaace Or recipi2nt role.

We recommend that careful consideration be given by HQDA too
management to the placement of authority and assignment of
responsibilities in the establishment of an IRM program for HQDA. The
successful implementation of the oragram wiil devend on the location
of IRM authority and responsibilties. OJrganizatonal assignments must
1nclude the blending of the right participants together with the right
degree of authority aad control.

RECOMMENDATION 3: Particular emohas:is should be viaced on makinag
1morovements 1n the data elemen* standards, data
resource Sirectorv, Juallty assu: *nce, and
tnformation <2st accounting areas,
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The graimacy focus 3¢ =his report has deen on the desian! and
Javalooment of an automated rnformation :=sourbe Tanagament frac:am
£or HQDA.  There ars a numder of 1mprovements which can te mpie as
3Q00A that are a part of this overall orogram bu: Wwhich could be
tmolementad 1ndecvendent of 2 decision to proceed with the Jevelooment
Jf an IRM prog.am. These Lmprovemenss ir2 directal at ssecific croblams
that wer2 1dentifnad during the conduct of the study. These orobdlam
areas include data elament standards, Jata di1ct:ronaries and
directories, gquality assurance, and cost accounting for Jata. “Zur
racommendations 1a 2ach of these ar=2as are discussed in the sections
which follow.

(1) Data Element Standards

The Computar Svstems Command (ISC) administers the Armv's
data standardizazion program under the guidance 2% the Assistant

Chief of Staff for Automation and Jommunications. 788 2stablishes

standards *or daca elament ﬂamA= and codes tased uoon candilates

submitted to 1t from the Army's Jdata orocessing tnstallations and
f1eld ooera;qu agenci2s in addition to monitoring and
1acorgorating standards oromulgatad by 200 and other
drganizations.

The Armyv's data standardization program, though 1t has teen

L0 existance at various stages for more than 13 vears, has not

been completaly offactive. The lack of 2ffecuiveness has teen

due in parst 20 1nsufficient rasources and 1n 0art £o the inadility
of the Army 2as 2n 573anization O assoclat2 3atay standards with
the ac onoA;s“mewt 2f thme Aray's mission.,  We rescommend thas

Sriority and sudpert e Jivea 0 enhancing the Army's current

afforts at Jdata standacdization shrough the allocation of

dditional resources > develop a distributed progri:m whish can
integrat2 Jdata standards 1nto the Army's Cperationa. anvironmenC.

Jdne possible aporoach is the ol2ar sveciftcation of what standaris

can te Jevalored at which lavel 1n the drganization, in 28fa0%,

the establishment of a3 formal hierarchy of 2ata standarids.

A ool which can contribute to the 13entification of caniidass

daca elements €or standacdiation s the Jdevelogmans oF =he 3ata

zasource Jiractory which 1s Jescrived 1o zhe nex+t section., The
orocess of constructing the directory will oeint 2ut very cla2arlvy
the need and practicality of maiataining 3data standards across

HQDA.

(2) Data Resource Directorv

A data resource Jdirectory (DRDY 1s a cantral reoos.ioryv of

3 1nformation adout the 1nformation rasourse 0f an OrvaniTat:ion,

; This ool 1s heloful to users of 1nformasion, Mmanazers ~F s-ha
taformation rasounce, and nafirmaticn svstam fexyimori e
implamencers. It provides the bDas:s far lacating i fhceasa-
which nay Te distriduted zhroughous H27N, mai,tals ~y oa e
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metadata about the information rasource, and establishing a
framework for common terminclogy and definitions. The DRD can
be expected to become a focal point for the management of the
information resource.

We recommend that HQDA consider the need to establish and
develop a data resource directory for the entire organization,
The actual implementation of this directory may be manual or
automated and the initial scope of the directory may be limited
to information from particular functional areas, but we believe
that HQDA should begin now to plan for the development of a HQDA
DRD.

The development of a data resource directory for HQDA can
be greatly assisted by the creation of data element dictionaries
at the DPI level. A data element dictionary (DPED) is a collection 1
of metadata which define and describe the data elements contained
in the files and data bases of the DPIs., Several DPIs have
installed or are considering the installation of DED software
packages. We recommend the encouragement of such advances, but
we caution that a thorough study is needed before HQDA
standardizes on a single DED package. In particular, HQDA should
consider the advantages of "active” DED systems which dynamically
interface with application systems to audit the correct use of
dictionary terms and to automatically update the application
programs when changes occur in the data definition. Passive DED
systems can be of assistance in defining and organizing data, but
they do not provide for this dynamic interaction with the
application programs and as a result often are not maintained.

(3) Quality Assurance Program

A common problem expressed by several HQDA officials is a
lack of confidence in the quality of the data contained in their
information systems. Sometimes this lack of confidence is simoly
a matter of perception and understanding the circumstances under
which the data was collected or processed. 1In other instances
the data is, indeed, incomplete, inaccurate, or out-of-date.

In order to restore confidence in the data and imorove its
quality, we recommend the establishment and suopport of a Data
Quality Assurance Program on a distributed basis throughout HQDA,
Such a program would entail the functions of:

. Cleaning up data already contained in system files and data
bases

. Educating the user population on the pertinent conditions
affecting data quality :

. Auditing individual systems to determine the causes of
particular data quality problems

XI1-7

293

Ratih/ ey 2 TV ———




. Establishing procedures concerning quality assurance to be
followed in information system design and develooment.

Some suggested topics of consideration for possible improvement
in the quality assurance area include:

. Designate clear authority and responsibilities for
individual proponents for data

—

. Incorporate metadata pertaining to data gquality into the S
data resource directory ’

. Establish release policies for data which identify the "as
of" date of particular pieces of information

. Develop standards for header information on the transmission
of data (such as magnetic tapes) which, in effect, not only
identify the contents of the transmission but the structure
and organiation as well.

These, and other possibilities should be investigated by the IRM
community in HQDA.

(4) Information Cost Accounting

During the course of our study, we found it difficult to
obtain current and comprehensive cost information related to ;
information management. The present accounting system of the
Army does not address ADP or information-related costs as a
separate category. As a consequence, 4QDA officials must make
decisions regarding information management and ADP without the
benefit of full cost information.

We recommend that HQDA develop a cost accounting methodology
for information management and related activities. This approach
could be modeled after the Guidelines for Accounting and Automatic
Data Processing Costs published by the United States General
Accounting Office (1978). Further, we recommend that HQDA study
aporopriate modifications to those guidelines which will be
necessary for their application to information resource
management.

3. THE _REVIEW, FURTHER DEVELOPMENT, AND IMPLEMENTATION OF STUDY
RECOMMENDATIONS.

The purpose of this section is to summarize the current status
of our study in terms of the overall information resource management
(IRM) development process. This summary will assist HQDA in reviewing
the recommendations by-providing an understanding of the requiremen%s
for the next steps in this development process.

St
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This section also provides a discussion of study factors which
should be considered in the report and recommendations review. Future
study directions will be directly dependent on this resultant decision-
making procgess.

The last part of this section highlights the tasks to be performed ’
1n Phase IT of the study. This includes IRM methodology develooment,
organization design, policy and procedure development, and
implementation plan development.

(1) IRM Program Development Stage

The primary objective of Phase I of our study was to
determine the requirements for and provide a concept of a HODA
information management program. With this report, we have i
discussed our findings of the status of information management }
at HQDA, developed a conceptual approach for managing information
as a resource, and presented our recommendations for implementing
an information resource management program at HQDA.

To put this report and our recommendations in prover
perspective, we believe that it is aporopriate at this time %o
briefly review the overall IRM program development process.
Exhibit XII-1 provides an overview of this process. It is
important for HQDA officials in reviewing our recommendations to
understand the objectives of Phase I, as stated above, as well as
the remaining tasks of Phase II. As will be described later in
this section, the detailed program design and developmert tasks
will take place in Phase II of this study. As such, oroper
attention should be given at this stage in the development process
to determining the best overall IRM aporoach for HQDA. The
selection by HQDA officials of the IRM aporoach to be implemented
will bring to a close the Phase I contract activities.

(2) Reviewing the Recommended Alternative Aporoach

In addition to understanding the IRM program development
process, in reviewing the recommended alternative aoproach it is
Lmportant for HQDA officials to consider the following study .

factors:
. The study has been limited to HQDA automated information
. Specific organizational assignments to be made in Phase 1T

will be based on the scope of the currently defined program

. Alternative ways for further developing and imolementing
each designated IRM function will be develoved in Phase II
based on program scope and timing decisions. (initiation
dates) and will consider staffing reguirements, management
tools, and estimated costs
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. It is important that one overall IRM aporoach be agreed uoon
so0 that the development of the program can proceed in a
planned and orderly manner.

Constructive feedback regarding this report and the
L' recommendations is needed from HQDA officials so that program
design factors can be promptly addressed and any reguired changes
made. The expeditious handling of these matters is needed to
carry forward the momentum ¢° this important oroiect and to allow
for the timely initiation of Phase II.

(3) Phase II Activities

As stated earlier, the purpose of the second phase of this
study is to detail the information resource management (IRM)
approach which was recommended in Phase I. This phase will consist
of the development of policies, procedures, resource requirements
and associated costs, and organizational structure required to
implement and manage the recommended IRM approach at HQDA. The
following major tasks will be performed:

. IRM Methodology Development - The objective of this task is
to design and develop a detailed methodology for IRM which,
when followed, will give HQDA the capability it needs to
manage the Army's information resource. This wvill include
a methodology for management of the composition of data,
sources of data, dissemination of data, flow of data, and
location of data.

. IRM Organization Design - The objective of this task is to
Specily the organizations within HQDA which will be required
to implement and maintain the HQDA IRM program develooed in
the previous task. This task will detail the recommended
positions within the HQDA structure which will best
facilitate the IRM functions; the mission and internal
organization of the management elements; the tyve, skills,
grade, and number of personnel required to staff the

_ organization; and the relationships and interfaces which

f will be required among HQDA staff elements.

i . Policy and Procedure Development - The objective of this
task 1s to develop the policies and procedures which are
required for IRM within HQDA, This task will include
' development of the policy for enactment of the IRM program,
the development of resource maintenance procedures, and the

development of operational IRM procedures.

. Implementation Plan Development -~ The objective of this task
18 to prepare a detailed, time-phased implementation olan
and schedule for implementing the HQDA IRM organization and
program. The implementation plan will consist of maijor
milestones and tasks to be met, tools and staffing required
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to accomplish the tasks, anticipated problems and associated
costs, training requirements, and develoomental control
mechanisms.

* k k *

This chapter concludes the detailed discussion of Phase I study
findings, conclusions, and recommendations.
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